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ABSTRACT

A complete MPEG-4 stream consists of many elementary
streams which may be generated by different authors. In the
scenario of this paper, each author signs his own authentic
elementary stream independently, and then an untrusted dis-
tributor aggregates these signatures into only one. Based on
the unique signature, a client is able to verify the received
MPEG-4 stream with the certificates of all the authors other
than the certificate of the distributor. In addition, each au-
thor can not deny what he has signed even if he is willing
to admit a signature on another ES. This aggregated signa-
ture scheme is efficient in terms of transmission overhead
and verification time since only one signature is processed
in the client side.

1. INTRODUCTION

MPEG-4 [1] [2] is an excellent multimedia standard for dig-
ital television, interactive graphics applications, and inter-
active multimedia. To safeguard Intellectual Property in
the form of MPEG-4, IPMP [3] defines the hooks for the
protection methods after MPEG-4 became an International
Standard in 1999. To enhance inter-operability, the newer
MPEG-4 IPMPX (MPEG-4 part 13) [4] [5] was finalized
recently. It not only enables IPMP-compliant devices to ren-
der content within an MPEG-4 terminal, but also provides
a framework with normative messages to select and config-
ure the most effective and appropriate tools. Following the
principle of IPMP, several works (e.g. [6] - [10]) proposed
flexible ways to protect MPEG-4 content in a controlled
manner. However, IPMPX does not specify any technol-
ogy for protecting MPEG-4 stream. To fill in this gap, the
present scheme describes one authentic scheme for MPEG-
4 stream.

According to MPEG-4 specification, an MPEG-4 stream
includes many elementary stream (ES) ! which may come
from different authors. A distributor will aggregate the ESs

!Elementary Stream is conceived as a flow of data that originates from
a single source in the sender and terminates in a single sink at the receiver.
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and deliver the complete MPEG-4 stream to the client. To
generate an authentic stream, the distributor may aggregate
all the ES and sign on the entire stream. However, this
straightforward solution may be not viable since the distrib-
utor is not trustworthy in some cases. For example, the dis-
tributor may be compromised due to viruses. Alternatively,
each author signs on his ES for authenticity, and delivers
the ES to the client together with its signature. The client
is able to verify the authenticity of the individual ES one
by one. With this ndive solution, the network overhead and
computational cost are linear to the number of individual
signatures because each signature has to be transmitted and
verified separately.

To reduce both network overhead and computational cost,
the present scheme enables a client to verify all the ESs
generated by the authors with only one digital signature
based on an improved aggregated signature scheme. As a
result, the computational cost and communication overhead
are very small. Since the present scheme produces only one
signature for an MPEG-4 stream no matter how many au-
thors are, it is preferable to manage MPEG-4 streams.

The remainder of this paper is organized as follows.
Section 2 introduces the basic preliminary. Sections 3 elab-
orates the aggregated signature scheme. In Section 4, the
performance is addressed in terms of security, computational
cost and communication overhead. Section 5 summarizes
the paper.

2. PRELIMINARY

2.1. One-way hash function

A hash function takes a variable-length input string and con-
verts it to a fixed-length output string, called a hash value.
A one-way hash function, denoted as H(.), works in one
direction: it is easy to compute a hash value H(m) from a
pre-image m; however, it is hard to find a pre-image that
hashes to a particular hash value. There are many one-way
hash functions, such as MD5[11] and SHA[12].



2.2. Aggregated Signature

A digital signature algorithm (e.g. RSA [13] and DSA [14])
is a cryptographic tool for generating non-repudiation ev-
idence, ensuring the integrity as well as the origin of the
signed message. To authenticate multiple messages effi-
ciently in terms of the communication overhead and com-
putational cost, Boneh et al. [15] proposed a cryptographic
primitive called aggregated signature (hereafter referred to
as the BGLS scheme) which allows aggregation of multiple
individual signatures into one aggregated signature. Veri-
fication of the unified signature is equivalent to verifying
individual signatures in terms of security. If any of the mes-
sages is tampered, the aggregated signature is regarded as
invalid.

2.3. MPEG-4 stream

With regard to Fig.1, an MPEG-4 stream includes many ele-
mentary stream (ES) which may come from different sources
(authors). For Example, in a TV program, video ES may be
generated with a video camera, and text ES may be pro-
duced from a editor, and advertisement ES may be inserted
by a third company. After receiving all the ESs, the broad-
cast station will combine all the ESs so as to send a complete
program.

Audio ES
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Fig. 1. MPEG-4 stream, where the composer is a module of
the distributor.

3. AGGREGATION SCHEME

3.1. System Model

In an authentic MPEG-4 delivery application, there are three
kinds of participants: author, client, and distributor. The au-
thor is trustworthy and is able to produce his own signature
for the specific ES. For instance, the audio source gener-
ates the signature for the audio ES. The client receives the
MPEG-4 stream, and checks the authenticity of the received
stream with the public keys of the authors. The distributor is
responsible for combining the authentic ESs and distribut-
ing the complete stream. To save network bandwidth and
reduce the verification time in the client side, the distribu-
tor will also aggregate the authors’ signatures into a unique
signature. Fig.2 illustrates the production process of an ag-
gregated signature.
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Fig. 2. Aggregating the individual signatures into a unique
signature, where the aggregator is a module of the distrib-
uto.

3.2. Parameter Configuration

According to the aggregating signature scheme [15], dis-
tinct signers generate different signatures on different mes-
sages and then all the individual signatures are merged into
one short aggregated signature based on elliptic curves [16]
and bilinear mappings [17]. A bilinear map is a map e :
G1 x Gog — G, where:

e G; and G are two (multiplicative) cyclic groups of
prime order p;

o #G1 = #Gy = #G, where #7Z is the cardinality of
Z;

e g; is a generator of G, and g is a generator of Ga.

The bilinear map e : G; x Gy — G satisfies the following
properties:

1. Bilinearity: for all o, 8 € G1, v € Gg,
e(af,y) = e(a,v)e(B,7);

2. Non-degenerate: e(g1,g) # 1

Assume hash function H: {0,1}* — G;. To generate
a secret key, the key owner picks a random z € Z, =
{0,1,...,p — 1} as his secret key, and computes v = g* €
G- as his public key.Subsequently, the public key will be
authenticated by a trusted party.

3.3. Individual signature

After an author P; produces his own ES m;, he will sign on
the ES to produce an individual signature. To this end, P;
computes the message hash as

hi = H(m; || vi), (1)
and the individual signature
g; = hfl,

where x; is the secret key of the author P;. In Eq.(1, the
ES m; is concatenated with the signer’s public key. This
concatenation results in two advantages: (1) the hash values



are different even if two authors produce the same message;
(2) the author can not deny what he signed. Afterwards,
the original ES m,; and its signature o; will be sent to the
distributor.

3.4. Aggregating signatures

After each author P; produces the signature for his ES m;,
and delivers m; and its signature o; to the distributor, the
distributor checks the authenticity of each ES with Eq.(??)
in case of n = 1. If any ES is bogus, the distributor rejects
the ES. Otherwise, he aggregates all the individual signa-
tures into one signature. Specifically, he computes

o= ﬁ o; 2)
i=1

where o; corresponds to the signature on the ES m;. Be-
cause o € G, the aggregated signature o is of the same size
as an individual signature. The distributor disseminates the
complete MPEG-4 stream and the aggregated signature to
the clients.

3.5. Verifying signatures

After receiving an MPEG-4 stream and its aggregated sig-
nature, the client checks the authenticity of the entire stream
before she consumes it. To accomplish this, she sends a re-
quest to an authentic database for the public keys or certifi-
cates of the authors. Suppose the received ESs are m/},i =

1,2,...,n, the client calculates
hi = H(mj | vi),

e = ﬁe(hg,vi)
i=1
= [Jei.g") =] e(®)"9)
i=1 =1

n n
= [Je(ei.9) =e(] 9 3)
i=1 i=1
If €’ # e(o, g), she rejects the stream and quits.

4. PERFORMANCE

4.1. Security

The present scheme provides a proof of the multiple ESs of
an MPEG-4 stream with an improved aggregated signature
scheme such that the client can detect the following modifi-
cations:

1. one or more elementary streams are tampered or forged
no matter how many old ESs are available to the at-
tacker.

2. one or more signatures on the corresponding ESs are
tampered or forged no matter how many “old” signa-
tures are available to the attacker.

3. an author denies what he signed, instead he admits he
signed another ES.

The general signature schemes (e.g., [13]) deal with the
first two modifications, while the third one which binds an
author with his ES is considered in aggregated signature
only. We argue that the third one is also important. For
example, given two authors P; and P>, who sign two ESs
mq and mo respectively. After the MPEG-4 stream includ-
ing m; and mq is sent, the author P; is able to claim that
he signs my because my is more valuable than m ;. Thanks
to Eq.(1), the above vulnerability does not exist in our im-
proved scheme because the public key vy is concatenated
with the message m1 with the assumption of one-way func-
tion..

4.2. Cost

Table 1 lists the comparison results between the aggregated
signature and the individual signature given that there are n
authors. In the Table, t,; denotes the computational cost of
a modular multiplication, 5 denotes the operation cost of
a bilinear mapping and |o| denotes the size of an individ-
ual signature in bits. In the Table, the computational cost of
individual signature is fixed and hence ignored in the com-
parison.

Table 1. Comparison of individual (bilinear mapping
based) signature scheme and aggregated signature scheme.

Individual Present
Signature
Signing time 0 tar
Verifying time | (2n)tg | (n — Dty + (n+ 1)tp
Overhead n|o| o]

From Table 1, we know that our scheme requires one
more modular multiplication, while for verification,

e the present scheme requires additional (n — 1) modu-
lar multiplication operations, but saves (n — 1) bilin-
ear mapping operations. Since a bilinear mapping is
much more expensive than a modular multiplication,
the total verifying time is reduced greatly.

e the communication overhead of the present method is
constant (one signature), whereas that of the individ-
ual signature based scheme is linear to the number of
clients.



Experiment results on the BGLS signature scheme with
512-bit moduli were obtained in [18] using a P3-977Mhz
Linux machine with the OpenSSL library for computing the
individual operations. From the experiment results in [18],
we can derive that ¢3; = 0.12ms and tg = 31ms, thus
(2n)tg > (n—1)tpr+(n+1)tp. Therefore, the present au-
thentic scheme outperforms the individual signature based
scheme in terms of computational cost and communication
overhead.

5. CONCLUSION

Aggregated signature scheme enables to combine an arbi-
trary number of signatures into only one. In this paper, we
enhance the aggregated signature scheme [15] so as to bind
the author with his ES with negligible cost. Additionally, we
employ the improved scheme into MPEG-4 stream which
includes a multiple of Elementary Streams so as to provide
authentic distribution. The proposed scheme is efficient in
terms of the computational cost and communication over-
head since the client merely deals with only one signature
for an MPEG-4 stream.
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