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Abstract

In this paper a new approach is presented to build a list
of faults to be used by the fault injection environment; the
list is built starting from a high-level description of the
system. The approach especially aims at identifying mali-
cious faults i.e., faults having a critical impact on the
system reliability. To overcome the complexity problem
inherent in low-level descriptions, high-level ones are
exploited, and alternative graphs are applied to carry out
the cause-effect analysis, to build up a fault tree and to
carry out fault collapsing. The reduced high-level mali-
cious fault list is converted so that it can be used together
with the low level description for the final fault injection.

1. Introduction

Computers are becoming more frequently used in time
or safety critical applications such as avionics, public

In [8] a method is presented to generate a malicious
fault list. The system under test is described by a data flow
graph, the fault tree is constructed by applying the In-
struction Set Architecture fault model to the data flow
description with a reverse implication technique, the fault
injection is performed, and fault collapsing on the fault
tree is employed. The method proposed is very costly in
terms of CPU time and it seems not applicable to more
complex systems.

In this paper a new approach to generate a malicious
fault list is presented, based on two different levels: at a
high-level, alternative graphs (AG®,11] are applied to
build the fault tree; a fault collapsing is then made on that
tree, and the reduced fault list is converted so that it can
be used together with the low level description.

The approach developed in this paper helps to over-
come the complexity problem inherent in low-level de-
scriptions, and allows to carry out a comprehensive fault

transportation systems, process industry, telecommunica- analysis in order to sort out th® responsdaults, i.e.

tions, etc., where a computer failure could be very costly.

faults which give no information while evaluating the

As a consequence, there is an increasing demand for syssystem fault coverage by fault injection. AGs give a com-
tems with high dependability. In the last decade, fault in- prehensive formalism that can be adopted at different lev-
jection has emerged as a useful mean to support the de-els of abstraction. Moreover, they guarantee the generality
pendability validation of fault-tolerant systems [6]. of the fault model and the possibility of using uniform

The objective of fault injection is to mimic the effects techniques at different design representation levels, inde-
of fault originating inside a chip as well as those faults pendently of the adopted fault model and for both fault
affecting external buses. trees construction and fault analysis.

In the majority of the published works, the fault loca-  |n comparison witH8], in the present work fault trees
tion, the fault type and the fault insertion time, are ran- (FTs) are created directly from AGs without expanding
domly selected [1,4]. For ultra-reliable life-critical sys- the full data flow, whose size can sometimes explode.
tems the random selection of faults is not an adequate pjfferently from [8] control faults can be explicitly han-
method for determining the fault coverage [8]. dled as they are directly inherent to the AG-model.

Several works [1,3] demonstrated that with randomly  Thanks to the generality of AGs, the present approach is
selected fault lists the percentage of faults which do not jndependent from the fault model. This independence al-
produce errors ranges from 10 to 66%, depending from |ows the easy introduction of hierarchy and multilevel
the system. The goal of the fault injection experiment is to yepresentation into fault handling. This can be exploited,
exercise the system'’s fault processing capabilities. Faults for example, to improve the results of the high-level fault
which fail a system in the absence of system fault detec- gnalysis through collapsing the high-level faults by low-
tion capabilities are defined to Iealicious(8]; a mali- level ones in the later design phase, when the information
cious fault, if undetected in presence of fault processing apout the implementation details are available.
mechanisms, will fail the system under test. Using mali-  The paper is organized as follows: Section 2 describes
cious faults to estimate fault coverage eliminates the pos- the Environment adopted:; in Section 3 we briefly summa-
sibility of fault injection experiments to produce no errors. rjze the Alternative Graphs; Section 4 presents the meth-
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ods used to build AGs from a High-level description; the

generation of the Fault List is presented in Section 5; Sec-

tion 6 presents the High-level Malicious Fault List gen-
eration and the High-level Fault List collapsing using AG
simulation; Section 7 draws some conclusions.

2. The environment

-

= N
High level Fault
Fault List Collapsing

;T

@#@

lower level
Fault List

==

Fig. 1: The environment.

The methodology proposed in this paper to create a
low-level malicious fault list starting from a high-level
description of the system is organized as shown in Fig. 1.
The main steps are the following:

* build Alternative Graphs from the High-level de-
scription of the system;

e create a High-level Fault-List;

» generate a High-level Malicious Fault List and
collapse the High-level Fault List using AG
simulation;

« translate the obtained High-level Fault List into a
Low-level Fault List.

3. Alternative graphs and digital systems

Alternative Graphs [9,11] can be used for representing
digital functionsy = F(Z) of components or subcircuits in
digital systems. Heregy is an output variable and is a
vector of input variables of a component.

Alternative Graph is a directed acyclic gragh= (M,

I, Z) with a set of node®, with a single root nodey [J

M, and relation” in M where/(m) . M denotes the set of
successor nodes of Nonterminal nodem for I(m) # [J,
have variableg [ Z as labels. Terminal nodesfor /(m)

= [J have variableg [JZ, functional sub-expressions of
F(Z), or constants as labels. Let us denotezf) the
label of a nodem. In the graphG,, for all non-terminal
nodesm, (m) # [J, a one-to-one correspondence exists
between the values of label varialaign) and the succes-
sors,my [7(m) of m.

The methods for generating AGs for different repre-
sentation forms of digital functions are described in
[10,17.

Alternative graphs were introduced for representing
the functions of a system to reveal explicitly the functional
signals cause-effect relationships. By tracing an AG-
model of a system for the given time (i.e., for the given
status and input pattern), we determine a subset of nodes
and, correspondingly, a subset of variables, which are
responsible for the system’s behavior at the considered
time. If the behavior of the system has a failure, then only
the mentioned subset of variables can be suspected for
causing the failure. Hence, AGs are a way to represent
concisely the diagnostic information of a system, and pro-
vide a powerful means for a fault analysis in general, and
for selecting malicious faults in fault-tolerant systems
validation in particular. In this section, we describe some
issues concerning how to represent high-level descriptions
through AGs.

Consider a digital syste® = (Z, F) whereZ is a set
of digital variablesz (the numberd/(z) of possible values
for z. [J Z are finite), and- is a set of digital functions on
Z. The systens can be represented by an AG-model such
that for each functio = f(2), z 0 Z, fx O F, Z« [0 Z,
there exists an AG3y.

To generate a high-level AG-model for a digital sys-
tem, a specification of the system as a connection of high-
level blocks each described as a high-level function (or a
set of controlled functions) is needed.

As an example, a simple VHDL function as a descrip-
tion of a digital system that computes the sum of the ele-
ments of an array is reported in Fig. 2. This example will
be used throughout the paper to illustrate the steps com-
posing the method we propose.
function sum_array
(input: in my_array) return integer is
variable temp:integer:=0;
variable j:integer:=0;
begin

forjin0Oto N
temp := temp + in(j);
next j;

return temp;
end function;

Fig. 2: A VHDL example.

The AG-model of the system is represented in Fig. 3.
In the model the VHDL cycléor j in Oto Nis
substituted by the next-state functigeF ;(j’,N) for
the control part of the system. The data part accomplishes
the functiontemp=F ,(j',temp’,in(j’)) which is
controlled by the valug . The time of the model is rep-
resented by states of the finite state machine (FSM), i.e.,
by values of the state varialjle By apostrophe we denote
that the value of the variable belongs to the previous time
(i.e., to the previous state).



2 apostrophe, a test pattern for the previous time motaent
1 @ 1 should be taken for traversing the gr&ah
In Table 1, a test experiment is given for executing the

VHDL program in Fig. 2. Let hav = 2.

1
Lo
@ 3 time temp i in(j)
0 0 0 0
1

temp

1 10 1 10
_ ) 2 2 20 2 10
J o Tab. 1: An application example.
l 0 By tracing the AGs in Fig. 3, starting with the last test
pattern given for t=2 (the time is determined by the value
@ 3 of the variablg ), we create a fault tree consisting of the
Fig. 3. An AG-model for the VHDL example. nodes 1-6 in Fig. 4. For example, in the gr&hk,, the

nodes 1 and 2 are traced, which give the predecessors

o . nodes 2 and 3 for the root node 1 in FT. Further on, as the
4. Building the Fault List node 2 has the variabje in his label expression, we

Once the AG has been built from the high-level de- create a new node 4 as the successor for node 2, labeled
scription, the analysis described in this section should be by the variablg" and its corresponding value taken from
performed which leads to the generation of a high-level the test pattern. As the valuejof was created at the pre-

Fault List. vious time moment, the gra) for finding successors of
. . the node 4 is traversed for the pattern given at t=1.
4.1. Fault tree generation by tracing AGs ) L
t= t=
Each path in an AGS5, describes the behavior of the JU N
system variable in a corresponding mode of operation. PURES! e 1)
g 7

If an erroneous signal is detectedzathen the set of
candidate faults which can explain the misbehavioz, of
can be created by fault site backtracking procedure. This
set will be represented in the form of a Fault Tree, whose
nodes are labeled by a pair: the variable representing the
failed observation point, and the expected value of the
variable for the error free case. With each node of the tree
a fault list will be associated.

When creating the FT for an observation pdairirst,
the path activated by a test pattern will be determined in Fig. 4: Fault tree for thAG-model in Fig. 3.
the graph G All the label variables (or expressions) of
nodes on this path together with the expected values of
variables for the error free case are put into the FT as suc-
cessors of the root node. For nodes labeled by expres-
sions, for each variable in the expression, a successor
node is created, labeled by the variable and its value. For
each leaf node in the tree labeled with a variablghich
corresponds to an internal signal of the system (i.e., it is
not an input signal), and which is represented by a corre-
sponding grapl@,., again, an activated path @y is de-

, o
The faults having effect on the behavior at a given test 7
pattern can be related to nodes along the path activated by o !
the pattern only, not to the remaining nodes of the graph. L

The number of nodes in a FT is generally less than the
number of nodes contained in the traceback ¢afp(or
transitive fan-in[7]) in the corresponding digital network.
Additional fault analysis helps to minimize the size of a
fault tree. If the whole fault set associated with a node in
FT is collapsed, then no successors for that node are to be
created. For example, in Fig. 4, the construction of the
tree stops at node 7 due to the collapsing of all faults at
this site: adding node 11 to the tree becomes useless.
termined whose nodes form the set of successarsiof Al thig poinf[, the beqefits of the present a_lpproach in
the FT. This procedure is recursively repeated until all the COMParison witi{8] manifest themself clearly: instead of
leaves in the FT are labeled by input variables. constructing the full data flow diagram (as[B]), com-

The procedure begins at the last pattern of the given testPining the fault tree construction from AGs with fault
sequence. Traversing a graph for the pattern at a givencollapsmg gllows us to represent only a part of the data
time moment, then for all variableg' found in AGs with flow in the final fault tree.



4.2. Injection space and Injection time

After creating the FT for an AG-model, the following
steps provide a fault list where, for each fault, the follow-
ing information are provided:

e variable to be injected
» faulty value to be injected in the variable
 injection time.

From a high-level description it is possible to define
two sets of variablescontrol variables that control the
execution of the system, addta variablesthat store the
data needed during the execution. The concefitrnafis

as the label at the nodewith the fault listF(m), i.e., the
faults fC0F(m) are manifesting themself as erroneous
changes in the values ofm)or E(m).

During the MFL generation, fault collapsing is carried
out whenever possible, to minimize the whole fault set to
be injected. The following rule, based on the dominance
relationship between faults, is adopted for the malicious
fault set reduction: if the nod® [J FT is a successor of
the nodemy J FT and the faulf; £ MF(m) dominated; [J
MF(m) (i.e., causes the same erroneous chang@mtas
f), then the faulf; has to be removed froMF(m).

The collapsed malicious fault set for the given fault tree

strictly related to control variables; we can assume that FT is calculated according to the algorithm presented in

each time slot is uniquely defined by the values of the

control variables and, when necessary by some additional

virtual variable which are not related neither to any ac-
tual data in the program nor to any space in memory.

In the example reported in Figi2is acontrol, whereas
input andtemp aredata variablesthe number of times
(number of test vectors) that the function is called by the
main process is artual variable

Theinjection spacdi.e., the set of variables in which it
is possible to inject a fault) corresponds to all¢batrol
anddata variablegFig. 5).

Therefore, in the example (Fig.2) a fault could be de-
fined as follows change the value ¢f to 3 when j=2 and
it is the fourth time the function is caltgds the injection
target, 3 is the faulty value to inject anghéen j=2 and it
is the fourth time the function is calledefines the injec-
tion time.

Virtual variables Control variables Data variables

\Y C D
#ofcalls |  input, temp

L ]
Time
L
Injection space

Fig. 5: Variable groups.
5. Malicious fault list generation

The Malicious Fault List NIFL) generation for the
given FT is carried out iteratively for all node® /FT,
supposed that the Fault LisEfm) for these nodes are
given. The goal of the procedure is to iteratively calculate
the corresponding Malicious Fault Ligi#~(m) for nodes
mOFT. For the root nodey we assume that all faults in
F(mg) are malicious, i.e.MF(mg)=F(my). In this proce-
dure, in each iteration we have a reference mdgith a
known (given or calculated) malicious fault ddf(m)
and a nodery from the set of successors mof for which
the malicious fault seWF(m) should be calculated. Let
z(m)be the variable anB(m) the expression which serve

Fig. 6.

1. Take the root node as the reference mde

2. If there is a noden among successors afi where
MF(m) is not yet created, take it as the nodeo bej
inspected; else, if for alin the setMF(m) is already
created, go to step 5.

3. Include intoMF(my) all f; J F(m), which are dominar
over at least ong 7 F(m). If for f, [J F(m) at least on
dominant faulf; [/ F(m) was found, mark [J F(m) as|
collapsed(if it does not have this mark yet)..

4. For allf, 7 F(m) not marked as collapsed, try to find a
newf; atmy, which was not included inte(m). If such
a fault is found, include it intdF(m) and markf; as
collapsed (if it doesn’t have this mark yet). Go to 2

5. Include intoMF(m) all f;,JF(m) which are not markgd
as collapsed. Mark the nodg asinvestigated.

6. Take a node which is not a leaf and whose predegessor
is marked as investigated as the referencand go tq
2; else, if there are not left such nodes gBND.

7. END.

—

D

Fig. 6. Fault collapsing algorithm

All the not empty sets of malicious faulddF(m) at
nodes of the fault tree FT represent the faults to be in-
jected at corresponding variables (fault sitgg))

Different steps of MFL generation and fault collapsing
are illustrated in Fig.7. Arrow 1 illustrates step 3 of find-
ing dominant faults ovek[JF(m), arrow 2 illustrates step
3 of collapsing faults ifr(m), arrow 3 illustrates step 4 of
finding new faults not existing iff(m) faults for includ-
ing them intoMF(m), and arrow 4 illustrates step 5 of
fixing F(m). The collapsed parts of fault sets are colored.



Fig. 7. Fault collapsing.

For fault backtracking and fault collapsing, combination
of the following possibilities is used.

1. Local fault simulationA novel approach of local
fault simulation based on using AGs is proposed. The idea
lies in inserting one by one the faufifs&F(m) into the
graph G,(m) for the reference variable(m) for tracing
the graph and for checking if the fault causes the same
error as some of the faultg7 F(m). As all the possible

Suppose the faultsF(m) at m are given through a do-

main of arithmetical differences(m) +¢, wherez(m)’ is

the expected value of the reference variatflg). Sup-

pose also that is labeled by an expressi@{m) repre-

senting a component in the system whose implementation

details are known. In such a case, the Faultf{st) can

be derived based on the low-level description. This list

can be represented as set of erroneous valu&{ngf

found by local simulation for all the given low-level

faults. By using the values iR(m), the given domain

z(m) + € can be updated to a new domafm) +& which

is covering the values iR(m). The new domaia(m) +&

is used further on in the procedure of reverse implication.
In Tab.2 the results of fault collapsing for the example

of Fig.2 are presented. In column 3, initial fault 9&t%)

are given. At 5,6,14,15 no faults are listed, as they have to

be determined by reverse implication. The sett 3 and

10 refer to fault lists to be derived from the lower level

implementation. Column 5 contains the reduced fault lists

# Node Fault Faults MFL MFL MFL Control Data

labels lists in after local after fault after reverse faults faults
F(m) F(m) simulation collapsing implication in MFL in MFL

1 t=20 20 +€ | €] -

2 j'<s1 0 1 A 0 A -

3 t'+in(1) R |R| -

4 =1 0,2 2 A 2 A -

5 tt=10 -|V!|YV -

6 in(1)=10 Y |¥Y]| 10+ | €]

7 j'<s1 0 1 -

8 j'+1 0,2 2 A 2 A -

9 j'<1 0 1 0 A -

10 t'+in(0) R |R| -

11 i'=0 1,2 2 v -

12 i'=0 1,2 2 1,2 1,2 2

13 i'=0 1,2 2 2 2 1

14 t=0 v M € | €]

15 in(0)=10 M 10 | €]

Z. 13 3

Z 7]e] 3le|

Tab. 2: Fault collapsing application experiment.

faults are explicitly determined at nodes of AGs, the local
simulation with the goal of establishing fault dominance
betweerf; andf; can be very efficiently done.

2. Critical path tracing for fault collapsing in logical
circuits[2]. In[10], a method for increasing the efficiency
of backtracking by using AGs is given.

3. Reverse implication through functional blo¢8k

4. Hierarchical fault collapsing by combining fault
simulation with reverse implicatiort is a new approach
presented here for hierarchically checking the dominance
between faults which are determined at different levels.

as results of the local simulation. The analysis affects
nodes 4,7,8,11. E.g., when simulating the faulm=t, it
comes out that none of these faults can cause an ejror at
=z(4) As a resultMF(7) will be empty, and continuing
the tree from the node 7 on is not needed MNge(11) will

be empty too. Column 6 contains results which reveal that
all the faults inF(m) for m = 2,4,8,9 are dominated by
faults at successor nodes. All these fault lists are therefore
collapsed. Column 7 contains results where nodes 1,5,6,
10,14,15 have been affected. Hierarchical analysis is car-
ried out at 3 and 10. FdR, equivalent faults are deter-



mined and included, correspondingly, i) and F(6)
(for the node 3), and intB(14) andF(15) (for 10). As a
result of fault collapsing, the numbers of faults in the (1]
control and data parts were reduced, correspondingly,
from 13 to 3 (reduction of 76%) and from|e| to 3'|¢]
(reduction of 57%). The value af is left open. Nodes
6,12,13,14,15 (the sites to be fault injected) are colored. [2]

6. Translating collapsed FL into low-level
FL

In this phase, the main problem is to maintain a close
correspondence between the high-level and the low-leve
descriptions, from the following points of view.

Injection time translationlt is necessary to find a good
correspondence between titae defined at the high-level  [5]
and thetime defined at the low-level.

Injection space translatiorit is necessary to collect all
the possible information about mapping between high- [6]
level variables and the lower-level implementation. For
example, at the assembly level, allocation and scheduling
table should be provided. Therefore all the information
about how the synthesizer manages variabbesnpile
rules name-mappingetc.) has to be obtained from the [g]
tool (or person) that performed the synthesis step.

(3]

(4]

(7]

7. Conclusion (0]

In this paper a new technique is proposed to select ma-
licious faults for dependability validation of fault-tolerant
systems. A high-level fault analysis method based on al- [10]
ternative graphs is applied. Thanks to the generality of [11]
AGs, the present approach is independent from the fault
model. This independence allows easy introduction of
hierarchy and multilevel fault handling.

The main idea of the paper is to carry out fault analysis
and malicious fault list generation at a higher behavioral
level where the complexity of the model is very low. The
high-level reduced fault list will be translated then into a
lower-level fault list. In such a way, low-level fault analy-
sis in low-level circuit descriptions can be avoided.

The method proposed in this paper allows explicit han-
dling in a uniform way of both data and control faults.
Instead of expanding the full explicit data flow whose size
can explode, fault tracing is carried out on the compressed
high-level AG-model to build up a fault tree. A new result
is also integration of different methods for fault collaps-
ing. On a simple high-level example it was shown that the
new method allowed to reduce the malicious fault candi-
date list more than 4 times for control faults and more
than twice for data faults.
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