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Abstract

Self-checking designs will gain increasing interest in
industrial applications if they satisfy the following
requirements: high fault coverage, reduced hardware cost
and reduced design effort. This work is aimed to reach
these requirements for the design of self-checking shifters
and is part of a broader project concerning the design of
self-checking data paths.

1. Introduction

Self-checking design [2] is an on-line testability
technique, that implements functional blocks delivering
outputs belonging on an error detecting code. A checker
monitoring this code performs error detection concurrent
to the normal circuit operation. Due to this concurrent
error detecting ability self-checking (S-C) circuits is of
high interest for applications requiring high levels of
reliability. S-C circuits will gain increasing industrial
interest if they can be implemented with reduced hardware
cost and design effort and they can offer high fault
coverage. This work concerns the design of low cost,
high fault coverage self-checking shifters. In order to
achieve the reduced design effort the proposed solutions
are implemented into a S-C shifters macro-block
generator. Thiswork is part of abroader effort concerning
the development of low cost, high fault coverage
solutions for S-C data paths, and the implementation of
these solutions into a CAD tool. [3],[5],[6]

2. Shifter implementation

Shifter units can be used for many different purposes: a
simple division or multiplication by 2, an inversion of
all bits or a simple signed arithmetic operation. Shifters
can be implemented in different formats; such as barrel-
shifters or multiplexer based. This work considers
implementations using standard cells because they are
becoming predominant in industrial context and also can
be easily automated through the use of aHDL.

Shifters can be implemented in their simplest form
allowing to perform a one-position shift-left or shift-
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right. This case results on low hardware cost but requires
k clock cycles to perform a k-positions shift.
Alternatively shifters allowing to perform a shift of any
number of positions per clock cycle increase performance
significantly but of course hardware cost is also increased.
According to the system requirements either of these
solutions can be selected, so that the tool must include
macro-blocks generators for both cases. Also the tool is
able to provide shifters performing any combination of
the following operations: rotation, left or right logic shift
and arithmetic shift.

Since we have decided to work in a standard cell
environment our basic option concerns shifters based on
multiplexers. Area/performance efficient shifters designs
[4] are considered below. An illustration of this
implementation is shown in figure 1.
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Figure 1. Shifter design implementation.

In this design the arithmetic value of the signals
Clog(n)-1+ - C1» Cp determines the number of

positions that the input data have to be shifted. Thus the
log(n)-1 _

> Cj2'. This
i=0
equation can be implemented by cascading a number of
log(n) shifters, each one shifting a fixed number of
positions. That is, the ith ghifter performs a shift of 2!

number of shifted positions is equal to
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positions. A row of 1-out-of-2 multiplexers controlled by
the signal C;, selects the outputs of the it shifter for G

= 1 or the inputs of the ith shifter for G, = 0. This

implementation is illustrated for n = 4 in figure 1. For a
shifter that executes only one type of operations the fixed
position shifters (FPS) consist only on a routing circuit.

That is the it! FPS routes the r bit position to the (r-i)
modulo n bit position. For a shifter that executes various
operations each FPS is controlled by the control signals
that determine the type of the operation to be performed.
The present work is illustrated by considering the four
most usual operations (i.e. rotation, left logic shift, right
logic shift and arithmetic shift). The operation to be
performed is determined by the values of two control
signals t1,t0 : t1t0 = Q0 for right rotation (ROT), t1t0 =
01 logic left shift (LLS), t1t0 = 10 for right logic shift
(RLS) and t1t0 = 11 for right arithmetic shift (RAS). In
this case each FPS is implemented using n 1-out-of-4
multiplexers that select the signal corresponding to the
operation determined by the values of t1t0. For
illustration, figures 2 and 3 present the FPS for one-
position and two-positions shifts concerning a shifter of 4
bits.

t1t0 t1t0 t1t0 t1t0

b b3 b2 b1

b2 b3 bl b2 b0 bl' 0 bO'
0 b3 b2 bl

b b3 b2 b1

Figure 2. A four-bit shifter of one-bit position shift.
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Figure 3. A four-bit shifter of two-bit position shift.
3. Self-checking shifter

The self-checking implementations for shifters
considered here are based on parity prediction. Thisallows
to be compatible with the self-checking data paths
generators that we are developing. These data paths are
based on parity checking. This solution allows to achieve
low hardware cost since parity code use a single check bit.

In order to achieve high fault coverage the shifters will
be designed to be fault secure. That is under any single
fault in the shifter the errors generated on the shifter
outputs are single and thus they are detected by the parity
code.

3.1. Parity prediction circuit

For rotate operations the values of the bit positions are
cyclically shifted so that any bit position value of the
initial operand can be found in another position. This
solution results on parity preservation. For predicting the

parity of the other operations in a shifter of n bits, let us
consider Pj to be the parity of the j less significant

(rightmost) bits of the input operand, and pj‘ to be the

parity of the j most significant (leftmost) bits of the
input operand. During a shift-left operation of k bits
positions, the n-k right-most positions of the input
operand are shifted into the n-k left-most positions of the
result. The k left-most positions of the input operand are
lost. The k right-most positions of the result are loaded
by k 1'sor k O's (say k d's) according to the kind of shift
operations. From that the parity of the result Pr can be
predicted in two different ways:

k even: Pr=Pi 0 P’ (Eq.1),
orPr= P(n-k) (Eq2)

kodd: Pr="Pi 0 P U d(Eq.3),
orPr= P(n-k) Od (Eq4)
which Pi isthe parity of the input operand.
Similarly for a shift-right or an arithmetic shift
operation of k positions we can find:

k even: Pr=Pi 0 P (Eq. 5),
orPr= P(ﬂ_k)I (Eq 6)

k odd: Pr=Pi 0 P 0d(Eq.7),
or Pr= P(n_k)' ad (Eq 8)
In these equations d is O for left and right logic shifts
and it is equal to the most significant bit by,_q for right

arithmetic shift.

When we design a shifter that is able to shift any
number of positions (that is k can take any value between
1 and n-1), the relationships (1) to (8) show that we need
to compute either the values p or the values p, ' for k [
{12, ..., n-1}.

The cheapest way for generating the values pl to pn,
consists on implementing the parities in a linear manner
as show in figure 4. Using this implementation, no extra
XOR gates have to be added in the bus checker.
Unfortunately this solution introduce a delay linear to the
length of the shifter. This will considerably reduce the
speed of the parity checker and of the shifter.

Ml P2 p4 p3 py Py

0
brgl bpoo b3l b2] b1

Figure 4. Parities generation: linear approach.

To cope with this problem the XOR trees generating
the signal Pj have to be implemented as binary trees.

These trees can be merged to reduce the gate count. They
are constructed around the tree generating pn (to be said



Figure 5. First approach for the parities generation using the XOR binary tree.
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Figure 6. Optimised logarithmic parity tree

basic tree). The basic tree will be in fact the parity
checker of the bus that provides the input operand to the
shifter [3],[5]. Figure 5 shows an example for n = 16,
where the basic tree correspond to the bold XOR tree
arrangement. The basic treeisin fact the parity checker of
the bus that provides inputs to the shifter. This solution
is generalised trivially for any n being a power of 2
(which isthe usual case for data paths).

When n is not a power of 2, we can still construct a
circuit based on a number of inputs n' > n (n' being a
power of 2) and then remove the extra inputs and the
related gates.

We can remark in figure 5 that the delay of signals p11,
p13, p14 and p15 is higher than the logarithmic one. It is
desirable to reduce this delay into the logarithmic one
(minimum delay) and also reduce the gate count of the
solution of figure 5. Thisis possible by manipulating the
equations (1) to (8) we can reduce both the delay and gate
count of the solution presented in figure 3. For simplicity

let us consider the case n = 2'. In the case of left logic
shift we can use the equations:

fork <21 Pr=Pi 0 p,’ (Eq. 9
fork = 2l’—1, Pr= p(n_k) (Eq. 10)

In the case of right logic shift and arithmetic shift we
can use the equations:

fork<2"L Pr=Pi0p,0d (Eq.l)
fork =21 pr= P(n-ky 0 dfor k odd. (Eq. 12)

where d is O for right logic shift and b,_q for arithmetic

shift.

These equations lead to the solution of figure 6 which
isfaster and smaller than the one of figure 5.

The block diagram for the proposed solution to be
included into a datapath is presented in figure 7. The input
operands of the shifter are provided by the bus A. The
decoding circuit receives its inputs from the parity tree
(basic tree and extra XOR gates) of bus A, as well as the
parity Pa of bus A. From these signals it predicts the
parity Pr of the shifter outputs, that will be latched at the



same time as the shifter's latches. Since the checker of
bus A is used for both predicting the parity Pr and
checking the outputs of the shifter when they transit in
bus A, a fault in the parity tree of this checker could
result on error masking (i.e. the fault can affect the
predicted parity in a first time and then mask this error
when it checks the result of the shifter).
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Figure 7. Shifter circuit in a data path

This does not happen however, since when an error is
generated to some of the signals Pj due to afault in an

XOR gate of the basic tree, then, this error necessary
propagates through the XOR gates of the basic tree until
the signal pn (where n is the number of bits of the shifter
- pl6 in our example). Thus, an error indication is
generated immediately on the signals Pa, pn before any
erroneous parity is predicted for the shifters.

Control checkers are also needed in the datapath, to
avoid faults caused by the control signals of the shifter.

3.2. Decoding cir cuit

The decoding circuit (figure 8) implements the parity
prediction eguation corresponding to the actual operation
performed by the shifter. Each of the equations
corresponding to the operations that can be performed by
the shifter is implemented by a particular circuit. The
output of the circuit corresponding to the actual operation
of the shifter is selected by a multiplexer controlled by
the signalstti, ..., t0. In the case considered here we have:
t1t0 = 00 for right rotation (ROT), t1t0 = 01 left logic
shift (LLS), t1t0 = 10 for right logic shift (RLS) and t1t0
=11 for right arithmetic shift (RAS).

During rotation the parity is preserved. Thus the parity
Pi (Pa, represented in figure 7) of the input operand is
transferred to Pr. During left logic shift the equations (9),
(10) are used. Thus we have:

ksn/2-1(.e Clog(n)-l =0)
Pr=p 0P (Eq. 13)

k=n/2 (le Clog(n)-l = 1)

These equations are implemented by the block A in
figure 8.

For left logic shift operation the equations (11), (12)
are used with d=0. We obtain:

k<sn/2-1(i.e Clog(n)—l =0)
Pr=pUPi (Eq. 15)

k=n/2(i.e Clog(n)-l =1)
Pr= p(n_k)' (Eq 16)

Pi ROT

Pz - 1y
Rni2)—

Figure 8. Decoding circuit

These equations are implemented by block B in figure
8. Finally for arithmetic shift the equations are the same
as for right logic shift, excepting that d can be equal to 1.
Since the k left most bits are replaced by by,_1, d will be
equal to (k x b,_1) mod 2. Thus, for k odd (i.e. Cqy = 1)
we have d = b_1, for k even (C = 0) we have d = 0.
This corresponds to d = C A by 1 and isimplemented by
block C.

4. Fault secure property

In this section we show that the proposed design is
fault secure [1], [7], that is, for any single fault either the
output of the shifter is correct or the produced error is
detected by the parity prediction.

Faults on the parity prediction circuit:

Any fault on the parity prediction circuit can affect only
the predicted parity Pr, the outputs of the shifter is
correct. Thus this error is always detected by the parity




checker of the bus (figure 7).

Faults on the shifter:

1 - Fault affecting an 1-out-of-2 multiplexer (figure 1). In
this case the output of one multiplexer can be erroneous.
This error is shifted or not shifted by the next stage FPS
and MUXes, creating a single error on the outputs of
these MUXes. The process is repeated until the primary
outputs of the shifter, resulting on a single error
detectable by the parity.

2 - Fault affecting a 1-out-of-4 MUX (figure 2 and 3).
The output of one of these MUXes can be erroneous.
This error can be propagated on the output of the
corresponding 1-out-of-2 MUX and it is detectable as in
case 1.

3 - Fault affecting an input of an FPS. This input enters
two 1-out-of-4 MUXes (see figure 2 and 3). However the
corresponding inputs of these MUXes are selected by
different values of t1 t0. Thus the error is propagated to
the output of only one of these multiplexers at atime. As
in case 2 this error is always detectable.

4 - The analysis (in point 3) holds for all situations
excepting for faults affecting the most significant bit
(MSB) during an arithmetic shift. In case of a k-positions
arithmetic shift the MSB of the input data is propagated
to the k+1 LSB positions of the output data. Thus the
following faults can create multiple output errors during
arithmetic shifts:

a- A fault on the input data M SB (by,_¢).

b - A fault on an 1-out-of-2 MUX generating the MSB of
the next stage FPS, or a fault on the MUX of an FPS
generating the MSB output of this FPS, or a fault on the
input of an FPS.

Case a- fault:

During a k positions arithmetic shift, the MSB (b,,_1) is
shifted to the k+1 bit position of the output data (as in
the case of other shift right operations), but it is aso
charged to the k LSB positions of the output data. Thus,
an error on the input MSB is propagated to k+1 output
errors.

If k is odd, we have seen (section 3.2) that the predicted
parity is given by Pr = p OPillb,_ 4, or by
Pr=p(n_k)'D bp,.1, and the error on the MSB affects it.

Thus the total number of errors on the outputs and on
their parity Prisodd (k+2) and it is detectable.

If k is even we have seen (section 3.2) that the predicted
parity is given by Pr = p, [JPi, or by Pr = p(n-k)" Thus
the error on b,_4 does not affect it. Therefore the total

number of errorsisagain odd (k+1) and it is detectable.
In fact what happens is that in a k-positions arithmetic
shift, the input data MSB appears once on the output data
as for anormal right shift. In addition it appears in the k
LSB positions. Because of that, if k is odd the MSB is
also used to modify the parity Pr . If k is even thereis no
need to use the MSB in the parity computation. Thus in
both cases the input data MSB affects an odd number of
bit positions in the output data and their parity Pr.

Case b- faults:

The fault does never creates an error on Pr since the
circuit generating Pr is completely independent from the
shifter circuit.

All the faults of case b- create a single error on the MSB
input of some FPS (excepting the input of the O-level
FPS which is never affected by these faults).

We can check that, excepting the 0-level FPS which
performs a one position shift, al other FPS perform a
shift of an even number of positions. Thus whatever are
the values of the control lines Ci, the total number r of
positions that the input of any other FPS is shifted until
the outputs of the shifter, is always even. The above
mentioned error on the MSB input of an FPS will be
propagated on r+1 outputs. Sincer is always even, r+1is
odd and the error is always detectable.

Interconnection faults:

While this analysis shows that fault secureness holds also
for arithmetic shifts, there could be situations where fault
secureness will be lost if interconnections are not
carefully implemented. If an interconnection branch of the
input data M SB feeds an even number of inputs of the O-
level FPS and of the parity prediction circuit, then, an
open on this branch will affect only an even number of
these signals. We can check that in this case the total
number of output errors is even. Similarly if an
interconnection branch of the MSB input of an FPS feeds
an even number of inputs of this FPS, an open of this
branch will create an even number of output errors.
Branches of this kind should be avoided in the design. For
instance, the input data MSB should divided in a single
point into three branches, one going to the parity
prediction circuit, one to the first input of the first FPS
and one to the second input of the first FPS (as shown in
figure 9a. Similarly the branches of the MSB input of
any other FPS are implemented asin figure 9b.

from input MSB

to level O m j

from level i | 1 MSB

m Q )

nlbn2 n3 n2+1

(b)

Figure 9. Implementation of the interconnections.

5 - Fault affecting the control signalstl, t0, Cjggn-1, ---»
C1,Cp- These signals control all the cells of each stage.

Thus afault on these signals can produce multiple output
errors that can be left undetectable by the parity code.
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Figure 10. Control signals checker.

Since the signals C; are divided into two branches C; and
Ei both these branches have to be checked, requiring a

double-rail checker. On the other hand the original signals
C; must also be checked to verify if they bring the correct

values. The simplest way is to check the parity Pc of
these signals, provided that Pc is generated by the blocks
generating the signals C;. This requires a parity checker.
To reduce the cost of this solution we will use a double-
rail checker (see figure 10) to check the branches C; and

;. The outputs S1, S2 of this checker indicate an error

on these branches. At the same time the output S1
computes the odd parity of the signals C; [5]. Thus the

signals Pc, Sl indicate errors on the original signals C;.

On the other hand an XOR gate computes the odd
parity Pt' of signals t1, t0. Thus the signals Pt (generated
by the circuit generating tO and t1) and Pt' indicate an
error on t1, t0. The three error indications are compressed
by a double-rail checker into a single error indication
(signalsfl, f2).

5. Implementations and experiments

Based on the solution described above, we have
developed a parameterised macro-block generator. It can
generates n-bit shifters that are able to perform one-
position shift or 0 to n-1 positions shifts, according to
the specifications of the user. Also the user can specify
the shifter to perform any combination of the four shift
operations described above.

The tool is developed in C and generates a netlist
description of the shifter in VHDL or Verilog HDL. This
description can then be used by standard CAD tools to
synthesise the layout of the self-checking shifter. We
have used the tool to generate various shifter sizes.
Numerical results were obtained, from shifter netlists
mapped into the standard cell library of ES2 - ecpd10 -
1.0 um CMOS technology.

The hardware overhead for shifters performing any
number of shift positions in one clock cycle and the four
basic operations: rotation, left and right logic shifts and
arithmetic shift, is shown in table 1. This overhead is

about 20 % for a 8-bit shifter and decreases to 15 % for a
32-bit shifter. This cost is quite good given the
advantages of concurrent checking. In particular it will
not increase the hardware overhead of the self-checking
data paths generated by our tools, which is lower than 20
% for the other macro-block generators such as adders,
ALUs, register files, buses and their checkers.

Note that if the checker implements only rotation, right
logic shift and arithmetic shift, the hardware overhead is
reduced by about 35 %. This is due to the elimination of
block A in figure 8. This block for medium and large
shifters represents the half area of the decoding circuit.

We considered in the results of area overhead presented
in table 1: the decoding circuit, the extra XORs gates and
the latches. The area overhead of the checkers (control and
bus checkers) are not considered, because they do not
belong exclusively to the shifter, but to the whole
datapath. They are normally computed when all elements
of the datapath are included (register files, buses, ALUS).

Table 1. Shifters of 0 to n-1 bits positions shift: area

overhead.
Nb. of bits | %

4 29,2

8 21,7

16 18,0

32 15,6

Table 2. Shifters of 0 to n-1 bits positions shift: worst
case delay
Nb. of bits | absolute value (ns) %

4 2,15 22,0
8 1,33 8,9
16 1,02 2,8
32 0,88 1,0

Table 2 presents the worst case delays introduced by the
parity prediction circuitry. Although the delay is
significant for a 4-bit shifter (22 %), it becomes very low
or insignificant for larger shifters (i.e. 9 % for the 8-bit
shifter down to 1 % for 32-bit shifter).



6. Conclusions

This paper presents a technique for implementing fault
secure shifters based on parity prediction. This design
achieves high levels of reliability by means of moderate
hardware cost. A macro-block generator has been
implemented and integrated in our tools for automatic
generation of self-checking data paths. The tool was used
to implement self-checking shifters of various sizes.
These implementations show that the area overhead is
about 20% or less for medium and large shifters,
presenting a good overall performance for fault secure
circuits.
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