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Abstract architecture and the design methodology are described.
Finally, the results obtained with the chip that has been

In this paper, an ASIC suitable for cryptography j,iemented are discussed and some conclusions are drawn.
applications based on modular arithmetic techniques, is

presented. These applications, such as for example digita®. The Algorithm

signature (DSA) ar!d public.key encryption and decryptipnThe RSA encryption method [4] is based on tkeys
(R.SA)' use, as basic operation, the modular exponentlat|o eing each of one a pair of positive integers. One of the
This ASIC works as a coprocessor with a special set o eys is public, and different users employ it to encrypt the

instructions specialized on dealing with high accuracy data to be sent to the key owner. The other key is secret,

mteg.er's, as well as on the Ta‘?'d evaluation Of. mOdUIarand the owner uses it to decrypt the received message.
multiplications and exponentiations. The algorithm, the

hardware architecture, the design methodology and the-et (a, M) be the public key and (b, M) the secret key. The

results are described in detail. cipher process is based on a modular exponentiation ‘E =
. C?modM’, where ‘C’ is the text to be ciphered, and ‘E’
1. Introduction the codified message. On the other hand, the keys have to

Security has become a key issue in the world of electroniéulfill some special conditions [4] to allow the decryption
communication. Besides how fast data are transmitted, thBrocess to be made with the same exponential operation,
security of these data through the communication channdtut using the secret key instead the public one:

arises as one of the most important problems. Though, the E®°modM = (C?modM)® modM = (C%® modM = CmodM

time overhead due to data encryption and decryption shoul

. . - Rlote that the message to be encoded is divided in blocks
not impose a bottleneck in the communication process.

which value is smaller than the modulsis,C modM = C'.
Public key cryptography (RSA), as well as other ways ofAlso, a complete explanation of the previous formula can
ciphering and digital authentication based on modularbe found in [4].

arlthme.tlc., is widely used in the world. of secret digital The starting point for all the algorithms used in modular
transmission. But these systems have an important draWbaCIéXponentiation (ME) is the modular multiplication (MM).

thXe rs]:lonvgnﬁsi w(i)tthzelr mb?&fh g%elrgtgp’ irt?e rmog?r:arThus, the faster the MM is performed, the faster the
exponentiatio ong (more tha S) integers. Since ncryption and decryption processes will be accomplished.

software implementations are too slow, even running in fas herefore, the design and implementation of MM has
processors, the use .Of a speC|f|c hardware seems o be tIB'(E'come the key factor in designing cryptographic systems.
only reasonable solution to obtain good performances.

The main buroose of desianing an ASIC to accomplish theSThe procedure to evaluate a modular exponentiation is to
purp gning P Eerform successive multiplications. There are many

gerr;eru; %Oﬁls flsmto d hla\r/e f hr?rc:‘\;\i/atrienplittfcg]m formthetir;as fficient methods to evaluate exponentiations [9], but their
computation ot moduiar exponentiation. /t the same e’complexity precludes us to describe all of them. In this case,
some other usual operations in the field of modular

arithmetic cryptography (division, primality test,...) should the Russian Peasant method [9] has been selected, due to its

. . low hardware requirements and easy control characteristics.
be supported. Thus, a complete set of operations to give q 4

support to a wide range of cryptography applications had here are many algorithms to deal with MM. Some of them
been developed. The result is the coprocessor whose desigither use look-up tables or perform successive
and implementation is described here. multiplications and divisions [3]. Others compute
conventional multiplications and truncations. All of these

Tlhe r?tl;]trlr']nei of tth'gi pglpgir IS th?nfOHO\l’lv"lg' F'c;f’ftf :hﬁtszlecfegmethods can have some advantages within some specific
ago_ . S studie Scussing - a e ere esig modular arithmetic environments, but in the case of the
decisions that have been made. Next, the hardware
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evaluation of MEs, the Montgomery's algorithm [8] seems toOperands pre-scaling [2] [6] can be used to improve the
achieve the best results. algorithm behavior. If the multiplicand is scaled with the
Sguare of the radix, its lowest two digits become zero,
estmpIifying the computation of the quotient digit, ‘Q’. This is
of special importance when using a radix greater or equal
man four because this is the critical path which limits the
ystem clock. The cost of this approach is that two more
Igorithm iterations are needed.

The advantages of the Montgomery's method are less ar
requirements, high performances and a simpler and fast
selection logic (which can be pipelined) [5]. Even though, it
also has some drawbacks. First, the calculation of a constal
is necessary, increasing the whole encryption/decryptior’?
time. Second, two extra MMs are needed (to enter into and®
exit from what is called the Montgomery residue space) toTherefore, the Montgomery's algorithm can be modified as
perform a single ME. However, the effect of these additionalfollows:

multiplications is not significative when considering the R:=0:
global computation time, because of the large size of the Q:=0;
exponent in the applications that are being considered. B:=B*16;
2.1. Montgomery's Algorithm for Modular FORI:=0TO (n+1)DO
Multiplication BEGIN
R:=(R+A  *B+Q  *M)div4
Though a deep study of the Montgomery's algorithm is out Q=R ,*(4-M )7)moda;
of the scope of this paper, a brief description is made for the END
sake of completeness. This will allow a better discussion on IF(R>M)R=R-M

the different compromise factors that led us to the final
design. Relevant references for a better understanding of th
Montgomery's algorithm are [8], [2] and [3].

ost of the specific high performance hardware for MM use
LUs as wide as the word to be processed. Due to the length
needed in the applications we are considering (more than

The basic form of the Montgomery's algorithm is: 512 bits), every time an addition is performed the carry
R:=0; propagation introduces a huge delay in the final computation
FORi:=0TO (n-1) DO time. The use of a Carry Save Representation (CSR) reduces
BEGIN this delay dramatically, speeding up the multiplication

Q=(R ,+A,*B )*(r-M J)ymodr; process. An extended CSR [6] can also be considered, but it
R:i=(R+A *B+Q  *M)dvr imposes a larger area, with a more complex conversion to
END conventional binary representation.

IF(R>MR:=R-M; These techniques have a drawback: the need of conversion to

where ‘R’ is a iteration register and the place where the finabinary representation at the end of the multiplication process.
operation result is stored; 'M’ is the modulus, ‘A’ and ‘B’ This involves again a long carry propagation time.
the words that have to be multiplied, ‘r the radix used in theNevertheless, the mean value of the carry propagation chain,
algorithm, ‘n’ the number of digits, radix ‘r’, of the modulus, given by the expression ‘lgg, where n’ is the operands
and ‘Q’ the quotient of the operation. The variables withword length, is 10 for n = 1024 (the longest propagation
subscripts show which digit, radix ‘r’, is being processed incarry chain is 1024). As it will be shown later, this allows the
every iteration. In this way, ‘A is the digit ‘', radix ‘r’, of use of some specific techniques for the carry propagation
the number ‘A’. ‘X" modr* is the multiplicative inverse of  control that make the whole conversion process faster. Note
X' (X X *mod r=1). For a good understanding of the that the conversion might also be performed at the end of the
different hardware implementations is important to point outexponentiation operation, but this increases the hardware
that the first operation in every iteration is made with wordscomplexity.

of few bits (it is a truncation), and the second one INVOIVeSt, choice of the radix value is very important to obtain
the addition of very long words (>512 bits) and a shift of thegood performance while keeping an acceptable area. The

result. higher the radix is, the faster the algorithm runs (less
2.2. System Design Issues iterations). But this does not necessary mean that the

. . . computation is faster, since the clock frequency decreases
As shown before, the MM is the key operation in due?othe larger multiplier size 9 y

cryptography applications. In this section, different
techniques to improve the implementation of the MM areFina"y, the exponentiation process can evaluate first either
considered and the corresponding tradeoffs are analyzed. AB¢ MSB or the LSB of the exponent. Starting with the

a result, important improvements in the MM algorithm can former [5], a register can be eliminated, but it involves a

be obtained. Finally, a modified Montgomery’s algorithm more complex logic control.

that incorporates some of these methods is presented.



After this analysis, and considering the different area-speeaf these blocks are modifications of the intermediate slice.
tradeoffs, the following design decisions have been made: The datapath width can be easily expanded in blocks of 64
. Radix4 (r=4) bits inserting an adequate number of intermediate blocks.

Figure 2 shows the datapath slice interconnection.
* Two’s complement representation for B and M.

signature signature signature.

*  Signed-digit representation for A and Q.
64 [ 64
L4 l\/lultlpllcand (B) Scaling. SN S_IN S_IN
ALU section 64 bits ALU section 64 bits ALU section 64 bits.
® CSR for R. «|cams Garys Carys Carys Garrys Carys
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e Conversion from redundant CSR to non redundant
binary representation every MM.

Under these conditions, if ‘NMhod4 = 3', (4-M o)™ can be
replaced by ‘1’. Otherwise, it can be replaced by *-1'.

At the end of the algorithm, the redundant codification of ‘R’
and ‘A; is assumed. The signed-digit representation of ‘A

and ‘Q (both are codified in a range between {-1, 2}) )
makes much simpler the logic that performs the Figure 2

multiplication by ‘B" and "M', respectively. A CSR for ‘R Every section has an input and an output data bus interface
avoids the carry propagation in every iteration. Theand is connected to the others by means of a 64 bit shift
conversion from redundant representation to two'Sregister. There are some additional connections between

complement is performed by means of an adder withylocks to keep the carry chains of the internal adders.
asynchronous carry control. This method improves the carr

propagation time.

asynchronous control regiters

yrhe core of the datapath is the Montgomery multiplier. The
internal structure of this multiplier is shown in the Figure 3

More details about the algorithm transformation can be
found in [8], [2] and [3]. er | ) ET T2 0o

o [mi 0 |mi-1

3. The Hardware Architecture

The system has been designed to work as a coprocessor of a
generic CPU. Two registers, the status register and the
command register, perform the communication between the
CPU and the chip. The data to be processed are stored in a
intermediate memory. Both, the CPU and the internal control
block can access this memory. The data transactions are not
a bottleneck in the ASIC functionality. Therefore, no DMA Aot 1
support is necessary. Next, the main blocks the system is : X %
composed of are described as well as the complete set of

instructions the ASIC supports. l_l \_l l_l \_l

3.1. The Datapath T T T

The datapath width is 768 bits, but can work with data of e
smaller word length. Theworking datapath width is

controlled by a specific instruction that sets the operands

length. The format of data is two's complemented. Figure 3
The user can access three registers of the datapath. THée components of the dark gray zone implement the
width of each register is also 768 bits. muItipIier of the productiHB. In the ||ght gray zone are the

. . . omponents of the product*il. Below these multipliers
Internally, the datapath has been designed with slices of 6 ere are two stages of Carry Save Adders, whose results

b_|ts._ _There_are three kinds of shce_s: one fOT the MOSL e stored in the iteration register ‘'R". These bits are
significant bits, another for the least significant bits, and the

) . ) _ shifted and fed back to the Montgomery multiplier.
last one for the intermediate bits. Each block has its own . _ 9 y P _
peculiarities. The slice for most significant bit has to control From the user point of view, the datapath can be depicted as
the sign extension, the overflow, etc. The slice for leastshown in figure 4.

significant bit performs the quotient calculation. In fact, both



TO THE INTERMEDIATE MEMORY The ASIC uses an standard input-output interface, with a 16

. . bit bi-directional data bus, a 9 bit address bus, CS_ , WR_
- and RD_ low level active signals, data/command selection
signal, low level active asynchronous reset, busy flag that

= REGISTER A notifies the CPU when the ASIC is running.

768 768

REGISTER B 4. The Set of Instructions

REGISTER M

768

This coprocessor supports the necessary set of instructions
to perform complex cryptography applications, such as DSA

\|/ and RSA encryption/decryption, primality test, keycode

MODULAR ALU | | CONVENCIONAL ALU | generation, etc. Next, these operations are briefly described:

L MOVTOREG, MOVTOMEM: They load the datapath
registers with data from the intermediate memory and store
data from the registers into the memory.

' TOTHE STATUS REGISTER ADD, SUB: These instructions add or subtract two datapath
registers. The effective operands length is 768 bits.
Figure 4 MOV: It moves data directly from one register to another.

) CMP: It compares two registers, modifying the status
The datapath supports two types of operations: mOdU|aFegister.

operations (MO) (multiplication and exponentiation), and g1y sHITR:  They shift the datapath register left or
conventional operations (CO) (addition, subtraction, shift, jons The instruction includes a bit that is inserted and the
etc.). In a MO, each register has its specific role. They arg,,qyest significant bit is stored in the status register.

non-interchangeable. In a CO, all of them are equivalentsMULM. It performs a Montgomery multiplication. The
They can be either operand source or store register. maximum word length in MOs is 762 bits '

Comparatively, the COs are slower than the MOs. NeitheEXPM: A Montgomery’'s modular exponentiation is

specific hardware nor a specific codification is used to speeavaluated. It takes the base from a register and a 64-bit word

COs up. Nevertheless, they are always executed faster thdrom the memory is used as the exponent.

in a conventional CPU. EXPS: It is used to evaluate Montgomery's modular
exponentiations with exponents larger than 64 bits.

3.2. The Memory SETL: It sets the modulus word length.

The memory is single-port and is able to store 512 words oCONF: This instruction configures the chip (number of

16 bits. It can be accessed from either the CPU or the contrehemory wait states, number of wait states of a datapath slice,

block, sending or loading data to or from the datapathetc.). Configuration data are closely related with the working

registers. This memory acts as a buffer between the CPU andock rate.

the datapath, and is the only way to access the intern .

registers. The control avoids the collisions in accessing th?el)' The Design Methodology

memory. If there is a data contention in the memory accessfhe design methodology that has been used has proved to be

the datapath has priority over the CPU. The memory camseful in many aspects. It is worthwhile mentioning the

store up to eight datapath registers. following points: a) The evaluation of the different

3.3. The Control Block algorithms_ and verification of the results was made with
Mathematica [7], (Wolfram Research Inc) that can

The control is implemented as an one-hot encoded Finitgperate with numbers with an arbitrary precision. This

State Machine. All the outputs of this block are registeredprogram generated the files that were used for automatic

except the datapath selection signals that are decoded mulation and verification along the whole design process.

avoid collisions during test. , , )
g b) The functional simulation was used to analyze the

It must be observed that the sequence of operations needegferent problems that appear when working with redundant

to perform a complex cryptographic operation (RSA representations. Also, the impact of other design decisions
cryptography, primality test, keycode generation, etc.) has to

be ordered by the master CPU, since no internal sequencing
capability has been implemented. Note that the CPU can
always make some decisions regarding the program
execution just reading the available status register.

3.4. The Input-Output Interface



Year Tech. Modulus Clock Area Baudrate
(m) width (bits) (MHz) (mn?) (Kbits/sec)
Software Implementation (Sparc10 & lib. Big Num) 1996 512 0.0017
British Telecom 1988 2.5 256 10 10.2
Sandia 1989 2.0 512 8 10.0
Philips 1989 1.2 512 16 2.0
National Tsing Hua University J1 1995 0.8 512 50 76 24.3
Our design 1996 0.7 768 50 77 72.5
Table 1

could be evaluated. In this stage a first area estimation wa8. Conclusions

made. A redesign of the internal datapath structure could be ith ol £ . ;
considered at this point. All the tests were made with g'n ASIC with a powerful set of instructions to perform

model of 192 bits to avoiuge simulation times. The COMPlex cryptographic operations has been presented. A
characteristics of the design made it possible to derive th¥ariety of design issues have been thoroughly studied,

final chip area and performance (with a word length of 768,anaIyZing the different  compromise fact.ors. A final
bits). implementation based on a careful selection among the

possible design choices has been discussed. The hardware

c) To generate the datapath, theS2 Datapath-Compiler'  architecture has been described and the resulting design
was used. The interconnections between the different slicegaatures have been finally highlighted.

were laid out very carefully to achieve a very compact
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