Verification and Synthesis of Counters based on Symbolic Techniques
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Abstract

Symbolic Technigues have undergone major improvements but
extending their applicability to new fields 1s still a key 1ssue. A
great limitation on standard Symbolic Traversals 1s represented
by Finite State Machines with a very high sequential depth. A
typical example of this behaviour are counters. On the other
hand systems containing counters, e.g. embedded systems, are
of great practical importance in several fields. Iterative squaring
can produce solutions with a logarithmic execution time with
respect to the sequential depth but a few drawbacks wsually limit
1ts application. We successfully tailored iterative squaring to
allow its application for symbolic verification and synthesis of
circuits containing counters. Frperiments on large and complex
home—made and industrials circuits containing counters show
the feasibility of the approach.

1 Introduction

Embedded systems are becoming more and more pervasive
in every aspect of everyday life. They are currently im-
plemented as a mix of hardware and software components.
Hardware generally provides the performance required to
meet real-time constraints. Software provides the flexibil-
ity required to re-use the system in a variety of situations.
Recently, embedded system design [1] has become the tar-
get of a flurry of activity in the Computer Aided Design
community. The aim of this activity, which is part of the
more general research in hardware/software co—design, is
to provide means to validate the specification against func-
tional requirements and synthesize the hardware, the soft-
ware and the interfaces.

Several timing verification problems can be reduced to
reachability analysis of the composition of a system and

one or more counters [2]. Moreover, modern micro—controllers

provide the designer with several counter—based resources
(like timers, serial I/O controllers and so on). Both syn-
thesis and analysis of embedded software for such con-
trollers then must rely on traversing efficiently extremely
deep state spaces.

Previous work in this area has tackled mostly the problem
of abstracting counters to non—deterministic Finite State
Machine (FSMs) with fewer states [3], [4]. This approach
can be applied only to a few cases, in which the actual
number of states of the counter does not matter (e.g. prov-
ing safety or fairness constraints). Unfortunately, this is
not the case for the applications listed above, in which the
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exact number is the key property.

On the other hand symbolic techniques reach their limits
on FSMs with a very high sequential depth. In this case
breadth first traversals reach few states (often a single one)
at each iteration, thus requiring too many iterations (linear
with the number of reachable states).

To solve this problem iterative squaring [5], [6], [7] plays
an important role, because it can produce solutions with a
logarithmic execution time with respect to the sequential
depth of the FSM.

Unfortunately, a few drawbacks drastically limit the appli-
cation of such a technique and our purpose is to extend its
applicability tailoring iterative squaring to allow its appli-
cation for the symbolic verification and synthesis of system
containing counters. In the former case we use iterative
squaring in a forward traversal approach, computing or
verifying the duration of the counting phase (number of
clock cycles before the terminal count). In the latter we
resort to a backward approach; in this way we are able to
determine the initial state to be loaded in the counter to
reach a terminal count within a desired number of clock
cycles. To deal with counters whose module is not a power
of two, we have to use a dichotomic strategy.
Experimental evidence is reported on large and complex
home-made and industrials circuits and shows the feasi-
bility of the approach.

The remainder of the paper is organized as follows. Sec-
tion 2 summarizes useful concepts. Section 3 describes
the enhanced iterative squaring and Section 4 describes its
application in verification and synthesis. Section 5 shows
experimental results. Section 6 closes the paper with a
brief summary and reports on future work.

2 Preliminaries
2.1 The Model

A Finite State Machineis an abstract model describing the
behavior of a sequential circuit. A completely specified
FSM M is a 6-tuple M = (1,0,S,6,X,50) where I is
the input alphabet, O is the output alphabet, S is the
state space, § : S x I — S is the next state function,
A: S x I — O is the output function and Sy C S is the
initial state set.

In the sequel we will use s = (s1,82,...,8n), ¢ = (21, T2,
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.oyzm) and ¥y = (y1,¥2,...,Yn) to indicate respectively
the vector of present state, primary input and next state
variables.

BDDs will be used to represent functions, relations and
sets.

2.2 The Transition Relation and Symbolic Traver-
sals
The transition relation TR associated to a FSM M is:

n n
TR(s,z,y) = H(yl =6i(s,z)) = th(s, T, Yi)
i=1 i=1
Very often the existence of an input, rather than its value,
is important, then primary inputs may be abstracted from
TR, defining a new relation T

T(s,y) = 32TR(s,z,y)

usually called non—deterministic transition relation.
The image (pre—image) of a set of states described by its
characteristic function C(s) (C(y)) according to the tran-
sition relation is defined as:
Img(é(s, ), C(s)) = F.z (TR(s,3,y)- C(s))
Prelmg(é(s,2),C(y)) = Fay (TR(s,2,9) - C(y))
The set of forward reachable state set R and the set of

backward reachable state set BR can be computed with
the two following fixed point computations:

Ri(y) = Ri_1(y)+Img(s, Riz1)(y)
= R1_1(y) + EIS,.T (TR(Sa x, y) ) Ri_1(5))
BRi(s) = BRi_i(s) + Prelmg(é, BRi_1)(s)

(s
BRi_1(s) + 3uy (TR(s,z,3) - BRi_1(y))

Ro (BRo) is set to the initial set of states. R; (BR;) is the
reachable (backward reachable) state set at step 4. In the
sequel we will call R* (BR*) the values of B; (BR;) at the
fixed point.

The number of iterations of the first recurrence equation
gives the sequential depth of the machine, i.e. the max-
imum number of steps in the graph between the initial
states and any other state.

2.3 Iterative Squaring

Although standard symbolic traversals are usually quite
efficient they become impratical for very high sequential
depth. In these cases a systematic method, called ¢terative
squaring transformation [5], [6], [7], can result in an expo-
nential reduction in the number of iterations necessary to
reach fixed points.

TR(s, =, y) describes triples of the form (3, #, §), where
state ¢ is reached from state § by applying input & whereas
T describes pairs of adjacent states, i.e. states that are
connected by at least one edge in the transition graph of
M. The transitive closure T* of T describes the pairs of
states that are connected by at least one path in the state
graph of M. T* is found by computing the least fixed point
of the following recurrence equations:

T2 (sy) = T(s,y) +3: (T (s5,2)- T (29) (1)

setting T'(s, y) to T(s,y)'. The number of iterations re-
quired to compute T* is logarithmic in the maximum dis-
tance between two states in the state transition graph (i.e.
the diameter of the graph).
Finding the set of states reachable from Sy either in for-
ward or backward mode then amounts to computing;:
R'(y) = So(y)+3: (T"(s,9) - So(s))
BR™(s) So(s) 4+ 3y (T7(s,y) - So(y))

3 Improving Iterative Squaring

A few drawbacks drastically limit the application of itera-
tive squaring:
e Computing TR and T is very often quite expensive
or even impossible.

e The computation of T* possibly blows up in few it-
erations due to the growing size of the BDDs.

e TR, T and T* also consider paths originating at
states that cannot be reached from the initial states.
Hence squaring may be inefficient if a large fraction
of the state graph is unreachable or if the sequential
depth of the FSM is low.

For the above reasons iterative squaring is effective on
“pure” counters, while this is not the case with other cir-
cuits. On the other hand, counters represent a difficult
application field for standard traversal techniques, due to
their high sequential depth. Taking into account these con-
siderations, we adopt state—of-the—art squaring technique
and modify it in the following ways.

When dealing with counters, we identify for them two be-
haviours or working phases: a programming and a count-
ing phase. In the former phase data and control inputs
are set to convenient values to force the counter to the de-
sired initial state. Standard traversal techniques are well
suited for this phase, usually requiring not more than a
few breadth—first traversal steps. In the counting phase
we need iterative squaring to limit the number of traversal
iterations.

During the overall counting phase totally free sequences of
counting steps can be avoided constraining some control
inputs to be kept unchanged. Let us suppose to partition
x varlables in two sets: the constrained variables z. and
the free ones =y = = — z.; we compute:

T(s,2c,9) = Fuy TR(s,2,9)
The value of z. can be fixed in each iteration of the traver-
sal and this usually greatly simplifies the overall proce-
dure. The following modified squaring formula describes
the counting phase:

T (s,2e,y) = T(s,z, y)—l—ElZ(Ty(s, Te, z)~T2l(z, Tc,y))
We call this method constrained computation.
Moreover T* can be computed incrementally; if ¢ is a con-
straining function possibly related to knowledge of the cir-
cuits’ behaviour we compute T* as:

™ = (T+(T-o)"

1The notation used in Equation (1) is not the standard one but
we introduced it to allow the composition of terms not power of
two.




This kind of computation, that we call incremental squar-
ing, decreases complexity as it proceed incrementally. Gen-
erally the squaring can be computed incrementally and se-
quentially on different partitions.

As each step of the squaring can be really complex we
apply to each complex step the partitioning strategy ana-
lyzed in [12]. This approach is well suited in the squaring

computation as at each step two 72" relations are com-
posed and this operation can be seen as a particular case
of a op b (see [12]). Moreover as the two terms to compose
are equal the same partitioning strategy can be used. We
call this kind of computation partitioned squaring.
Finally, experimental results show that (like usual breadth—
first traversal) also iterative squaring is prone to higher
complexity during intermediate steps. Then we often avoid
reaching the transitive closure T* and we stop squaring at
an intermediate iteration, returning a proper subset T* of
T*. This has the advantage of reducing the complexity of
squaring while lowering traversal iterations to an accept-
able amount. We call partial computation this approach.
Sometimes it is even necessary to use k values not being
powers of 2. In such cases, considering that k can be ex-
pressed following a binary decomposition as k = Zl k20,
T* is easily obtained using Equation (1) to compose the

various T2 such that ki =1.

Once one of the previous method has been applied, travers-
ing a FSM in a forward or in a backward fashion is thus
equivalent to compute the least fixed point of the following
recurrence equations:

Ri(y) = Rick(®) +3ewe (TH(s,2009) - Rizi(v))

~

BRi(s) = BRi—x(s)+ 3ca (Tk(s,xc,y) - BRi—k(s))

When transitive closure is used (T* = T*) a single traver-
sal step 1s enough to compute all reachable states.

4 Verification and Synthesis

In general, when circuits include counters as well as other
components, neither the standard traversal nor iterative
squaring may be successful. This is often the case found in
hardware and software systems where counters have a com-
plex structure (two or more registers, a free—run counter,
comparators, etc.) well suited to perform different func-
tions (see Section 5).

We propose an ad-hoc techniques, based on iterative squar-
ing as described in the previous section, to solve some of
the problems encountered in verification and synthesis. We
will analyze these two fields separately in the next two sub-
sections.

4.1 Verification

Verification is often based on product machine traversal.
The product machine is composed by the two FSMs that
evolve in lockstep, each according to its next state function,
sharing the inputs and letting the outputs record the dif-
ference between the two. This technique usually increases

the complexity of the problem, especially when the coun-
ters compared have different internal structures (e.g. an
up—counter vs. a down counter).

Given a counter and an initial state we aim at verifying
the following timing properties of terminal count, without
resorting to the product machine model:

e Reachability, i.e. terminal count is guaranteed to
occur at some time in the future.

e Time interval of occurrence, i.e. terminal count will
occur within a given time interval or possibly at a
given time.

e Equivalence between counters, i.e. two counters pro-
duce simultaneous terminal counts.

We limit our analysis to single terminal count intervals, but
extending it to multiple intervals or periodicity is trivial.
Moreover we consider, in this paragraph, the original non—
deterministic transition relation T bAut everything can be
done using the constrained relation T.

All the above verification problems can be dealt with sym-
bolically by reducing them to one of the following:

1. Verifyingthat terminal count occurs within a certain
time interval, i.e. after ¢; and before t3 clock cycles
(possibly t; = 00).

2. Computing the time interval, i.e. #; + t2, at which
terminal count occurs.

Let T'C represent the Boolean function related to the ter-
minal count output.

In the first case (proving that terminal count occurs be-
tween t; and t2) we prove that:

(Rey—1 - TC) = 0)- (R, -TC) = 1) - (R- Ry, - TC) = 0)

Informally, T'C is 0 for all states reachable in ¢; — 1 steps,
it is 1 for some states reachable in less than ¢ steps and
it is 0 for states reachable in more than ¢, steps.
Reachable state sets Rt1—1, Rt2 and R are easily computed
using T"* ! T%2 and T* or proper subsets, using the partial
approach (see Section 3).

In the second case (computing the time Interval ¢; = ¢> In
which terminal count occurs) the first occurrence of termi-
nal count is at time ¢; iff:

(Reyo1 - TC) = 0) - ((Ry, - TC) = 1)

t1 is computed through a binary search: starting from the
initial state set Sy, we first compute the largest 2 such that

(Rt - TC) = 0) - ((Ryigs - TC) = 1)

then we repeat this search using R,: as initial state set.
The process find decreasing ¢ values and terminates as soon
as i = 0. The sum of all 2's found, augmented by 1, is the
t1 value required. Again, iterative squaring is extensively
adopted to allow computing the reachable state sets con-
sidered. A similar method can be used to evaluate also the
last occurrence of terminal count ¢s.



4.2 Synthesis

To program a counter for terminal count at time ¢ two
subproblems must be solved:

¢ Finding the initial state (or the set of initial states)
So, from which terminal count is reached in ¢ clock
cycles with counter in counting mode.

¢ Finding a resetting (or programming) input sequence
able to lead the counter to the required initial state
So.
We avoid discussing the latter problem, because resetabil-
ity is a well known problem in the field of symbolic tech-
niques [8], [9] and it usually requires no more than a few
traversal steps.
If finding the initial set is the concern, we solve it through
a backward traversal using a properly squared transition
relation. Sg is in fact the set of states from which terminal
count can be reached in ¢ counting steps, but not in ¢t — 1
steps.
Taking T'C =1 as starting set for backward traversal, Sy
can thus be computed as:

So = BR:-BRi;

where iterative squaring can be used to compute T:™! or
proper subsets of 1At As in the previous paragraph the con-
strained relation, T, can be used as all the other techniques
introduced in Section 3.

5 Experimental Results

We implemented our technique based on iterative squar-
ing and standard traversals on top of the Colorado Univer-
sity Decision Diagram (CUDD) package [10]. Our exper-
iments ran on a 200 MHz DEC Alpha with a 256 Mbyte
main memory, by imposing a working memory limit of
228 Mbyte.

We experimented on a set of scalable home-made and in-
dustrial circuits that we will introduce in Subsection 5.1
whereas Subsection 5.2 will report the results obtained.

5.1 Benchmarks

Among modeled and verified scalable home—-made circuits
we will report experimental results on the following ones:

1. ¢cnt a “pure” ripple—carry up—counter.

2. cnt_prog-a a programmable counter that contains a
n—bit parallel to parallel register and a n—bit ripple—
carry counter; the value of the register can be di-
rectly loaded from primary inputs; this value can be
used to set the initial value of the counter at the
beginning of each counting phase.

3. cnt_prog-b a programmable counter that contains a
n—bit parallel to parallel register, a n-bit ripple—
carry counter and a n—bit comparator; the counter
is loaded with a value of all-zero whereas its outputs
are compared with the value of the register (directly
loaded from primary inputs) to produce the terminal
count.

cnt 1s used just to prove the efficiency of iterative squaring
on “pure” large counters. cnt_prog-a reaches all the states,
2% in just three steps as the initial value loaded into the
register depends on primary inputs. We need a setting
phase, of 2 clock cycles, to load the counter with the de-
sired value. Similarly cnt_prog_b reaches all the states 22"
in 2" clock cycles and it also needs a setting phase to count
properly. In all these examples a pedix is used to indicate
the size of the counter in term of bits.

On the other hand the industrial counters that we have
used originate from the output compare functions of the
timing unit of the Motorola 68HC11 micro—controller [11].
The timer unit is composed of:

o A programmable clock pre—scaler (SCALE), that can
divide the CPU master clock by 1, 4, 8 and 16. In
all our experiments we have used the larger scaling
factor.

o A 16-bit free running counter (FRC). Including the
scaling factor, this counter can count up to 2%° clock
cycles.

o A set of 16-bit registers (OCREG), whose content is
continuously compared with the free running counter,
to generate various sorts of events when the two are
equal.

We have chosen to model and verify the following func-
tions, implemented with the 68HC11 timer unit:

1. ocl_self a self-triggered fixed period counter that
generates a terminal count every 197520 clock cy-
cles, by scaling the clock module 16, and then count-
ing up to 12345. It has a state space of about 2°¢
states?, because after every terminal count, the cur-
rent value of FRC plus 12345 is loaded into OCREG.
This means that all the 2'% x 2'° x 2! states of the
combined state space are reachable, because 12345
and 2'® are relatively prime numbers.

2. ocl_fix a fixed period counter that generates a ter-
minal count 197520 clock cycles after receiving each
start input. It also has a state space of about 2°
states.

3. ocl_prog-abs a programmable absolute counter that
generates a terminal count output when FRC is equal
to the value loaded in OCREG. The loading of OCREG
occurs every time the start input is received. It also
has a state space of about 2°¢ states.

4. ocl_prog-rel a programmable relative counter that
generates a terminal count output n x 16 clock cycles
after receiving each start input, where 0 < n < 2'°
is the value loaded in OCREG every time the start
input is received. It also has a state space of about

2% states.

These counters are representative of the functions available
also in other similar devices, such as the Intel 8254.

?The actual state space 1s somewhat larger, because it also in-
cludes “wasted” states due to the communication protocol with the
outside world and between the counters.



|| Circuit | |T] | | T*] | # Reached States | # Partitions | T |peak | # lterations | Memory | Time ||

ocl_self 5240 | 12962 1.3750-1010 1 33355 21 8.3 | 13474
1 31336 2142 7.8 | 11266
ocl _fix 3817 | 17552 2.190-1011 1 ovf ovf ovf ovf
8 71695 21 13.5 | 27.5"
2 35085 2148+4 7.8 | 16291
ocl_prog_abs | 1999 1691 2.190-1011 1 10587 22 5.4 337
2 7940 2244 4.5 68
ocl_prog_rel 2030 1611 2.190-1011 1 9871 22 4.8 258
1 8370 2244 4.6 62

Table 2: Improved Iterative Squaring results on industrial circuits. ovf means overflow on time (> 36h).

5.2 Experimental evidence

Table 1 reports experiments on standard iterative squaring
to prove its effectiveness on “pure” counters.

Column Circuit indicates the name of the circuit, |T| the
number of nodes of the BDDs representing T, Memory is
the working memory size used by the CUDD package (in
Mbytes) and Time indicates the CPU time (in seconds,
unless otherwise stated).

In these examples all the states are reachable (27 for circuit
cnt and 2™ for circuits cnt-prog-b) then the mumber of
nodes of T* is equal to 1 and the number of iterations of
the squaring procedure is equal to n. Circuit cnt_prog-a
is not presented as without a programming phase all the
states are reached in just 2 clock cycles.

If one considers that the standard breadth—first traversal
requires 2" clock cycles to deal with these counters, the
advantage of iterative squaring is evident.

Table 2 compares the standard iterative squaring with the
improved one proposed in Section 3 on industrial circuits.
The new columns are the following: | T*| indicates the num-
ber of nodes of BDDs representing T, # Reached States
indicates the number of states of the reachable state set,
# Partitions indicates the maximum number of partitions
used to deal with the experiment (following [12], i.e the
partitioned approach, see Section 3), |T*|pear reports the
number of nodes of the largest BDD representing T°. # It-
erations indicates the number of iterations performed in
each of the incremental squaring phases (see Section 3);
if the incremental approach is applied this column reports
more than one number and each number indicates the sub-
sequent number of steps of one iterative squaring phase.

|| Circuit | |T] | Memory | Time ||
cntes 316 1.6 4
cntiog 636 5.5 30
cntase 1276 9.3 193
cnt_prog_bgs 1070 9.4 77
cnt_prog-biog 2537 20.9 897
cnt_prog_baose 5097 63.6 8210

Table 1: Standard Iterative Squaring results on home
made circuits.

Tuning the package is important. For example, in the case
of circuit ocl_fix the transitive closure T* is not directly
computable (first row). Anyway we succeeded in squaring
it, using the partitioned approach (second row), by taking
8 partitions of the squaring but this still required more
than 27", Using the incremental approach, with three
steps of iterative squaring with depth 21, 8 and 4, together
with the partitioned one with 2 partitions, reduced the
peak of the BDDs and the CPU time to 16291 seconds.
The partial approach (stopping squaring before the tran-
sitive closure) reduces the CPU time even more in some
experiments; for example circuit ocl_fix can be traversed
in 3291 seconds if we do just 13 steps of squaring and re-
sort to 256 steps of traversal. Amnalogously, the time for
circuit ocl_self can be reduced to 7890 seconds.

|| Circuit || N | |T] | [T | Mem. | Time ||
cnt_prog-ag4 147 | 1021 4635 3.6 7
114799 | 6223 5138 6.9 32
cnt_prog-bgs 799 750 | 2047 3.9 9
954321 2045 2176 5.3 38
ocl_prog-abs 7 | 1999 | 4389 4.6 7
197520 | 1999 1691 5.4 273
8387608 | 1999 1691 5.5 341
ocl_prog-rel 99 | 2030 | 6110 4.8 19
197520 | 2030 1611 4.9 196
8000003 | 2030 1611 5.2 309

Table 3: Results on Verification by Iterative Squaring.

Verification (see Sections 3 and 4.1) is performed using: 1)
a few steps of standard breadth—first traversal (if necessary
to fix initial values) and 2) iterative squaring in the for-
ward fashion (for the counting phase) with the constrained
approach (if necessary to fix particular control input). The
first phase is inexpensive. The second one has a complexity
that depends on the complexity of the constrained itera-
tive squaring phase (up to one order of magnitude simpler
that corresponding “unconstrained” squaring phase) and
on other typical operations of verification. For example,
for circuit cnt_prog-a an initial value is loaded into the par-
allel to parallel register in the first clock cycles and then
the loading function is disabled. This simplify the transi-
tion relation and then the iterative squaring. On the other



hand verifying when the terminal count is equal to one re-
quires the use of the dichotomical approach and testing on
T'C and this require a little time.

Table 3 reports experiments on verification using this tech-
nique. All the experiments strongly benefit from input
constraining adopted to separate different operating modes
while squaring. Column N indicates that we program the
counter to give a terminal count after N counting steps and
then we try to verify this property on the counter.

For each circuit a few experiments are reported using dif-
ferent value of N.

Synthesis (see Sections 3 and 4.2) is performed similarly:
1) iterative squaring in the backward fashion is used to
force a counting phase of N clock cycles and (if necessary,
with the constrained approach to fix particular control in-
put) and 2) a resetting sequence is found.

[ Circuit I N | 7] 11TV ] Mem. | Time ||
ocl_prog-abs 7 | 1999 | 4389 4.6 9
197520 | 1999 1691 5.4 347
8387608 | 1999 1691 5.5 414
ocl_prog-rel 99 | 2030 | 6110 4.8 28
197520 | 2030 1611 4.9 266
8000003 | 2030 1611 5.2 401

Table 4: Results on Synthesis by Iterative Squaring.

Table 4 reports experiments on synthesis using this ap-
proach. Column N indicates that we want to program the
counter with a terminal count occurring after N counting
steps and we want to establish how to set the counter. For
each circuit we did three experiment varying the value of
N, using a small, a medium and a large value.

6 Conclusions

Symbolic FSM state space exploration techniques repre-
sent one of the major recent results of formal verifica-
tion. One of their limit resides in the inability to deal
with very depth circuit. Iterative squaring on the other
hand is well suited to deal with “pure” counters with a
very high depth. In this paper we propose an extension
of the iterative squaring to general structures containing
counters. The methodology is proved to be effective both
in verification and synthesis.

Future work will consist in analyzing much more general
circuits, e.g. systems found in hardware and software co—
design methodology and in micro—controllers. Moreover
we are currently extending the methodology with a new
approach based on a disjunctive partitioned transition rela-
tion and on iterative squaring. The disjunctive partitioned
approach to transition relation allows us to represent and
visit proper subsets, i.e. with a compact BDD representa-
tion, of the state transition graph. These subsets can have
very long sequential depth and iterative squaring can help
to visit and to “compress” them.
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