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Abstract - Fault-tolerant design of analog circuits ismore .
difficult than that of digital circuits. Abhijit Chatterjee has X(9)=Y @A( =X (JS) rB(j)Y (JS)QJr D x U (s) (
proposed a continuous checksum-based technique to design =1 s S
fault-tolerant linear analog circuits. However, some faults in . . .
the passive elements cannot be detected if the checker has noyvheren Is the largest degree Of. the denominator polynomials
been designed appropriately. This paper addresses the fault ©f ~ the  transfer  functions  at all  stages;
coverage issue in the continuous checksum based technique and)((s) = [ x(9, %(3% ..., x( g]T is an Nx1 matrix of
proposes an error signal analysis based method famproving T
fault coverage of the checker. state variables) (s) = [ul(s), w9, ..., Y (9 isanmxi

1)

matrix of external inputsA(j), B(j) and D are NxN, Nxm
I. INTRODUCTION andNxm matrices respgigely.

A lot of studies have been done on how to design fault-

tolerant digital systems[1-2]. Although many results on  In order to detecand diagnose a single error in a state
analog test methodologies haeen published recently [3- variable, @xN coding matrix
5], only asmall amount of literature can Beund on how to g, Agp -, Oy O
design fault-tolerant analogystems, especially on self- CM= B‘ H
checking in analog circuits. Since Huaagd Abraham [6] 210 Dggr ooy Oy
opened a research field called algorithm-based faulind check variables:(s) and c,(s) are introducedwhere
tolerance formatrix related arithmetic, there hasen sig- eachay; is a real number,(s) andc,(s) are given by
nificant research in théeld [7-10], but it is onthe digital .
aspect. Abhijit Chatterjee [11] first applies t@ncepts from [cu(9), c2(9)]"= 5 %Q( p 29, Q(j)@%+ HxU(s) (2)
algorithm-based fault-tolerance to the design of linear ana- = s’ s
log circuits.Recently Zhowet al [12] proposehe first algo- _ _ _ _ )
rithm to effectively reduce hardware overhead in the'nere;RG)=CMxA(), Q()=CMxB(j)), H=CMxD, j=1,..., n
checker. The multiple error diagnosability of the continuouset €i(S) and eﬁ(s) be two error signals suchthat,
checksum based scheme is studied by Ztcal [13]. How- .
ever, some faults ithe functionalblock};re und([eteltable in & (9= G(9- Za i X( B, k=12 It hasbeen proved in
this scheme ifthe error detection circuit is not designed aps. =1 :

) . : [11] that in the  fault-free case,
propriately. Hence, how to design such amor detection c(9=q +q s k=12 d
circuit that has a highdault coverage is aimportant issue. i )_ (9 k2 %( Ft... kN (B o an
In this paper, we@ropose a method for improving fault cov-that in the presence of an error in state variabiés),

erage in the error detection circuiased onerror signal e (9 _ Oy Therefore, if the coding matrix ishosen

analsis. &(9 oy

a.. a; .. . .
suchthat —%-# —L i #j , then errordiagnosis can be
. CONCURRENT ERROR DETECTION AND Uy 0y
CORRECTION IN LINEAR ANALOG CIRCUITS lized
realized.

The behavior of dinear analog circuit can baescribed

by a system oftate equations in terms of state variables as BY feedingei(s) back totheith stage whicthasbeen di-
follows [11-12]: agnosed to be faulty, the error resulting from this faulty stage
can becorrected [11]The structure of a general linear ana-
ASP-DAC '97 log circuit with a concurrent error detectiand correction
0-89791-851-7$5.00 O 1997 IEEE



checker is shown in Figure 1. The checker is shown in tltencept of fault coverage itigital field can also be applied
dotted block. The error detection circuitry is used to generdte analog field as a criterion to evaluate an edetection
the two error signals. The diagnoaisdfeedback circuitry is circuit. Consider an active low-pass filter as shown in Figure
used to implement error diagnosis and feedback. 2 with its errordetect circuit in Figure 3 whethe coding
vector is taken to be (1, 1) [11]. In Figure 2, the total number
of passive elements isl. Only faults of four othem can be
Rip Nl Block :>‘*’(S) detected when they fail individually. These elements include
two resistors, Rand R, andtwo capacitors, gand G. For
the others, the errors in the state variables due téathisy
elements cannot bebserved fronthe error signal. Since
R11andR12 do not appear ithe state equations, we call
them theoretically undetectable. TablesHowsthe detail.
Figure 1: Scheme of an analog cil_'cuitwith concurrent error detection The faultcoverage is estimated to B&%. Obviously, to
and correction capability . ) " .
CBO Checking Block  DFC Diagnosis & Feedback improve the applicability of the continuous checksbased

iz)

OA1

R1

R2

Figure 2: The active low-pass filter Figure 3: The error detection circuit

scheme, strategy on fault coverage improvement should be
[ll. FAULT MODELING AND FAULT COVERAGE worked out.

TABLE 1
FAULT R4 Rs Rs R, Rs Ry Rio Ri1 Ri» Cs C,
Open 0 0 0 1 0 1 0 0 0 1 1
Short 0 0 0 1 0 1 0 0 0 N N
Parametric 0 0 0 1 0 1 0 0 0 1 1

. In this paper, weonly consider faults irthe passive
elements. Assumé¢hat we accept deviationsvithin £x%
(x=10), anddeviationsbeyondthis range areonsidered to
have caused faults.

DETECTABILITY OF FAULTS CORRESPONDING TO FIG. 3
0 - Undetectable 1 - Detectable N - Not applicable

IV. ERROR DETECTION CIRCUIT DESIGN WITH

In the digital field, faultcoverage is defined ake ratio FAULT COVERAGE IMPROVEMENT
of the number ofletected faults tthe total number of faults
in the circuit. Foreven a simple analog circuit, one can In theproposed method farror detection circuit design
count its hard faults, but impossible to tet number o$oft ~ With fault coverage improvement, single fault tiee func-
faults. Thereafter, for one element, we do not distinguish ##@nal circuitry is assumed. For simplicity, wely consider
soft faultsandsimply regard all of itssoft faults as one fault one coding vector.
which is still calledsoft fault without confusion. Conse-
quently, for any passive elemettte number of itpossible A - Method for Fault Coverage Improvement
faults equals to that ¢fardfaults plus one. For example, the
possible faults of a resistor consist of three faults: open, short Detectability of a fault depends dhe magnitude of the
andsoft. A capacitor usually may haweo possibldaults: ~error signal. When a fauticcurs inthe ith stage, the error
openand soft. Underthe abovesimplification of faults, the Signal can be calculated through the following formula [11]:



O 0 FOR k=1 TO z DO
e(s)=1; %ZAA(JM XI—ES) +3 > AB()y u|_J(s)+ >ADyY (s
j 1 S jl S |

, Ar,, )0
% Vki - mi e( ki )| D,
=-a; E(s) 3 arbrax g fo| g
Obviously, E(s) is determined by the componerdlues V = min fv
andtopology ofthe functional circuitry asell asthe exter- P kH}'”Z{ ki} '

nal inputs.Eq.(3) showsthat the magnitude of the errsig-
nal only depends oB(s) and theith entry ¢;) in the coding
vector CV=y, 0y, ..., ay), and it isproportional toa;. It END

reminds us that an appropriatelection ofo; can make the For everycomponent,; in SG, if its value isbeyond the
magnitude of the error signal be equakboveits threshold nominal value r; by a deviation Arg such that

(say, ¢o|) so that the error isbservableand hence the fault |Arki| >r,X%, then |e(Arki1 f)| 2|eo|_ Therefore, agvery
becomes detectable. df is selected sucthat the error for i
each possible fault dhe passive components is the ith operational frequencythe error due to the fault can be ob-

stage SC then allthese faults will be detectable. ConseSe"ved athe error signal. Repeating the procedure can find

quently, we proceed to investigaiee methodor coding out all the entries in the coding vector. If the coding vector is
vectordetermination so that the resultiohecker carhave Selected using the above method, the feaiit beobserved at

Select non-zerai|| such tha; |a, | = |e,|;

higher fault coverage. all the operationafrequenciesThis isvery importantfor a
real timesystem. Once a fault occurs,dan beobserved
B . Coding Vector Determination immediately sahatnecessary correction oraintenance can

be made in time.
In [14], a brief description of a possible method for se-
lection of a coding vector to improve fault coverage is given. The abovealgorithm results in such a codingctorthat
However,the selected coding vectaran not guarantee thecan make any faulietectable at any operational frequency.
detectability of other faults with changksger thanx per-  The only drawback occurs whethere is a largelifference

centand lessthan -x percent. For mission critical applica- petweerthe maximum valuand the minimunvalue of the
tions, the uncorrectednd nonstoped malfunction of the magnitude of the error signal in ticase of a fault. Irhis

functional circuitry mayresult in disaster, in which case,case, for each component; in SG, note that

error detection circuitries with high&ult coveragare nec- Cf _ _

essaryThe methocbroposed irthis paperfor coding vector MAXE,; (Ar,,) = I(Ang, Ty (gl maxE &(Ary, )I-

determination is based on error signal analysis. Tseodthe ot | g gl g

error signal ixpressed as a functiontbfe component val- . le(Arg, )] _ :

ues, external inputands, as shown in thdollowing ex- Where fu”Ct'OnT reaches its maximum value at

pressiorrather than thetate variable representation in Sec- ' .

tion 1I: frequency f; (Ar,;) when Ar,is regarded as a parameter.
9= HRE b, ..., 1, S, 5 (9), B(9 ..h W (9) The following alternativealgorithm can beused to deter-

minea;.

wherer; is the value of th&h componenaind (s) is theith

external input. ALGORITHM Coverage_Alf;)

BEGIN
Xqi-=maximum permitted relative deviation of
thekith component (tolerance);

When component; in SG is faulty and itsvalue
changes from its nominaaluery into rg+Ar,, the magni-

tude of the error signal is noted f¢Ar, ), wheref is les|:=threshold of [e(s)

thefrequency which satisfies @2rf. Becausehe other com- O:=range of the operation&lequencies of the
ponents except fay; are fault-free, there ammnly two vari- functional circuitry;

ables Qry, f) in [e(Ar, ). Theith entryo; in the coding z=number of passive components in;SC

FOR k=1 TO z DO

vector can be selected by the following procedure: ]
VA = min { MAXE; (A g)} ;

|rg| >rigx g
ALGORITHM Coveraged;) Al _ Al
BEGIN VA = min {v{"0};
. . . .. k=1,...,z
Xci:=maximum permitted relative deviation of Al
thekith component (tolerance); Select non-zerai|| such tha,""ja | = |q|;
|e|:=threshold of |e(s)|; END
[:=range of the operational frequencies of the  There areseveralways to get the locaminimum /
functional circuitry; maximum value of a function with multiple variableger a

z=number of passive components in;SC



range. One cansethe existingtools such as Mathematica, [7]
MATLAB and MATHCAD. A program in programming
languages such as C can also be written to calculate the
minimum / maximum value.
V. AN EXAMPLE Bl
We take theactive low-pass filter shown in Figure 2 as;)
an example. Its range of operatiorie@quencies i€1=[0,
1KHz] approximately. Table 2 listhe minimumvaluesV;
calculated by algorithnCoverageg;) as well asthe maxi-
mum valuesV™ calculated in the similavay asVj; for
each component except fof;Rnd R, which do not appear [12]
in the state equations. It @bviousthat there is a large dif-
ference betweel,; and V™. Therefore, the second algo-
rithm is used to determinthe codingvector. It yieldsthat [13]
V;=0.00110895and V,=0.00159956. Under the assumption
that the threshold of the error signal is 0.9¥here =1V
is the amplitude of the input signal in this example, thi4]
coding vector can be selected to be (10, 8) wbarhbeused
to construct the corresponding error detection circuitry as
shown in Figure 5. AlgorithnCoveraged;) can guarantee
thateveryfault for each component is detectablethuy error
detection circuitry except for theoretically undetectable com-
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Table 2: MINIMUM AND MAXIMUM VALUES

ponents.

VALUE R, | Rs Rs

VI . CONCLUSIONS

Vi 5.84621e-5| 5.16238e-6  4.22342¢+5

VM9 0.123983

0.0168351 0.061989

Fault coverage is aimportant performance index of an

error detection schemehis paperaddresses the faudbver-

R7 RS RlO CS

age issue of the continuoasecksum-based concurrertor

1.05119e-6] 1.04684e-p 1.08006e-5 1.0511Ye-6

detection and correction scheme lfaear analogystems. A

0.0165408| 0.0375665% 0.0369173 0.0422]

method for improving fault coverage tife scheme is pro-
posed bymeans of error signal analysis. The method can be
combined withthe hardware overhead reduction algorithm
to design a more practical analog checker.
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(a) The first stage

VALUE

Vii
Vki (max)

Ro
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Ca
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(b) The second stage
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Figure 5: The alternative error detection circuit
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