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ABSTRACT

Onemethodof handlingthe computationatompleity of the veri-

ficationprocesss to combinethestrengthof differentapproaches.

We proposea hybrid verificationtechnologycombiningsymbolic
trajectoryevaluationwith eithersymbolicmodelcheckingor SAT-

basedmodel checking. This reducessignificantly the cost (both
humanand computing)of verifying circuits with comple initiali-

sation,aswell assimplifying proofdevelopmentoy enhancingrer-
ificationproductvity. Theapproacthasbeentestedoncurrentintel
designs.
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B.6.3[Logic Design: DesignAids—verification F.3.1[Specifying
and Verifying and Reasoningabout Programg: mechanicaler
ification

General Terms
Verification, Theory
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1. INTRODUCTION

The needfor andbenefitsof formal verification (FV) have been
acceptedor sometime. However, symboliomodelcheking (SMC)
[11], one of the more automatedand thereforemore popularFV
techniqueswhile a very valuablemethodfor verifying commer
cial sequentiadesigns,is still limited with respectto the size of
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the verifiable designs.This capacityproblemalsoaffects produc-
tivity: notonly is effort neededo decomposeroofsinto simpler
proof obligationson the modulesof the design,the abstractions
andassumptionsieededncreasethe chanceof gettingfalsefail-
urereports.Anotherreasorfor falsefailurereportsis the difficulty
of initialising an abstractedlesign. This resultsin spuriousfail-
ures,which in turn causeghe verifier to getinto a loop of model
checkingand specificationmodification,which consequentlyhin-
dersproductvity.

1.1 MIST: The Hybrid Approach

This paperintroducesa hybrid modelcheckingapproachwhich
we call MIST) thatmakesuseof a complementaryrV technique,
SymbolicTrajectory Evaluation (STE) [7] to empaver symbolic
modelchecking-baseduerification.

In thehybridapproachMIST, theuserprovidesthedesignunder
testandthe specificationjust asif usinga classicmodelchecler.
Additionally, s/heexplicitly specifiesthe initialising behaiour of
thedesignundertestor thedesirednitial state/statefor themodel
checler. Theverificationflow consistof two phases:

1. STEperformanitialising computatiorandcalculateshestate
(or setof states)which the designwould bein at the endof
thisinitialisationprocess.

2. Using the set of statesin the previous stepas the starting
point, a SAT/BDD-basedmodelchecler completeghe veri-
fication.

1.2 Contributions of reseach

MIST providesmorecontroloververificationandsimplifiesspec-
ification. Theresultingbenefitaarenotonly improvementn perfor
mancebut alsoproductvity advantagegiueto finding errorsmore
quickly and reducingthe chancesof spuriouscounterexamples.
Thedifferentaspect®f this aredetailedbelov:—

Impr oving the specification process: SMC, thoughan au-
tomatic method,requiressignificanthumaninterventionin mod-
elling. We needto abstractor pruneto bring the designwithin
the capacityrangeof modelcheclers, andpart of this abstraction
requiresbuilding abstractmodelsof our prunedmodels erviron-
ment. MIST usesSTE’s ability to treatlarge statespacedirectly
to provide amoreaccurateandcheapeprocesf abstraction.

Finding bugsquickly: Generatingcounterexamplesis faster
with MIST sinceit doesnot requirethe reconstructiorof the ini-
tialisationsequence By makinguseof previous counterexample



tracesthe verifier canfind multiple failuresfastand consequently
back-traceo theroot causemoreefficiently. Experiencewith real-
life designsshaws thatthe useof STE to initialise the designand
bring it to errorproneareasby making use of previous counter
examplescanreducethe overall verificationtime andhelp in de-
buggingfailuresefficiently. Preciseinitialisation of the designby
STE alsoreduceshe causef spuriousfailuresand enableshe
verifier to move quickly from the specificationdehugging to the
modeldeluggingstage.

Impr oving capacity and performance of automatic verifica-
tion: Sincetheexpensve imagecomputationsn initialisationcan
be handledby STE, especiallyfor designsthat requirea long ini-
tialisationsequencethe overall costof verificationcanbereduced
andwe maybeableto verify largersystems.

Enhancing SAT-basedmodel checking: A uniquecontribu-
tionistheapplicationof MIST to SAT-basedoundednodelcheck-
ing (BMC). SAT-basedBMC methodge.g.[2]) haverecentlybeen
introducedasa complementaryechniqueto BDD-basedsymbolic
modelchecking.Thecostof BMC is very dependentn the bound
used. By allowing fastpenetratiorinto the designby STE, MIST
reducegheboundneededor theproblem.

1.3 Structure of paper

Section2 provideshackgrouncandsummariseselatedwork. In
Section3, we provide an overvien of our hybrid approacho ver
ification. Section4 presentsexperimentalresultsillustrating the
benefitsof the hybrid modelcheckingover classicmodelchecking
usingcurrentintel designs.Section5 concludes.

2. RELATED WORK

2.1 Symbolic Model Checking

Symbolicmodelchecking[11] takes a state-transitiorgraphof
themodelundertestanda propertyspecifiedn anexpressie tem-
porallogic suchasCTL or LTL anddeterminesvhich statessatisfy
theproperty Verificationcanbe performedby computingall states
reachabldrom theinitial statesandcheckingthatthesestatessat-
isfy the property This is doneby traversingthe statetransition
graph, representingsetsof statessymbolically as BDDs, which
provide a characteristicrepresentationf a statespace SMC'’s pri-
mary limitation is thatthe BDDs encountere@t eachiterationcan
grow verylargeleadingto ablow-upin memoryor to averification
time-out. It may be impossibleto performimagecomputatiorbe-
causeof the BDDs involved in the intermediatecomputations.In
our experimentave have usedForecas{5], Intel's modelchecler,
a state-of-thart tool thathasmary optimisationsandfeatureghat
allow it to be usedon industrialproblems. Neverthelessa severe
capacityproblemis withessedwhen applied on verification ses-
sionsthatrequiremary imagecomputatiorsteps.

An importantcontritution of MIST is its applicationto bounded
modelchecking.Thundey our SAT-basedmodelchecler [5], turns
a symbolic model checkingproblemto a boundedmodel check-
ing problem.BMC finds counter@amplesof limited lengthk, and
thusit targetsfalsificationandpartial verification. To fully verify a
propertywe increasehe bounduntil thereareno countergamples
lessthanthe diameterof the FSM. The diameteris very large in
someexamples andtheres no easyway to computeit in adwance.
In practicethe choiceof the boundis critical: too small may fail
to find a counterexample,while too large may male the verifica-
tion problemintractable .Performancés very dependenon bound
length. MIST helpsbecauseSTE canbe usedfor a numberof cy-
cles,beforeswitchingto BMC, therebyreducingthe boundneeded
for BMC. ConsequentlyharderBMC problemscanbe solved.

2.2 Symbolic Trajectory Evaluation

While STE[7] alsousesatemporalogic for specificatiorandan
FSM for the representationf the circuit, thereareimportantdis-
tinctionsin relationto SMC. Theheartof the STEalgorithmis sym-
bolic simulation. Specificationis given by assertionof the form
{(A—>C) whereA andC aretwo temporallogic formulas. A, the
antecedentescribegsymbolically)inputor stimulusto thecircuit
while C, theconsequengivesthe desiredresultantehaiour.

The STE algorithm usesthe antecedento initialise the circuit.
STEcomputesarepresentatie, symbolicsequencef statesvhich
satisfiegheantecedentUsingthevaluesof thissequencasinitial-
isingvalues STEsymbolicallyexecuteghecircuit andthenchecks
to seethatthe consequeris alsosatisfied.

What makes STE efficient is its novel staterepresentationthe
useof X or don't carevaluesinducesa lattice structureon the state
space STEalsousesa parametricrepresentatioof the statespace
ratherthanthecharacteristicepresentatio(se€[8] for adiscussion
of the differencebetweenthesemethods). Together this enables
STEto dealwith muchlargercircuitsthanSMC.

STE complement$SMC. STE is relatively insensitve to circuit
size. So, directly representing systemwith tensof thousandof
latchesandsimulatingfor thousandsf stepscanoftenbedonewith
relatively low cost. However, the temporallogic which STE sup-
portsis muchwealer. Recentwvork on generalisegymbolictrajec-
tory evaluation(GSTE)[14] hassignificantly extendedthe power
of STE-basedlgorithmsto supportricher specificationgto all w-
regular properties).We have taken a differentapproachwherewe
empaver SMC capacityand performanceby makinguseof STE
technologyand male use of this hybrid verification flow to ad-
dressshortcomingof dehuggingandinitialisation specificatiorin
anSMC-based~V ervironment.

2.3 Hybrid approaches

Sinceverificationis at leastNP-hard,thereis no oneway that
cansolwe all verificationproblemsefficiently. OurapproachMIST,
tacklestheverificationproblemby combiningdifferentapproaches
soasto complemenstrengthaandweaknesseslherehasrecently
beensomework in this direction.

Ho etal. [9] combinedthe useof scalarandsymbolicsimulation
togetherwith BMC for improving automatictest generationand
unreachabilityanalysis. Later work [13] usesSMC to verify ab-
stractionsof their circuits, constructhard counterexamplesusing
ATPG andthenusesimulation-basetkechniquego checkwhether
counterexamplesaretracesof the underlyingmodels.

MIST sharessomeideasin commonwith theideaof usinghints
[3]. Hints, typically constrainton the model’s primaryinputs,are
usedto improve the performancef CTL modelcheckingby guid-
ing statespacesearch MIST differsin purposgwe usethe primary
inputsto modelenvironmentbehaiour) andtechnology

Technically the useof both characteristiandparametriaepre-
sentationsand the conversionbetweenthem s critical for MIST
(se€]8] for adiscussion)[10] developeda generaimethodfor cre-
atingparametrio/ectorsfor parametricepresentatiorbut focussed
on methodsfor commonpredicatesisedin verification. More re-
cently Aagaardet al. [1] useda methodbasedon Shannors ex-
pansiorto partitionaverificationprobleminto separatgarts.Each
partwascharacterisethy a predicate(in characteristicepresenta-
tion) beforebeingcorvertedto parametridorm for STE.

MIST corvertsthe otherway — from parametrido characteristic
—to facilitate STEandSMC hand-sha&. Corversionin this direc-
tion is easier(but canstill be very expensve in general).Because
of thenatureof computatiorthatSTEis doinghere the corversion
is cheapin MIST.



Yuanet al. [15] proposehybrid approacheshat they call satu-
ratedsimulationthat performsa partialtraversalof the statespace
while covering controllerinteractions.At eachstepthey usesym-
bolic modelcheckingto computethefull setof stateseachablén
one stepfrom the currentstep. Although this work hasa resem-
blanceto ours,theaim thereis falsificationandpartial traversalof
the statespacewhereour approachencompassethe full traversal
andaddressetheinitialisationproblem.

Comparisonwith MIST. MIST introducesa novel integration
of STE and SMC that resolesthe initialisation problemin SMC
basedormal verificationandsimplifiesproof development.To our
knowledge therehasnot beensignificantwork thattacklestheini-
tialisationproblemin formal propertyverification,thoughthistopic
hasbeenfocusfor researcHor thefield of formal equivalenceveri-
fication[12]. Moreover, MIST enhancesoththe capacityandper
formanceof SAT and BDD-basedSMC and helpsthe dehugging
procesdy letting the verifier focuson critical, errorproneareas.

3. MIST: AHYBRID SCHEME

This sectionpresentMIST, the hybrid approactthat combines
SMC and STE to exploit their respeciie strengths. STE is used
for computationsvherethe focusof thework is computingsetsof
stateswhereasSMC is usedfor thatpartof the computationwhere
we arefocussecdn proving properties.

The scenaricenvisagedfor the useof the hybrid approachs as
follows. The userhasa model, M, and someproperty @ to be
proved. STE cannotbe usedbecauséts logic is not expressie
enoughfor @. SMC cannotbeusedbecaus®f capacityconstraints;
dealingwith thesecapacityconstraintshasnot only the obvious
computationatosts but moreimportantlythe humancostsof mod-
elling abstractionsrreexpensve andreduceproductvity.

3.1 Existing flow
To verify M usingSMC alonewe do thefollowing:

o Build aprunedmodelM’ of M (arelatively automatedtep)

o Build environmentE’ (amodelof M’s environmentandthat
partof M not modelledin M’). Commonly initialising be-
haviour is modelledaspartof E’, andE’ containsrelatively
detailedknowledgeof thecircuit behaiour.

e Use SMC to verify the propertyo of the prunedmodel M’
composedvith the ervironmentE’.

Thedisadwantage®f theexisting flow arethecapacityandmod-
elling constraintgiscussedn previoussections.

3.2 Proposedflow
The proposedlow works asfollows

o Build M/, aprunedmodelof M (thesamestepasabore). The
initialising behaiour andinputsof M aregivenby an STE
antecedenf.

e Use STE to exercisethe unprunedmodel M underthe in-
fluenceof A. STE's ability to dealwith the large unpruned
model easily provides the key benefitsof enhancementef
performancendsimplificationof modelling.

e Theruncomputessymbolicsetof statesvhichgives,S, the
setof statesof the machineafterinitialisation.

o Prove @ of M’ usingSMC/BMC startingfrom the statesetS.

The MIST flow addresseshe problemsdiscussedn Section3.1:
constructionof initialising behaiour is likely to be moreefficient
and lesserrorprone; and STE's computationbeing significantly
fasterwe areableto malke large performanceaains.

MIST Correctness: In principle, STE's computatiorto find the
setof statesafterinitialisation completeds the samecomputation
that SMC would do. Therearetwo provisos. (1) The property@
shouldsaynothingabouttheinitialisationphasgsinceSTE cannot
capturethe pathsemanticof SMC’s temporallogic in this phase
of the computation). Provided we just needto know the set of
statesafter initialisation completeqand not the pathsrequiredto
getthere),thereis no differencebetweenthe two flows in whatis
being computed,just in how it is being computed. (2) Correct-
nessrelies on the correctnes®f the antecedenfA. Of course,in
the traditional flow correctnesselies on the correctmodelling of
ervironmentalconstraintsandwe arguethatit is easierto do this
in MIST thanin thetraditionalflow.

3.3 Generatingthe initialising behaviour

MIST requiregheinitialising sequencef themodelM. This se-
guencemaybethecircuit’s resetbehaiour, or ary otherbehaiour
thattheuserwishes(so'initialises’ maybefrom thecircuit'sor the
users perspectie). An exampleof theformeris the externalstim-
ulusto thecircuit on physicalresetting An exampleof thelatteris
asequencef actionsto bring thecircuit into a stateor setof states
from which theverifieris particularlyinterestedn exploring.

Specifyingextemal stimulus for initialising: Thismodeis very
usefulsincewe canreducethe costof modellingthe ervironment,
whichis alengthyanderrorproneprocessin our approachgcom-
putationcanbe doneby STE on the (large) original modelasSTE
is ableto copewith largestatespacedlirectly. In thestandardiow,
the verifier hasto build a modelthatdescribesow the pruned-of
partsof the modelbehae. Thereforethe hybrid approachreduces
thework requiredby the user The usercanalsohave muchhigher
confidencan theresultasthe validity of the resultwill not be af-
fectedby themodellingof the environment.

Providing external stimulusis particularly usefulwhenthe cir-
cuit hasa relatively long resetbehaiour. Heresignificantreduc-
tion in computationtimeswill be seentoo, sincethe computation
of the resetbehaiour by STE is extremely efficient comparedo
SMC. Thelongertheresetsequencehegreaterthe savings.

While we anticipatethatdescribingheresetsequencef thecir-
cuit will bethe mostcommonway in which externalstimuluswill
beused MIST is notrestrictecto this use.Any sequencef exter
nal stimuli canbe used(andwe emphasisehatthe stimuli canbe
symbolic). This enablesa verifier to drive deepinto the statespace
duringthe morefocused earlierdehuggingphase®f verification.

Example:For anexamplecircuit, theresetsequencéakes50 cy-
cles.Theresetline is highfor thefirst 50 cyclesandlow thereafter
A line callednetInittogglesup anddown afew times,andthemode
lines of the circuit (collectively calledconfigFlag) is givena setof
values.This couldbe expressednoreformally by atemporallogic
formulasuchas(notethe useof symbolicvaluesfor input):

clock ticks &

al ways [0-49] reset =1 &

al ways [49-99] reset = 0 &

al ways [0-9, 20-29, 40-49] netlnit=0&

al ways [10-19, 30-39,50-99] netlnit=1&
al ways [0-99] configFl ags=[a, b, c, d]

Providing an initialising sequence: An alternatie approach,
usefulin thedeluggingphasenhereit is importantto find counter
examplesjs to usea prefix of atraceof statedor initialising. Here
we have as a starting point a knovn sequenceof statesthat the
circuit goesthrough: this sequencef statesmay be symbolic or
partial (we may only have a partial statedescriptionfor eachin-
stant).This canbe usedto drive our machineM into aninteresting



startingpoint.

This is very usefulin specificationdetugging (an unfortunate
factof life) wherewe canusethe samecomputationseveraltimes
to find specificatiorerrors.

A typicaluseof providing initialisationsequenceis findingmul-
tiple counterexamples(MCEs). When a failed verification pro-
ducesa counterexample, it is often usefulto have mary counter
examples put finding MCEsis expensve [4, 6]. The setof MCEs
often forms a tree-like structure:i.e., they sharea long common
prefix (becauseyou needto get to an ‘interesting’ stagebefore
ary failure happens).Sowe canskip thefirst part of the counter
exampleby replayingit with STE to get to the interestingpart,
before switchingto SMC/BMC-basedapproacheso find MCEs.
In BMC, the counterexamplefound dependson the boundcho-
sen;so by choosingdifferentboundsin the secondphase we can
find MCEs. SMC alwaysfindsthe shortestounterexample,sore-
playing the prefix will alwaysleadto the samecounterexample.
However, we canintroducesymbolic valuesin the prefix or use
MCE-findingtechniquege.g. [6]) from the endpoint of the prefix
to find MCEs. This improvesthe performanceof thesetechniques
which arevery sensitve to counterexamplelength.

We canalsore-usetheresultof oneSTErunin mary SMC ver
ifications— usefulin the deluggingphaseandwhena numberof
propertiessharethe samecommoninitialisation.

3.4 Prototypetool

We have built a prototypeusingthis hybrid approachbasedon
Forecasend Thundery state-of-the-arindustrial-strengttiools that
supportbothSTEandSMC (bothBDD-basedcandSAT-basednodel
checkingalgorithms).The userprovides

e themodeldescriptionin RTL format

e pruningdirectiveswhichindicatewhichpartof theRTL model
shouldbe prunedfor SMC

e theinitialisationinformation
o thepropertiego beproved.

Whenverificationstarts,STE runson the original model. When
it terminatesyve have theinitial statesor SMC. This is corverted
from the parametricto the characteristidepresentatioifthis con-
versiontakesinto aboutthe Xs). The SMC tool is theninvoked:
first the large modelis prunedautomaticallyusingthe pruningdi-
rectives. The resultantmodelis then model-checkd taking into
accountthe startingstate. This is shavn in Figurel. Note, that
in conventionalmodel checking,the STE componenis not there.
Althoughin MIST we mustprovide someadditionalinformation,
thebenefitis thereducedcostin modellingtheenvironmentandthe
performanceémprovements.

property to be

proved ],
ste_init STE initial states|  gMC/
BMC result or

unpruned model

counter-example

environment

pruning pruned model

Figure 1: Overview of MIST Prototype System

4. EXPERIMENTS

WeevaluatedMIST prototypeflow againstlassicSMCandSAT-
basedBMC flows using Forecastand Thunder Intel’s symbolic
andboundedmodelcheclers. The potentialbenefitsof MIST (en-
hancedspecification capacityand performanceioostover classic
SMC andBMC, andenhancedielugging)drove our experiments.
We assesse@achbenefitby making use of real verification and
falsificationsession®n two differentcurrentintel designs.

Propertieprovedincludelivenessaandsafetypropertiesandfo-
cuson proving the correctnessf the control-path.Thetypical for-
matof a propertyis

assuming x, y, z: always (a ==> b).
wherex,y, andz areLTL livenesor safetypropertiesanda andb
areLTL safetyproperties.(Theseare examplesthatoccurin real
designs— our methoddoesnt rely on formulasof this structure.)

Section4.1 compareghe MIST andSMC/BMC flows. 64 veri-
ficationsession®n a currentintel designwereusedfor evaluation.
The key benefitdemonstrateds improvementin the specification
process. Initialisation is given usingthe full, unprunedmodelin
MIST, butin the classicamodelcheckingflow, additionalassump-
tionsareneededn the prunedmodel. We alsomeasurea number
of performancgarameter¢CPUtime andnumberof variables)o
shav theimprovementof capacityandperformance.

Section4.2 assessethe benefitof the MIST flow in improving
thedehuggingphaseof circuit verification. We shaw, by runninga
setof experimentscomparingMIST to bothclassicSMCandBMC
flows, haw MIST helpsin this phase(when verification sessions
mainly fail), andhow MIST canbe usedto improve the finding of
counterexamples.

4.1 Verification of a FIFO queue

The first casestudywasan examplefrom the Intel Pentiumill
microprocessorThis RTL describeghe control of a pseudo-FIFO
queue(a FIFO queuewith severaltail pointers).Verificationdeals
with thecorrectnessf relationshipdetweerthesepointers.Large
partsof the circuit sharesimilar initialisation sequenceandthus
this casestudy canbe easily extendedto new specifications.The
circuit had beenverified using standardtechniques. It contains
15500 variablesin the full model, and the verification has been
brokeninto 64 separatanodel checkingtasks. Differentverifica-
tion sessionsare usedto hierarchicallycomparedifferentsubsets
of the referencemodelandimplementation.Propertiesarein the
style: if the RTL and the refeencemodelagree so far, thenthey
will agreein thenext clodk cycle

Specifying the initialisation sequence: In the original ‘stan-
dard’ proof,resetbehaiour is modelledby assumptionsE SMsthat
obsere andrestrictthe behaiour of the RTL model. Someoper
ationsareespeciallyexpensve in this working model, particularly
the countingof time. For example,the specification'resetshould
be high during the first 5 cycles’ is modelledby a 3 bit counter
that countsthe time sincestartupand makes sureresetis true. In
STE,theassignmentarecodedusinganantecedensimilarto test
vectorsin simulation. Suchspecificationis straightforward. You
simply drive resetappropriatelyduringthefirst 5 cycles.

In generaljnitialisationsequencelendthemseleswell to STE-
stylespecificationwhich canbedonein a straightforwardway. In
this casetheinitialisation sequenceanbe broken into the follow-
ing lemmas:

e clocks are active, and clock enablesare high, and resetis
active for 5 cyclesandtheninactive forever;

¢ No outsideeventsareallowedin thesecondpartof resetand
for sometime afterresetbecomesnactive;

¢ Testabilityfeaturesaredisabled;



e Configuratiorflagsarestable(donotchangeoverasampling
period)—achieed via symbolicvalues.

Thefull initialisation sequenceosts2 variablesin STE versus20
in SMC specification(neededor thebuilding theabstractiorof the
ervironment,in particularthe countermeededo describehereset
inputbehaviour).

A benefitof the STE styleof initialisationis thatit is doneonthe
full RTL model(beforepruningandabstractionpndthusis easier
to specifyin termsof RTL primaryinputs. On the otherhand,the
SMC specificatiormusttake into accounthe abstractions/pruning
doneandthusis lowerlevel and dealswith the models internal
signals.Usuallyinitialisation sequencearewell-definedanddoc-
umentedover the primary inputs,but not aswell-definedor justifi-
ableover theinternalsignals.

Dehuggingthe initialisation sequence: Oncetheinitialisation
sequenceapecifications written, oneneedsto dehug to ensureits
correctnesgaswith ary formal specification).The main problem
in initialisation sequencepecificationis thatit maybe partial,i.e.
somerelevant signalsarenot beinginitialised. In STE, this is de-
buggedby runningthe sequenceand checkingfor Xs (undefined
values). Onceall relevant Xs are eliminated,andthe key signals
have the correctvalue,theinitialisationis readyfor useasinputto
themodelchecler.

Problemsn theinitialisation sequencén SMC manifestasspu-
rious counterexamples,usuallybecausesomeof the initialisation
in the RTL hasbeenabstractedut. Theseare hardto reconstruct
andsolve. Deluggingthe SMC initialisationtook weeks. Switch-
ing to STE styletook a few days. Of course we hadsomebenefit
of experiencewith the model, but on the other handwe had no
experiencewith the MIST methodologybeforethis example.

Experimental resultsof performanceimprovement: We ran
64 real testcaseausing Forecastin the traditionalflow andin the
MIST flow. Figures2 shavs how the two methodscomparedby
shawing for eachexperiment,how long the verificationtook. Ta-
ble 1 summariseshis dataandshawvs the relative performanceof
the MIST flow to the standardlow, by shaving how mary experi-
mentsshavedwhatimprovement(or degradation)of performance.
84% of thetestcasededto improvement—in 61% of caseMIST
wasat leasttwice asfast.

100000 T T T T T T

10000

1000

Time (s)

100

10

MC cost
Tcost m

. .
10 20 30 40 50 60
Experiment number

Figure 2: MIST versusSMC performance: Time is measuredn
secondsaind shovn on alog scale.

Othermetricsalsoshav improvementunderMIST. For example,
the numberof variablesneededn verificationis reducedon aver

ageby 22% (the averagenumberof variablesusedin the standard
flow is 120, with the smallestcasebeing 69 andthe largestcase
being185). TherearesomecasesvhereMIST leadsto longerre-
sults. Thesearelikely causedy the differentinitialisationswhich
sometimes$asa negative effect on performance.

[T[<05][051) [[L2) 23 ]3<

7 3 15 13 | 26

Table 1: Relatie performanceof MIST to standardflow: r gives
the MIST speedupgntriesin the tableshow numberof caseswvith
speed-upn thatrange.

We have not donea comparisorusing SAT-basedechnologies:
in all thesecasesthe verificationsaretrue andwe have no reason-
ableway of choosingboundsfor BMC.

4.2 Inter nal communication circuit

In this experimentwe looked at the verification of a bus proto-
col from an Intel Pentiumlll mobile microprocessorThe circuit
hadbeenverified usingstandardechniquesHowever, the process
wasextremelyexpensve, especiallyin thedehiggingphase Some
verificationrunstook daysto complete. The circuit hasextensive
initialisation (124 steps).Takingthis circuit, we verifiedusingboth
the standardand MIST flow five properties,which we call A, B,
C, D andE. Thesearelarge problemswith between330 and540
variablesneededor modelchecking.

For all propertieswve usedForecast.The tablebelav shavs the
results thetime takenfor verification. The costof the STEcompo-
nentwasvery small,in the orderof 10s. Thereis a smallreduction
(about4%) of the numberof variablesneededn the MIST flow.

MIST Flow | ForecasfFlow
Case Time(s) Time(s)
A 75294 129230
B 7588 24989
C 54045 54725
D 642 66654
E 2643 68779

WealsoexaminedtestcaseE usingThundeycomparinghestan-
dardflow to MIST. Figure3 shawvs theresults. We did the verifi-
cationusingMIST andthe standardlow with differentboundsin
orderto understandhe effect of the choiceof bound. A verifier
usingMIST would adjustthe boundsetdowvnwards:if they would
have usedaboundof lengthb in the standardlow, they would use
aboundof lengthb—i in the MIST flow, wherei is thelengthof the
initialising sequenceln thisexperiment = 125. Thuswe compare
thecasewherethe standardlow hasbound225andthe MIST flow
hasbound100, the casewherethe MIST flow hasbound120 and
thestandardlow hasbound245andsoon. In thefigure,the x-axis
is labelledby the bounds(MIST/Standardandthey-axishby time.

Theseresultsalsoshav thatusingMIST we canexplore deeper
into the statespace. For example,in lessthanthe time required
by the standardlow to getto step225, usingMIST we cango to
step325. This shavs thatthe verifier canguidethe systeminto an
interestingstateandcontinueexplorationfrom there.

Finding multiple counter-examples: We alsoassessethe ef-
fectivenesof theMIST flow onfinding multiple counterexamples.
We usedmultiple counterexamplefinding techniqueg6] on a test
caseausingbothMIST andstandardiows. UsingMIST, thetimere-
quiredto generatenultiple counterexamplesdroppedrom 16409s
to 1368s.
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Figure 3: MIST versusBMC performance

5. CONCLUSION AND FUTURE WORK

MIST is a hybrid methodof verificationusing STE, BMC, and
SMC. We areableto usethe power of STE to dealwith large cir-
cuits directly to improve easeof specification,performanceand
productvity.

We testedthis methodwith currentintel toolsanddesigns.The
experimentsshav thatthe modelling of initialisation can be sim-
plified andmademoreprecise therebyincreasingproductvity and
the confidencean the meaningfulnessf the verificationresult, as
well asthe chance®f gettingspuriouscounterexamples.We can
usethe unprunedmodelefficiently to extract out usefulinforma-
tion in theinitialisation phasethatcanbe usedin thelater phaseof
verification.

Theapplicationof our hybrid approactonreal-lifeindustrialtest
caseshavs thatMIST cansignificantlyboostthe performancend
capacityof SAT/BDD-basedsymbolic model checking. Further
more, our methodologyenableghe verification engineerto have
muchmaorecontrol over the verificationprocessfacilitating a bet-
terdehuggingervironment.

Futur e work: First, we would like to look at how the cooper
ation betweenSTE and SMC can be generalisedurther (not just
during the initialisation phase). Canwe usethe complementary
strengthsof the two techniquestogetherto extend performance
and simplify the modelling phase? Second,the experimentation
shaved that the performances very sensitve to the initial states.
We believe thereis more scopein leveragingeven better perfor
mancehere, and more work needsto be doneto understandhe
bestway of automatingthe flow. Finally, theinsightthatinitiali-
sationis a very importantpart of the verificationof mary systems
may behelpfulin otherflows andverificationmethodologiesThis
is apointwhich we wish to take further.

Acknowledgements: We warmly thankthe following for their
generoushelp: EvgueniaBelfer for herhelpin applyingMIST on
real-life Intel designs;RananFraer Moshe. Vardi for their re-
view, useful commentsand suggestionsShlomit Ozer helpedin
the developmentof MIST; and RobertBeersand Tom Schubert
originally suggestetheuseof STEfor initialising symbolicmodel
checking.

6. REFERENCES

[1] M.D. AagaardR.B.JonesandC.-J.H.Seger Formal
verificationusingparametriadepresentationsf boolean

constraintsin Proc. 36th ACM/IEEE DesignAutomation
Conf, pp.402—-407,1999.

[2] A. Biere,A. Cimatti,E. M. Clarke, M. Fujita,andY. Zhu.
SymbolicmodelcheckingusingSAT proceduresnsteadof
BDDs. In Proc. 36th ACM/IEEE DesignAutomationCont,
pp-317-320,1999.

[3] R.Bloem,K. Ravi, andF. SomenziSymbolicGuided
Searchfor CTL Model Checking.In Proc. 37th. ACM/IEEE
DesignAutomationConfeence pp.29-34,2000.

[4] E.Clarke, 0. Grumbeg, K. McMillan, andX. Zhao.
Efficient generatiorof countergamplesandwitnessesn
symbolicmodelchecking.In Proc. of 32ndACM/IEEE
DesignAutomationConf, 1995.

[5] F. Copty L. Fix, R. Fraer E. Giunchiglia,G. Kamhi,

A. TacchellaandM.Y. Vardi. Benefitsof boundednodel
checkingat anindustrialsetting.In Proc. 13thiInt. Conf on
ComputerAidedVerification LectureNotesin Computer
Science2102,pp.436—453 SpringerVerlag,2001.

[6] F. Copty A. Irron, O. Weissbeg, N. Kropp,andG. Kamhi.
Efficient Deluggingin a Formal VerificationEnvironment.
In Cont on CorrectHardware Designand \erification
Methods(CHARME2001) pp.275-292 Septembe001.

[7] S.HazelhursandC.-J.H.Sgger SymbolicTrajectory
Evaluation.In Kropf, T (Ed). Formal Hardware \erification:
Methodsand Systemin ComparisonLNCS 1287.
SpringefVerlag,Berlin, 1997,pp. 3-79.

[8] S.HazelhurstOn ParametricandCharacteristic
Representationsf StateSpacesTechnical Report2002-1,
Schoolof ComputerScienceUniversity of the
WitwatersrandMarch2002.Availableas
ftp://ftp.cs.wits.ac.za/pub/research/reports/ TRsVCS-
2002-1.ps.gz.

[9] P-H.Ho,T. Shiple,K. Harer J. Kukula,R. Damiano,

V. Bertacco,. Taylor, andJ. Long. SmartSimulationusing
Collaboratve FormalandSimulationEnginesIn Proc.
IEEE/ACM InternationalConf on ComputerAidedDesign
pp-120-126 November2000.

[10] P.JainandG. GopalakrishnarEfficient symbolic
simulation-basederificationusingthe parametridorm of
booleanexpressionslEEE Trans.ComputerAidedDesignof
IntegratedCircuitsand Systemsl1 3(8):1005-1015August
1994.

[11] K.L. McMillan. SymbolicModel Cheding. Kluwer
Academics1993.

[12] C.Pixley, S.W. JeongandG. D. Hachtel.ExactCalculation
of SynchronizatiorSequenceBasedon Binary Decision
DiagramsIn Proc. ACM/IEEE DesignAutomationCont, pp.
620—-623,Junel992.

[13] D. Wang,P-H. Ho, J.Long,J.Kukula,Y. Zhu, T. Ma, and
R. Damiano.Formal PropertyVerificationby Abstraction
Refinementith Formal, SimulationandHybrid Engines.in
Proc. 38th ACM/IEEE DesignAutomationConf, pp. 3540,
2001.

[14] J.YangandC.-J.H.Seyer. Introductionto generalized
symbolictrajectoryevaluation.Iln Proc. of ICCD, September
2001.

[15] J.Yuan,J.ShenJ. Abraham,andA. Aziz. On Combining
FormalandInformal Verification.In Proc. CA/ '97, pp.
376-387,1997.



	Main Page
	DAC'02
	Front Matter
	Table of Contents
	Session Index
	Author Index




