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Abstract

This paper presents a self-checking, on-line testing and
diagnosis scheme for bus lines affected by intermediate volt-
age values possibly due to bridging faults, or to different
kinds of faults affecting the bus connected units.

1 The proposedscheme
Busesare very critical componentsof integratedsys-

tems.They maybeprotectedwith respectto faultsresulting
in logical errorsusingbus dataencoding,and a bus con-
nectedchecker. However thismaynotbethecasefor faults
resultingin intermediatevoltagevalues(IVVs), that is in
voltagevaluesdifferent from thoseexpectedfor the fault-
free case,which may occurbecauseof bridging faults in-
volving the bus lines or differentkinds of faultsaffecting
thebusconnectedunits.

The schemethatwe proposefor the on-line testingand
diagnosisof IVVs is shown in Fig. 1, whereTRCdenotesa
two-rail codechecker, andCK is thesystemclock.
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Figure 1. Internal organization of the pro-
posed scheme .

DET/LATCH consistsof N cells,eachmonitoringa bus
line, and capableof revealing on-line the presenceof an
IVV affecting the monitoredbus line in the time interval

duringwhich it shouldbestablein thefault-freecase(e.g.,
whenDV=1).

If the bus signals( �������	�
�
���
� ) are fault-free, ����� ���
������ � ����� ( � = 1, ..., N), where ���� is thecomplementof sig-
nal ��� . Therefore,a codeword of the two-rail codeis pro-
ducedat theoutputof DET/LATCH. Instead,in caseof bus
IVVs possiblycompromisingthesystemcorrectoperation,
����� ��������� � for a numberof � s equalto thenumberof af-
fectedlines, so that a non-codeword is given to the output
of DET/LATCH, which remainslatcheduntil RES= 1.

SHIFT/PASSreceivesthe2N signals� ��� � and � ��� � , and
givesto its outputsignals�! � and ��" � ( � = 1, ..., N), and
(SOUT1,SOUT2). SHIFT/PASS canbe in oneof the fol-
lowing states:1) the passstate;2) the shift state. On-line
testingis performedwhile in the passstate. Diagnosisis
performedwhile in the shift state. Faultspossiblyaffect-
ing our schemearerevealedwhile in thepassor shift state.
Whenin thepassstate,SHIFT/PASSdirectlyconnects����� �
and ����� � to �! #� and ��"$� , respectively. Therefore,in the
fault-freecase,TRC receivesan input codeword, andpro-
ducesanindicationof correctoperationon (ERR1,ERR2).
Instead,in caseof busIVVs possiblycompromisingthesys-
temcorrectoperation,a non-codeword is givento theTRC
input andanerrormessageis producedon (ERR1,ERR2).
In caseof internalfaultsaffectingour scheme,anerror in-
dicationis alsoprovidedontheseoutputs.Whenin theshift
state,SHIFT/PASSprovidestwo serialwordson (SOUT1,
SOUT2)which, in caseof IVVs, allow to identify thefaulty
buslines.

2 Verification and self-checkingability
As an example,we have implementedour schemecon-

sideringa standard0.8% m CMOStechnology, andwe have
performedconventionalandMonte Carlo electricalsimu-
lations to verify the behavior of our scheme,considering
statisticalvariationsof electricalparametersup to the15& .

As for theself-checkingability of our scheme,we have
considereda set of faults ( ' ) composedof all possible
stuck-ats,transistorstuck-ons,stuck-opens,resistive bridg-
ings,crosstalks,delaysandtransients.Wehaveverifiedthat
the functionalpart of our schemeis StronglyFault Secure
with respectto all faults ()' , but few stuck-opens.
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