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Abstract

In systemsconsistingof interactingdatapathsand controllers,the
datapath@ndcontrollersaretraditionally testedseparatelyy iso-

lating eachcomponenfrom the environmentof the systemduring
test. This is not possiblewhen the controllerdatapathpair is an
embeddedsystemdesignedas a hard core. This work facilitates
thetestingof controllerdatapattpairsin atruly integrated fashion.
Thekey totheapproactis acarefulexaminationof thetypesof gate
level stuck-atfaults that can occurwithin the controller A class
of faultsthat are undetectablén an integratedtest by traditional
meansis identified. Thesefaults createfaulty but functional cir-

cuits. Theeffect of thesefaultson powver consumptioris explored,
anda methodbasedon power analysisis givenfor detectingthese
faults. Analysisis givenfor threeexamplesystems.

1 Introduction

This work addresseshe problemof testing systemsthat consist
of interactingdatapathsand controllers,andfacilitatesthe testing
of thesecontrollerdatapathpairsin an integratedfashion. Typi-
cally, testingof datapathsand controllersis doneindependently
ratherthanastwo partsof aninseparablair. However, the sepa-
ration may not be feasiblein embeddedystemdesignsvherethe
controllerdatapaths areusableeomponenbr coreto beintegrated
in asystem-on-chipSeparatgestingdoesnotadequatelgoverthe
interfacebetweerthe controllerandthe datapath.

Few, if ary, designtools addresghe issueof how to testdat-
apathandcontrollerin anintegratedway. The main difficulty in
integratedtestingis the needto propagateontrollerfaultsthrough
the datapatHor obsenation at the datapathoutputs. In their work
on integrating controller and datapathtest, Dey et. al. obsered
thatevenwhenthe controlleranddatapattare100%testablesepa-
rately, the combinationof themhasusuallymuchlower coverage.
Thisdegradationjn theiropinion,occursdueto thecorrelationand
dependenchbetweerthe control signals[§.

In ourrecentwork [16] we addressethe problemof integrated
test, and provided a testsynthesismethodto allow the controller
to be easilytestedas part of the integratedsystem. However, our
methodrequireddesign-foftestability insertion at the controller
datapathinterface,andthereforeis not appropriatefor embedded
cores.In our work we cameacrossa hew type of system-lgel re-
dundantfault, originatingin the controller that while having no
functional effect yet producesan undesirablegpower increasedur-
ing normal systemoperation. This issuehasbeenthe motivation
andfocusof our presentwork. The key to our approactis a care-
ful analysisof the system-functionallyedundanfaults,which are
undetectablén ary traditional testthat treatsthe pair asan inte-
gratedsystem.Whatwe foundis thatmary of thesefaultshave a
significant,measurableffect on dynamicpower consumptionWe
remarkherethatthesefaultscannotbecaughtby IDDQ techniques
[1], which measurejuiescenturrent.
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To the bestof our knowledgethis is thefirst work that studies
the effect of functionally redundanstuck-atfaultson pover con-
sumptionduring normal operation. This is animportantissuefor
low power or portableembeddedystems.Our contributions are:
first, to provide a thoroughanalysisof the analognatureof these
otherwisedigital faults; and, second to provide a test procedure
basedbn poweranalysisfor detectinghesefaultsandto suggesan
approacHor actuallyimplementingthis proceduren practice.

Thereare mary well-known problemsin controller optimiza-
tion. basedon FSM decompositiorandsynthesighechnique$9],
[2]. A methodfor controllertesting[12] usestestregistersto sup-
port self-testablecontroller A scan-basedontrolleris reportedin
[6], anda dedicatedestcontrolleris discussedn [14]. However,
noneof theseapproachessea unifiedmodelto testthe controller
datapathpair. Insteaddatapattandcontrolleraretestedseparately
in differenttestsessionsThe basictestschemes similar to what
[5] proposed.Thatis the controlleroutputsignalsare multiplexed
with someor all of thedatapathprimaryoutputs thus,makingthem
directly obsenable. Observingthe controller and datapathfaults
separatelyin generalimplies moretesttime (dueto separatdest
sessionpndmoreoverheaddueto directobsenationof each).

Recentlytheeffect of controllerdesignon powver consumption
hasbeenexploredin [15]. Thework of [3] usesspeciaktateassign-
mentsto reducepower, while [4] addssomecombinationalogic to
the original controllerto avoid inactive statetransitions.to block
theglobalclock andeffectively “turn off” theinactive components
in thedatapath.

2 Background

Two approachesanbetakento testinga controllerdatapathpair.
Thefirst approachs to testthe datapatrandcontrollerseparately
by splitting the pair during test. This approachcanachiere high
fault coverage,and so hasan adwantagewhen the controller and
datapathare designedseparately However, separatdestingdoes
not fully testthe interfacebetweencontrolleranddatapath.Also,
theapproachmaybeinfeasiblein embeddedontrollershecausét
requiresa design-fortestability (DFT) insertionat the controller
datapathnterfaceto accomplistthesplitting. In particular it is not
possibleto modify an embeddednoduledesignedasa hardcore.
In addition,evenwhenit is possibleto dotheDFT insertion,it may
causeanunacceptablencreasen the systenxcritical path.
Thesecondapproachshavnin Figurel, istotestthecontroller
datapathpair in its entiretyasanintegrated,inseparableinit. This
approachs a necessityif the datapath-controlleare designedo-
getherasareusablecomponentr coreto be embeddedn alarger
design. This is very importantin view of moderntrendsin VLSI
technology which emphasizehe designreusabilityof embedded
systems.Oneolvious advantageof integratedtestingis thatit ac-
commodategestingof thecontrollerdatapathnterfacelinesall the
way into thedatapathwith a separatéest,no matterwherethein-
terfaceis split, thereis a potentialfor faultsbetweerthe split and
the datapaththatcannot be caughtduring eitherphaseof the sep-
aratetests. Previous work outlineshow to testa datapathin an
integratedtest[17]. However, it is muchmoredifficult to testthe
controllerin anintegratedtest;the effectsof controllerfaultsmust
be propagatedhrough the datapatto the datapattoutputsfor ob-
senation. Our earlierwork [16] developsa methodfor testingthe
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controllerin anintegratedschemebut the approachrequiressome
DFT insertion.

Themaindifficulty with anintegratedtestis thatevenif thedat-
apathandcontrollerare designedso asnot to containredundang
whentakenindividually, whenthey areintegratedinto acontroller
datapattpair, redundanciemaybeintroduced We detailthisissue
in the next section.Further we remarkthatnot only arethe faults
masled by thesenew systemlevel redundanciesdlifficult to detect,
but they alsohave detrimentaleffectson the systemoperation.in
particular they cancausea significantincreasen dynamicpower
consumption.We believe this is animportantissuein embedded
systemdesign.In whatfollows we review severalfault classeghat
appeaiin a controllerdatapattpair, aspresentedn [16].

We classify stuck-atfaults internal to the controller (Fig. 2)
basedon whethera fault affectsthe functionality of the controller
By functionality we meanthe This meangheinput-outputbeha-
ior of thesynthesized controllerasit operatesn normalmode.Note
that a stuck-atfault within the controllermay causeone or more
outputsof thecontrollerto changen oneor moretime stepsof the
controlflow.
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controller-functionally
redundant faults
(CFR)
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Figure2: Classificatiorof controllerfaults.

Controller-functionally redundant or CFR faultsarefaultsthat
neveraffecttheoutputof thesynthesizedontrollerin normalmode.
CFRfaultscannot be caughtin eithera integratedtestor ainde-
pendentest;they requiredesign-fortestabilityinsertionwithin the
controlleritself.

Controller-functionally irredundant or CFI faultsaffecttheout-
put of the controllerin atleastonetime stepwhenthe controlleris
runningin normalmode.We furtherdivide the CFI faultsinto two
subgroupshasedn whetherafaultaffectstheinput-outputbeha-
ior of the controllerdatapathpair as a system. System-functionally
irredundant or SFI faultsarethosefaultsthatchangethe function-
ality of the systemasa whole. It is possibleto catchthesefaults
with anintegratedtest,sincea given SFI fault affectsthe datapath
computatiorfor atleastsomecombination®f datapathdatainputs.
System-functionally redundant or SFR faultsarethosefaultsthatdo
notaffecttheinput-outputbehaior of thesystemgventhoughthey
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T
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Figure3: Locally andglobally redundanfault classes.

did affectthe input-outputbehaior of the controller It is not pos-
sibleto detectSFRfaultsby monitoringthe outputof the datapath.

We note that all CFI faultsin the controller changethe con-
trol signalsgoing into the datapath. However, somechangesare
suchthattheregistertransferlevel operationof the datapaths not
affected. Thesefaults canbe consideredocally redundant in the
sensethat they at no time changethe contentsof ary registerin
thedatapattHrom whatthe contentsvould bein thefault-freecase.
Clearly, thesefaultsdo not affect the function of the datapathand
arethereforealsoglobally redundant or SFR.Still othercontrolline
changescausea changein the contentsof someregisterat some
time; thesefaults can be consideredocally irredundant. As we
shallseein Section3, alocally irredundanfaultmayturn outto be
eitherglobally redundant (SFR)or globally irredundant (SFI), de-
pendingon whetherthatlocal changéds propagatedo thedatapath
outputs.This distinctionis illustratedin Figure3.

3 Analysis of SFR Controller Faults

A CFI fault within the controlleraffectsoneor morecontrollines
in one or moretime steps. It may affect multiplexer selectlines,
registerload lines, or both. We referto a changein a singlecon-
trol line in a single control stepasa control line effect. To deter
mine whethera single stuck-at-ault within the controlleris SFR,
we mustlook attheinteractionof all the controlline effectscaused
by the stuck-atfault.

3.1 Control line effects on select lines

In ary giventime step,amultiplexeris eitheractive, i.e.,its output
is beingusedin a computatiorthatwill bewrittento aregister or
inactive, i.e., its outputis discarded.

Controller Datapath
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Figure4: Onefunctionalblock definingour datapattstyle.

Referringto Figure4, if the multiplexer is active, a registerat
the ALU’ s outputloadsthe resultof the computatiorat the endof
the time step. During time stepswhenthe multiplexer is active,
its selectlines are“cares” in the sensethatary changein a select
line will causean operationto be doneon incorrectdata, thereby
causingachangen theresultsof thecomputation Unlessthedata-
pathis itself redundantary controlline effectthatchanges “care”
specificatiorof a multiplexer selectline is SFI.



In time stepswhenthe multiplexer is inactive, the correspond-
ing ALU is alsoinactive, and no register at the ALU’ s outputis
loaded.In thesetime stepsthe selectlines for the multiplexer are
“don’t cares”. Dependingon how the controllerwas synthesized,
the selectlineswill be eitherOsor 1s. The computationresultis
never written to ary register thereforedoesnot affect the func-
tion performedby the datapath. Thus, a control line effect that
changes “don’t care” specificationon a multiplexer selectline is
SFR.Whetherthe fault that causedhe control line effect is also
SFRdependon whetherit alsocausesanothercontrolline effect
involving the outputregister

3.2 Control line effects on register load lines

Considera datapatiregister R in a datapattfor which a computa-
tion requiresT time steps.In generala numberof variablesof the
dataflow areboundto theregister andin ary giventime stepfrom

1to T, theregisteris eitherlive, i.e., currently storingsomevari-

ablefromthedataflow, oridle, i.e.,notcurrentlystoringavariable.
Eachvariableboundto theregisterhasa lifespan startingfrom the
endof time stepin whichthevariableis loadedinto theregisterand
endingatthebegginningof thetime stepin whichthevariableis last
readfrom theregister In Figure5(a),theregisterhastwo variables
boundto it, andthereforetwo live periodsor lifespans;the first

extendsfrom LD1 to RD2, andthe secondextendsfrom LD2 to

RDA4. If thedatapaths itself not redundantwe canconsiderthat
ary datastoredin aregisterwhile the registeris live is crucial to

thecomputation.

Controlline effectsthatchangeregisterloadlinesfall into two
catgyories: thosethat causethe load line to be a 0 in sometime
stepwhenit shouldbe a 1, thus skipping a load, and thosethat
causethe loadline to be a 1 in sometime stepwhenit shouldbe
a0, thuscausinganextraload. Any controlline effect thatcauses
a register load to be skippedis SFI; sincethe resultof a crucial
computationis never written, the computationtaking placein the
datapathis irretrievably disrupted. Thus, ary controllerfault that
causes controlline effect of thistypeis alsoSFI.

A controlline effectis disruptiveif it causesmis-readf some
variablein thedatapatltomputationandnon-disruptive otherwise.
Clearly, a controlline effect is non-disruptive if it causesan extra
loadin atime stepwhentheregisteris idle. For example,LD f1
in Figure5(b) is non-disruptve. Sucha controlline effect writes
garbagelatainto theregister but doesnotoverwriteavariable and
thereforedoesnot affect the datapattcomputation.Sucha control
line effectis SFR.

LD1 lifespan LD2 lifespan
(@)
LD1 RD1 RD2 LD2 RD3 RD4
LD1 lifespan LD2 lifespan
(b) f2 lifespan {3 lifespan 4 lifespan
LD1 RD 1 RD 2 D2 RD3 RD4
LDf1 LD f2 LD f3 LDf4

Figure5: Variablelifespansandregisterloadline fault effects

A controlline effectthatcausesnextraloadis potentially dis-

ruptive if the load occurswithin a lifespanof R; in Figure 5(b),
LDf2, LDf3, and LD f4 fall into this catgory. In orderto de-
terminewhethertheeffectis disruptive, we have to look atthe next
readof theregister Thecontrolline effectitself hasa lifespanthat
lastsuntil eitherthe time of the next control line effect thatloads
that register or the end of the variablelifespan. Whenthe next
control line effect happensthe registeris loadeda secondtime,
so the dataloadedby the first control line effect is overwritten.
Whenthis happenswe saythatthefirst controlline effectbecomes
non-disruptve. This is the casefor LD f2 in Figure 5(b), which
becomeson-disruptre when LD f3 arrives. Whenthe variable
lifespanends the variablethatthe controlline effect disruptsis no
longerneededsothe controlline effect canhave no further effect
onthe datapattcomputation.

At thereadof theregister we candeterminewhethera poten-
tially disruptive controlline effect is disruptive or non-disruptie.
We mustlook at the specificdatainvolvedto seewhetherthe data
readis incorrect. This is the casefor LD f3 in Figure5(b), which
is still potentiallydisruptive at RD1. Thedatabeingwrittento the
registercanbe tracedat the registertransferlevel; notethatit de-
pendson the multiplexer selectlines, which may alsobe affected
by control line effects. Therearetwo possibilities. For the first
case the extra load writes garbageo the register Theload upsets
the datapatlcomputationpecausehereadreferenceshe garbage
data.Hence the potentiallydisruptive controlline effect becomes
disruptive. For the secondcase the extra load senessimply to re-
write avariableunchangedHere,the potentiallydisruptive control
line effectbecomeson-disruptie.

3.3 Control line effects and SFR faults

In orderto determinewhethera given fault within the controlleris
SFR,we mustlook at the interactionsof all the the fault’s control
line effects.If arny onecontrolline effect causedy thefaultis SFI,
thefaultis SFI.If every controlline effectcausedy afaultis SFR,
the fault is SFR.We cautionherethat one control line effect can
changewhetheranothercontrol line effect is disruptive; whether
anextra registerloadis writesin a garbagevaluedependsvhatis
beingroutedto theregisterthroughthe multiplexersabove it. This
in turn may be affectedby control line effects on the multiplexer
selectines.

4 Power Effects of SFR Faults

Although SFRfaults have no effect on systemfunctionality, they
may have other detrimentaleffects in the systemoperation. In
particular they may causea significantincreasan the systemdy-
namic power consumption. SFR faults affecting selectlines will
changepower consumedn the multiplexers and arithmeticlogic
units,whereasSFRfaultsaffectingregisterloadlinescauseaunnec-
essanjoadingof unusedralues jncreasinghe powver consumption
of theregistersandary combinationalogic driven by thoseregis-
ters. In essencesucha fault undermineghe gatedclock scheme
usedfor low power design.This sectionusesexamplesto illustrate
theeffect of SFRfaultson powver consumptionreferringto Fig. 6.
e Faults affecting multiplexer select lines. A controlline ef-
fect involving a multiplexer selectline during time stept is SFR
only whenthe multiplexer selectis a “don’t care” andthe register
is notloadedin thattime step.In Figure®6, if we assumehatz, y,
andz donotchangebetweertimest — 1 andt, andthatin thefault-
free casethe multiplexer selectline hasalsobeendesignedo stay
at‘0’ for bothtime stepsthenin thefault-freecasethereis noen-
ergy consumedn the multiplexer andarithmeticlogic unitin time
stept; theinputsto the combinationalogic do not changeastime
stept — 1 endsandtime stept begins. The block computese + z
throughoutothtime steps.However, if fault f1 actsto changethe
multiplexer selectline to ‘1’, additionalenegy will be consumed
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Figure6: SFRfaultsaffecting multiplexer selectandregisterload
lines.

in time stept; the block computese + z in time stept — 1, but
computeg + z in time stept.

For realcircuits, it is not alwaysthe casethatz, y andz do not
changebetweentime stepst — 1 andt; whetherthey do depends
on the register bindings. In addition, the controller may not be
designedsothatthe multiplexer selectline staysat ‘0’ throughout
thetwo time stepswhile this designchoiceis bestin termsof fault-
free power consumptionin the datapaththe controller may have
beendesignedvithout taking power into account.For this reason,
we cannot guaranteghatcontrolline effectson multiplexer select
linesalwayscauseanincreasein powver. As we shallseein Section
6, power dueto theseeffectscango eitherup or down.

o Faults affecting register load lines. Again usingFigure6,
an SFRfault f2 causesa register R3 to do an extra load in time
stept. Thisloadmay sene to re-loadthe samedataa secondime
or may load new datain someway thatdoesnot affect the overall
operationof the datapath.In eithercasethe registerrequiresno
enepy in time-stept in the fault-freecase but requiresadditional
enepy in thefaulty case.Thus,in the caseof SFRfaultsaffecting
registerloadlines,we areguaranteethatpowver consumptiorwill
increasenotonly in the affectedregister but alsoin the combina-
tional circuitry drivenby thatregister

To betterillustratethe effect of SFRfaultson power consump-
tion, we useanexampledesignthatimplementsa differentialequa-
tion solver. The designhaseleven registerload lines,for REG1
throughREG11, andsevenmultiplexer selectines, M S1 through
M S7. The controlflow has10 states:C'S1 throughC'S8, plusa
RESETstateandaHOLD OUTPUT state.Theexamplehasatotal
of 37 SFRfaults. We shav somerepresentaiie onesin Table 1.
We werecarefulto chooseafaultsthatshav thefull rangeof effect
on power for this example,from fault 1, which causeghe largest
decreasén power, to fault 37, which causeghe largestincrease.
(A graphof all faultscanbe foundin Section6.) For eachfault,
we summarizethe control line effectscausedy the fault, andthe
changdn power consumptiorfor thedatapath.

We also experimentedby simulatingthe differential equation
solver while addingasmary controlline effectsaspossiblewhile
still notdisruptingthe datapattcomputation.The power increased
by over 200% over the fault-freecase.While it is highly unlikely
that a single stuck-atfault within the controller could causesuch
an extremeincreasein power, this doesrepresent “worst case”
scenarigpossiblewith multiple faults.

We have thefollowing obserations.

e Although SFRfaultsare“digital” stuck-atfaultswithin the
controller their only effect on the circuit is of an “analog”
nature:a changen power consumption.

e The size of the power changevaries. Faults affecting only
multiplexer selectlines generallyhave small power effects,

Controlline effects | PovermW | % increase|

fault-free | — 1.679 -
fault1 1. MS3changesn CS5 1.628 -3.02%
2. MS3changesn CS7
fault6 1. MS2changesn CS3 1.680 0.06%
fault21 1. REG11: extraloadin CS2 1.722 2.56%
2. REG11: extraloadin HOLD
3. MS3changesn HOLD
fault27 1. REGS: extraloadin CS1 1.833 9.17%
2. REG3: extraloadin CS5
3. REG3: extraloadin CS7
4. REG3: extraloadin CS8
fault37 REGS5,6, 8,and9loadin 2.031 20.98%
all controlsteps

Table 1: The effect of system-functionallyredundantfaults on
power consumptiorfor 4-bitimplementatiorof a differentialequa-
tion solver.

up or down. Faultsaffecting registerloadlines causeanin-
creaseTheincreasdn power canbecomequitelargeif sev-
eral registerssharea load line, or if a fault causesnultiple
extraloadsin differenttime steps.

e SFRfaults can be gradedin termsof their importanceby
experimentallyestablishingthroughsimulation)which ones
have alargedetrimentakffectonpower. These'powerfaults”
canbedetectedy atestprocedurénvolving pover measure-
ment.

5 Detection of SFR Faults that Increase Power

The methodfor determiningwhethera particularfault is SFRis
basedn theanalysisof the previous section.However, asapracti-
cal matter we canconsiderablyreducethe numberof faults that
must be analyzedby using a fault simulationto prove mary of
thefaultssystem-functionallyrredundan{SFl)in apre-processing
step.Thefollowing stepsaretaken:

1. Do afaultsimulationof theentiresystem(datapatrandcon-
troller) using pseudorandondatageneratedy a TPGRfor
the datapathdatainputs. Remae ary controller faults de-
tectedduring this simulationfrom consideratioras SFI. For
sometestpatterngeneratedby the TPGR thefaultcauseshe
datapatfto produceanincorrectoutput.

2. Of theremainingcontrollerfaults,remove ary faultsthatare
clearly SFI, but werenot detectedduring the simulationdue
to the limitations of the simulator For example,the GEN-
TEST simulatorwe used[10] will mark a stuck-at-Oon the
registerload line of a primary outputregisteras potentially
detected ratherthan as detected. When the register load
line is stuck-at-Otheregisternever loads.In the simulation,
the registers contentsremainunknavn throughoutthe test;
thereforethe simulatorcannottell whetherthe contentif-
fer from the fault-freevalue. However, asa practicalmatter
we know thatsuchafaultwill alwaysbedetectedIn thereal
circuit, theregisterwill keepwhatevervalueit hadatboot-up
throughoutthe testsession.Sincewe expectthe registerto
take on a wide rangeof values,we know that at sometime
steptherewill beamismatch.

3. For eachcontrollerfaultthatremainsjnjectthefaultinto the
controllerandsimulatethe controllerto determinehefault's
effect on the controlleroutputs. If the fault doesnot change
at leastone controlleroutputin at leastonetime step,the
faultis controllerfunctionally redundan{CFR),andshould
beremovedfrom consideration.



4. Analyzethe remainingcontrollerfaultsto determinewhich
areSFR,usingthe methodoutlinedin the previous section.

Oncewe have determinedwhich controllerfaults are system-
functionally redundantwe can gradetheir importancebasedon
their effect on power. Of course,pover consumptionin the data-
pathdependon the specificdatausedin the computation.To get
an idea of the averagepower consumptionover a wide rangeof
testsets,a Monte Carlosimulationcanbe usedthefaulty circuitis
simulatedfor randomdatauntil the power cornverges. This is rea-
sonablein the absenceof knowledgeof the kind of datathat will
be usedfor a specificapplication.If afaulthasonly asmalleffect
on power, or evendecreasepower, it is of minor importancethe
fault is not detrimentalto the systems operation. If, on the other
hand theeffectonpoweris large,thefaultis animportantone. For
practicalpurposeswe mustchooseathresholdpercentageandsay
thatthe fault is importantif it causesa percentagehangebigger
thanthethreshold.

Before this approachfor detectingSFR faults can be practi-
cally applied,several difficulties mustbe overcome.First of all, it
mustbe possibleto measurehe power attributedto the controller
datapathpair. Testerscanmonitor power of a chip undertest. If
the datapath-controllepair is an embeddedore, we mustsome-
how separateutits power from the power of the restof the chip.
Powver managemerscheme&mplo/ed in large microchipscanbe
potentiallyusefulin this case.

Thesecondlifficulty is thatthethresholdmustbe chosenarge
enoughto accomodatenormal variationsin a cores pawer con-
sumption,dueto processvariationswhenthe chip wasfabricated,
environmentalvariations,et cetera. The smallerthe thresholdcan
bemadein practice the greateiis the percentagef SFRfaultsthat
canbedetectedwith thistechnique.

Thethird difficulty is thatwe mustbe surethatan SFRfault’s
effect on power is reasonablyconsistenfor differenttestsets.We
mustbeconfidentthatif a SFRfaultis deemedimportant” because
it significantlyincreasepower in the Monte Carlo simulation,we
will be ableto easilyfind a shorttestset, practicalto apply that
alsoshawvs alarge powerincrease.

6 Experimental Results

In this section,we demonstrat®ur approachusingthreeexample
circuits. The circuits have beensynthesizedrom high level de-
scriptionsusingthe SYNTEST synthesissystem[13]. The output
of SYNTESTis aregistertransferlevel datapattandstatediagram
controller Logic level synthesiss doneusingthe ASIC Synthe-
sizer from the COMPASS Design Automation suite of tools [7],
usinga finite statemachineimplementatiorfor the controllerand
basedon a0.8-micronCMOS library [18]. We could have filled in
the controllerdon't carespecificationso asto optimize power in
the datapathput we purposelydid not; to do sowould have made
our schemelook optimistically good, by making all SFR faults
causepower increases.All three example circuits have four bit
wide datapathsThefirst implementsa differentialequationsolver
andis a standardigh level synthesidbenchmarK11]. Thesecond
exampleis anotherhigh level benchmarkknown asthe FACET ex-
ample[11]. Thethird exampleevaluatesthe third degreepolyno-
mial az® + bz? + cz + d.

For eachexample, we employed the methodologydescribedn
Section5 to determinewhich of the faults within the controller
were system-functionallyedundanf{SFR).As shawvn in Table 2,
betweerl3%and21%of thefaultswithin thecontrollerwereSFR,
meaningthatthey cannotbedetectedy corventionalmeanswith-
out somehw altering the controllerdatapathpair. For theseex-
amplecircuits, remainingfaultswere system-functionallyrredun-
dant(SFI) andthereforecanbe caughtwith atestthatexerciseshe
controllerdatapattpairasanindivisible unit. Our examplecircuits
did notcontainary controllerfunctionallyredundan{CFR)faults;

Total Faults | SFRFaults | %FaultsSFR
Diffeq 284 37 13.0%
Facet 177 36 20.3%
Poly 207 28 13.5%

Table2: Breakdavn of controllerfaultsfor thethreeexamples.

the synthesiamethodusedfor the finite statemachinecontrollers
did notallow redundang

We next look atthe powver consumedby a datapattwhendriven
by a controllerthathasan SFRfault. Figure7(a) graphsresultsfor
the differential equationsolver. The solid horizontalline shavs
the power consumedy the datapathwhenthe controlleris fault-
free, 1679.35uW. All power valuesshawvn are derived via Monte
Carlosimulation,sothatthey represenpower over awide rangeof
randominput patterns Thetwo dashedinesshaw thethresholdat
which we detecta changein power; we have choserthe threshold
to be 5%, sotheselineslie at 1679.35uW - 5% and1679.35uW
+ 5%. All possibleSFR faultswithin the controllerlie alongthe
x-axis of the graph. The triangulardata points shav the power
consumedy the datapathin the presencef thefaults. Thefaults
have no inherentorder and have beenlisted herewith faultsthat
affect multiplexer selectlines only to the left of faultsthat affect
registerloadlines. Within eachgroup,thefaultsaresortedin order
of increasingpower. For this example,faults 1 through19 affect
only multiplexer selectinesandfaults20through37 affect register
loadlines. Theresultsfor thedifferentialequationsolver shav that
all of thefaultsthataffectonly multiplexer selectinesaretoo small
to be detectedgiven a 5% power toleranceband. Of the nineteen
faultsthataffect registerloadlines,fifteencanbe detected.

2050 T T T T T T

odo
2000 |- fault-free power —
1950 | power tolerance band (5%)--- -
= 1900 PS -
fcdod
= 1850 - 60O .
‘s 1800 | ©°° g
= 1750 T s B
& 1700} 0000%° " s0° -
1650 [ .o e
1600 |- g
1550 1 1 1 1 1 1 1
[0} 5 10 15 20 25 30 35 40
Index of fault
(a) Thedifferentialequationsolver.
1650 T T T T T T A
iggg : fault-free power A :
= power tolerance band (5%)--- o0
= 1500 - R -
S 1450 - o E
k) | OO |
% 1400 SO
S 1350 coo E
1300 - o°°% .
1250 o g
1200 1 1 1 1 1 1 1
(o] 5 10 15 20 25 30 35 40
Index of fault
(b) Thefacetexample.
2000 T T T T T
Pl
1950 |- fault-free power —
0, —_—
% 1900 power tolerance band (5%) > o N
= i1ssor- o T PRI E
o oo oooo®
2 1800} PR A dd B
& 1750}, o0°°°° -
i7o00f 1
1650 1 1 1 1 1
[0} 5 10 20 25 30

15
Index of fault
(c) The polynomialevaluator

Figure7: The effect of SFRfaultswithin the controlleron power
consumptiorin afour-bit wide datapattor threeexamples.



(+20.98%)

(+20.68%)

(+21.50%)

Monte Carlo Testsetl Testset2 Testset3

powerin uW | powerin uW | powerin uW | powerin uW
fault-free 1679.35 1658.42 1603.92 1573.05
fault1 1628.57 1613.09 1555.23 1533.07
(-3.02%) (-2.73%) (-3.04%) (-2.54%)
fault6 1680.35 1659.29 1604.44 1573.58
(+0.06%) (+0.05%) (+0.03%) (+0.03%)
fault21 1722.37 1714.02 1659.17 1629.84
(+2.56%) (+3.35%) (+3.44%) (+3.61%)
fault27 1833.40 1801.77 1749.36 1706.21
(+9.17%) (+8.64%) (+9.07%) (+8.47%)
fault 37 2031.66 2001.37 1948.72 1953.14

(+24.16%)

(a) selectedaultsfor thedifferen

ialequationsolver

Monte Carlo Testsetl Testset2 Testset3
powerin uW | powerin uW | powerin uW | powerin uW
fault-free 1778.33 1681.44 1655.54 935.48
fault12 1807.29 1727.53 1699.09 961.29
(+1.63%) (+2.74%) (+2.63%) (+2.76%)
fault15 1819.77 1732.47 1707.37 960.07
(+2.33%) (+3.03%) (+3.13%) (+2.63%)
fault 28 1974.30 1884.99 1862.05 1105.15
(+11.02%) | (+12.11%) | (+12.47%) | (+18.10%)

(b) selectedaultsfor the polynomialevaluator

Table3: Pawverin the presencef SFRfaultsfor differenttestsets
(percentagehangerom fault-freeshawvn in parentheses).

Resultsfor the facetexampleare shavn in Figure 7(b). The
facetexamplehasa total of thirty-six SFR faults; six affect only
multiplexer selectlines, andthirty affect registerloadlines. From
the graph,againwe seethatall six of faultsthataffect multiplexer
selectsarewithin the 5% power toleranceband,and so would not
be detected Twenty-sixof thethirty registerloadline faultswould
be detected. The facetexample hasseveral setsof registersthat
loadin parallel,andaredriven by the sameload line; this creates
the potentialfor a single SFR fault to affect mary registers,and
thereforecausea largeincreasen power.

Thepolynomialexampleresultsareshavn in Figure7(c). Here,
sixteenfaults affect only multiplexer selectlines. Again, none
causea big enoughincreaseto move out of the 5% power toler
anceband.Of thetwelve faultsthatcauseextraregisterloads,four
are caughtby the proposedmethod. The schedulefor this exam-
pleis suchthatmary variableshave relatively long lifespans.This
translatesnto relatively smallpower effectsfor the SFRfaults,be-
causeit is morelikely that a given extra load will occurduring a
lifespanandbedisruptive to the computation.

Oneimportantconsideratiomentionedn Sectionb, is whether
theeffectsof SFRfaultson pawer areconsistenfor differentshort
testsets.In orderto testthis hypothesiswe simulatedthe circuits
for threedifferenttestsets,eachwith 1200patterns We generated
thetestsetsby usingdifferentseeddn a TPGR,andwe purposely
choosea seedof almostall Os for the third testset, with theidea
thatthis testsetwould be lesspseudorandomSelectedesultsfor
thedifferentialequationsolver andpolynomialevaluatorareshavn
in Table3. Not all the faultsare shavn to save room. What we
foundis thatwhile power variesfor thedifferenttestsets especially
in the caseof the polynomial evaluatorandthe third testset, the
percentagacreaseverthefault-freecasds reasonablyonsistent
from testsetto testset. This meansthat given a testset,onecan
simulatethe circuit to find the fault-freepower, andusethatasa
basisfor the power-analysishasedault detectiormethod.

7 Conclusions

This paperexploresa methodfor detectingthe classof system-
functionallyredundantaultsin thecontrollerof acontrollerdatapath
pair. Thesefaultsdo not affect the IO behaior of the controller
datapatipair, andasaresultit is not possibleto detectthesefaults
with traditionalmethodsunlessthe controllerdatapatipair is bro-
ken apartduring testwith somekind of design-fortestability in-
sertion. Whenthe pair cannot be separatedor test,asis the case
for embeddedsystemsdesignedas hard cores,anotherapproach
is warranted. The proposedapproachis built on the fact thatthe
system-functionallyedundanfaultsdo changean importantana-
log characteristiof the systemiits pover consumptionThis work
shavs how apower analysiscanbe usedto detecthesefaultswith-
outmodifying theembeddedaorein ary way.
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