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In systemsconsistingof interactingdatapathsandcontrollers,the
datapathsandcontrollersaretraditionally testedseparatelyby iso-
lating eachcomponentfrom theenvironmentof thesystemduring
test. This is not possiblewhen the controller-datapathpair is an
embeddedsystemdesignedasa hardcore. This work facilitates
thetestingof controller-datapathpairsin a truly integrated fashion.
Thekey to theapproachis acarefulexaminationof thetypesof gate
level stuck-atfaults that canoccurwithin the controller. A class
of faults that areundetectablein an integratedtest by traditional
meansis identified. Thesefaultscreatefaulty but functional cir-
cuits.Theeffect of thesefaultson power consumptionis explored,
anda methodbasedon power analysisis givenfor detectingthese
faults.Analysisis givenfor threeexamplesystems.
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This work addressesthe problemof testingsystemsthat consist
of interactingdatapathsandcontrollers,andfacilitatesthe testing
of thesecontroller-datapathpairs in an integratedfashion. Typi-
cally, testingof datapathsand controllersis doneindependently,
ratherthanastwo partsof aninseparablepair. However, thesepa-
rationmaynot befeasiblein embeddedsystemdesignswherethe
controller-datapathis areusablecomponentor coreto beintegrated
in asystem-on-chip.Separatetestingdoesnotadequatelycover the
interfacebetweenthecontrollerandthedatapath.

Few, if any, designtools addressthe issueof how to testdat-
apathandcontroller in an integratedway. The main difficulty in
integratedtestingis theneedto propagatecontrollerfaultsthrough
thedatapathfor observation at thedatapathoutputs.In their work
on integratingcontrolleranddatapathtest,Dey et. al. observed
thatevenwhenthecontrolleranddatapathare100%testablesepa-
rately, thecombinationof themhasusuallymuchlower coverage.
Thisdegradation,in theiropinion,occursdueto thecorrelationand
dependency betweenthecontrolsignals[8].

In our recentwork [16] weaddressedtheproblemof integrated
test,andprovided a testsynthesismethodto allow the controller
to be easilytestedaspart of the integratedsystem.However, our
methodrequireddesign-for-testability insertionat the controller-
datapathinterface,andthereforeis not appropriatefor embedded
cores.In our work we cameacrossa new typeof system-level re-
dundantfault, originating in the controller, that while having no
functionaleffect yet producesan undesirablepower increasedur-
ing normalsystemoperation. This issuehasbeenthe motivation
andfocusof our presentwork. Thekey to our approachis a care-
ful analysisof thesystem-functionallyredundantfaults,which are
undetectablein any traditional test that treatsthe pair asan inte-
gratedsystem.Whatwe found is thatmany of thesefaultshave a
significant,measurableeffect ondynamicpower consumption.We
remarkherethatthesefaultscannotbecaughtby IDDQ techniques
[1], whichmeasurequiescentcurrent.�
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To thebestof our knowledgethis is thefirst work thatstudies
the effect of functionally redundantstuck-atfaultson power con-
sumptionduringnormaloperation.This is an importantissuefor
low power or portableembeddedsystems.Our contributionsare:
first, to provide a thoroughanalysisof the analognatureof these
otherwisedigital faults; and,second,to provide a test procedure
basedonpoweranalysisfor detectingthesefaultsandto suggestan
approachfor actuallyimplementingthis procedurein practice.

Therearemany well-known problemsin controlleroptimiza-
tion. basedon FSM decompositionandsynthesisthechniques[9],
[2]. A methodfor controllertesting[12] usestestregistersto sup-
port self-testablecontroller. A scan-basedcontrolleris reportedin
[6], anda dedicatedtestcontrolleris discussedin [14]. However,
noneof theseapproachesusea unifiedmodelto testthecontroller-
datapathpair. Instead,datapathandcontrolleraretestedseparately
in differenttestsessions.Thebasictestschemeis similar to what
[5] proposed.That is thecontrolleroutputsignalsaremultiplexed
with someor all of thedatapathprimaryoutputs,thus,makingthem
directly observable. Observingthe controlleranddatapathfaults
separately, in general,implies moretesttime (dueto separatetest
session)andmoreoverhead(dueto directobservationof each).

Recently, theeffect of controllerdesignonpower consumption
hasbeenexploredin [15]. Theworkof [3] usesspecialstateassign-
mentsto reducepower, while [4] addssomecombinationallogic to
the original controller to avoid inactive statetransitions. to block
theglobalclockandeffectively “turn off ” theinactive components
in thedatapath.
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Two approachescanbe taken to testinga controller-datapathpair.
Thefirst approachis to testthe datapathandcontrollerseparately
by splitting the pair during test. This approachcanachieve high
fault coverage,andso hasan advantagewhen the controller and
datapatharedesignedseparately. However, separatetestingdoes
not fully testthe interfacebetweencontrolleranddatapath.Also,
theapproachmaybeinfeasiblein embeddedcontrollersbecauseit
requiresa design-for-testability (DFT) insertionat the controller-
datapathinterfaceto accomplishthesplitting. In particular, it is not
possibleto modify an embeddedmoduledesignedasa hardcore.
In addition,evenwhenit is possibleto dotheDFT insertion,it may
causeanunacceptableincreasein thesystemcritical path.

Thesecondapproach,shown in Figure1, is to testthecontroller-
datapathpair in its entiretyasanintegrated,inseparableunit. This
approachis a necessityif the datapath-controlleraredesignedto-
getherasa reusablecomponentor coreto beembeddedin a larger
design. This is very importantin view of moderntrendsin VLSI
technology, which emphasizethe designreusabilityof embedded
systems.Oneobviousadvantageof integratedtestingis that it ac-
commodatestestingof thecontroller-datapathinterfacelinesall the
way into thedatapath;with a separatetest,no matterwherethein-
terfaceis split, thereis a potentialfor faultsbetweenthesplit and
thedatapaththatcannot becaughtduringeitherphaseof thesep-
aratetests. Previous work outlineshow to test a datapathin an
integratedtest[17]. However, it is muchmoredifficult to testthe
controllerin anintegratedtest;theeffectsof controllerfaultsmust
bepropagatedthrough thedatapathto thedatapathoutputsfor ob-
servation. Our earlierwork [16] developsa methodfor testingthe



start

done data out

data in

   TPGR

 MISR

CONTROL
Control

Status
DATAPATH

Figure1: IntegratedController-DatapathTesting

controllerin anintegratedscheme,but theapproachrequiressome
DFT insertion.

Themaindifficulty with anintegratedtestis thatevenif thedat-
apathandcontrolleraredesignedsoasnot to containredundancy
whentakenindividually, whenthey areintegratedinto acontroller-
datapathpair, redundanciesmaybeintroduced.Wedetailthis issue
in thenext section.Further, we remarkthatnot only arethe faults
maskedby thesenew systemlevel redundanciesdifficult to detect,
but they alsohave detrimentaleffectson thesystemoperation.In
particular, they cancausea significantincreasein dynamicpower
consumption.We believe this is an importantissuein embedded
systemdesign.In whatfollows we review severalfault classesthat
appearin a controller-datapathpair, aspresentedin [16].

We classify stuck-atfaults internal to the controller (Fig. 2)
basedon whethera fault affectsthefunctionalityof thecontroller.
By functionality, we meantheThis meanstheinput-outputbehav-
ior of thesynthesized controllerasit operatesin normalmode.Note
that a stuck-atfault within the controllermay causeoneor more
outputsof thecontrollerto changein oneor moretime stepsof the
controlflow.

controller-functionally
redundant faults

(CFR)

controller-functionally
irredundant faults

(CFI)

system-functionally
redundant faults

(SFR)

system-functionally
irredundant faults

(SFI)

Controller   Faults

Figure2: Classificationof controllerfaults.

Controller-functionally redundant or CFR faultsarefaultsthat
neveraffecttheoutputof thesynthesizedcontrollerin normalmode.
CFR faultscannot be caughtin eithera integratedtestor a inde-
pendenttest;they requiredesign-for-testabilityinsertionwithin the
controlleritself.

Controller-functionally irredundant or CFI faultsaffecttheout-
put of thecontrollerin at leastonetime stepwhenthecontrolleris
runningin normalmode.We furtherdivide theCFI faultsinto two
subgroups,basedonwhetherafaultaffectstheinput-outputbehav-
ior of thecontroller-datapathpair as a system. System-functionally
irredundant or SFI faultsarethosefaultsthatchangethefunction-
ality of the systemasa whole. It is possibleto catchthesefaults
with an integratedtest,sincea givenSFI fault affectsthedatapath
computationfor atleastsomecombinationsof datapathdatainputs.
System-functionally redundant or SFR faultsarethosefaultsthatdo
notaffect theinput-outputbehavior of thesystem,eventhoughthey

controller-functionally irredundant (CFI) faults

locally redundant faults locally irredundant faults

globally redundant faults (SFR) globally irredundant faults (SFI)

Figure3: Locally andglobally redundantfault classes.

did affect the input-outputbehavior of thecontroller. It is not pos-
sibleto detectSFRfaultsby monitoringtheoutputof thedatapath.

We note that all CFI faults in the controller changethe con-
trol signalsgoing into the datapath.However, somechangesare
suchthat theregistertransferlevel operationof thedatapathis not
affected. Thesefaultscanbe consideredlocally redundant in the
sensethat they at no time changethe contentsof any register in
thedatapathfrom whatthecontentswouldbein thefault-freecase.
Clearly, thesefaultsdo not affect thefunctionof thedatapath,and
arethereforealsoglobally redundant or SFR.Still othercontrolline
changescausea changein the contentsof someregisterat some
time; thesefaults can be consideredlocally irredundant. As we
shallseein Section3, a locally irredundantfaultmayturnout to be
eitherglobally redundant (SFR)or globally irredundant (SFI),de-
pendingonwhetherthatlocalchangeis propagatedto thedatapath
outputs.This distinctionis illustratedin Figure3.
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A CFI fault within thecontrolleraffectsoneor morecontrol lines
in oneor moretime steps. It may affect multiplexer selectlines,
register load lines, or both. We refer to a changein a singlecon-
trol line in a singlecontrol stepasa control line effect. To deter-
mine whethera singlestuck-at-fault within the controller is SFR,
wemustlook at theinteractionof all thecontrolline effectscaused
by thestuck-atfault.
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In any giventime step,amultiplexer is eitheractive, i.e., its output
is beingusedin a computationthatwill bewritten to a register, or
inactive, i.e., its outputis discarded.
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Figure4: Onefunctionalblock definingourdatapathstyle.

Referringto Figure4, if themultiplexer is active, a registerat
theALU’ s outputloadstheresultof thecomputationat theendof
the time step. During time stepswhen the multiplexer is active,
its selectlinesare“cares” in thesensethatany changein a select
line will causean operationto be doneon incorrectdata,thereby
causingachangein theresultsof thecomputation.Unlessthedata-
pathis itself redundantany controlline effect thatchangesa“care”
specificationof a multiplexer selectline is SFI.



In time stepswhenthemultiplexer is inactive, thecorrespond-
ing ALU is also inactive, andno registerat the ALU’ s output is
loaded.@ In thesetime steps,theselectlinesfor themultiplexer are
“don’t cares”. Dependingon how the controllerwassynthesized,
the selectlines will be either0s or 1s. The computationresult is
never written to any register, thereforedoesnot affect the func-
tion performedby the datapath. Thus, a control line effect that
changesa “don’t care”specificationon a multiplexer selectline is
SFR.Whetherthe fault that causedthe control line effect is also
SFRdependson whetherit alsocausesanothercontrol line effect
involving theoutputregister.
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Considera datapathregister F in a datapathfor which a computa-
tion requiresG time steps.In general,a numberof variablesof the
dataflow areboundto theregister, andin any giventimestepfrom
1 to G , the registeris eitherlive, i.e., currentlystoringsomevari-
ablefrom thedataflow, or idle, i.e.,notcurrentlystoringavariable.
Eachvariableboundto theregisterhasa lifespan startingfrom the
endof timestepin whichthevariableis loadedinto theregisterand
endingat thebeginningof thetimestepin which thevariableis last
readfrom theregister. In Figure5(a),theregisterhastwo variables
boundto it, and thereforetwo live periodsor lifespans;the first
extendsfrom HJILK to F=INM , andthesecondextendsfrom HOINM toF?I;P . If thedatapathis itself not redundant,we canconsiderthat
any datastoredin a registerwhile the register is live is crucial to
thecomputation.

Control line effectsthatchangeregisterloadlinesfall into two
categories: thosethat causethe load line to be a 0 in sometime
stepwhen it shouldbe a 1, thus skipping a load, and thosethat
causethe load line to be a 1 in sometime stepwhenit shouldbe
a 0, thuscausinganextra load. Any control line effect thatcauses
a register load to be skippedis SFI; sincethe result of a crucial
computationis never written, the computationtaking placein the
datapathis irretrievably disrupted.Thus,any controller fault that
causesa controlline effect of this typeis alsoSFI.

A controlline effect is disruptive if it causesamis-readof some
variablein thedatapathcomputation,andnon-disruptive otherwise.
Clearly, a control line effect is non-disruptive if it causesanextra
load in a time stepwhenthe registeris idle. For example, HJINQRK
in Figure5(b) is non-disruptive. Sucha control line effect writes
garbagedatainto theregister, but doesnotoverwriteavariable,and
thereforedoesnot affect thedatapathcomputation.Sucha control
line effect is SFR.

RD 4LD 1 RD 1 RD 2

LD f1 LD f2 LD f3

LD 2 RD 3

LD f4

f4  lifespanf3  lifespanf2  lifespan(b)

LD1 lifespan

LD 1 RD 1 RD 2 LD 2 RD 4RD 3

(a)

LD1 lifespan

LD2 lifespan

LD2 lifespan

Figure5: Variablelifespansandregisterloadline fault effects

A controlline effect thatcausesanextra loadis potentially dis-

ruptive if the load occurswithin a lifespanof F ; in Figure5(b),HJINQSM , HJINQ�T , and HOINQUP fall into this category. In orderto de-
terminewhethertheeffect is disruptive,wehave to look at thenext
readof theregister. Thecontrol line effect itself hasa lifespanthat
lastsuntil eitherthe time of the next control line effect that loads
that register, or the end of the variable lifespan. When the next
control line effect happens,the register is loadeda secondtime,
so the data loadedby the first control line effect is overwritten.
Whenthishappens,wesaythatthefirst controlline effectbecomes
non-disruptive. This is the casefor HJINQSM in Figure5(b), which
becomesnon-disruptive when HOINQ�T arrives. When the variable
lifespanends,thevariablethatthecontrol line effect disruptsis no
longerneeded,so thecontrol line effect canhave no furthereffect
on thedatapathcomputation.

At thereadof theregister, we candeterminewhethera poten-
tially disruptive control line effect is disruptive or non-disruptive.
We mustlook at thespecificdatainvolvedto seewhetherthedata
readis incorrect.This is thecasefor HJINQ�T in Figure5(b), which
is still potentiallydisruptive at F=ILK . Thedatabeingwritten to the
registercanbe tracedat the registertransferlevel; notethat it de-
pendson the multiplexer selectlines, which may alsobe affected
by control line effects. Thereare two possibilities. For the first
case,theextra loadwritesgarbageto theregister. Theloadupsets
thedatapathcomputation,becausethereadreferencesthegarbage
data.Hence,thepotentiallydisruptive control line effect becomes
disruptive. For thesecondcase,theextra loadservessimply to re-
write avariableunchanged.Here,thepotentiallydisruptivecontrol
line effect becomesnon-disruptive.
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In orderto determinewhethera givenfault within thecontrolleris
SFR,we mustlook at the interactionsof all the the fault’s control
line effects.If any onecontrolline effectcausedby thefault is SFI,
thefault is SFI.If everycontrolline effectcausedby afault is SFR,
the fault is SFR.We cautionherethat onecontrol line effect can
changewhetheranothercontrol line effect is disruptive; whether
anextra registerload is writes in a garbagevaluedependswhat is
beingroutedto theregisterthroughthemultiplexersabove it. This
in turn may be affectedby control line effectson the multiplexer
selectlines.
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Although SFRfaultshave no effect on systemfunctionality, they
may have other detrimentaleffects in the systemoperation. In
particular, they maycausea significantincreasein thesystemdy-
namicpower consumption.SFR faultsaffecting selectlines will
changepower consumedin the multiplexersandarithmeticlogic
units,whereasSFRfaultsaffectingregisterloadlinescauseunnec-
essaryloadingof unusedvalues,increasingthepowerconsumption
of theregistersandany combinationallogic drivenby thoseregis-
ters. In essence,sucha fault underminesthe gatedclock scheme
usedfor low power design.Thissectionusesexamplesto illustrate
theeffect of SFRfaultson power consumption,referringto Fig. 6.` Faults affecting multiplexer select lines. A control line ef-
fect involving a multiplexer selectline during time step a is SFR
only whenthemultiplexer selectis a “don’t care”andthe register
is not loadedin thattime step.In Figure6, if we assumethat b , c ,
and d donotchangebetweentimes a�efK and a , andthatin thefault-
freecasethemultiplexer selectline hasalsobeendesignedto stay
at ‘0’ for bothtime steps,thenin thefault-freecasethereis no en-
ergy consumedin themultiplexer andarithmeticlogic unit in time
step a ; the inputsto thecombinationallogic do not changeastime
step a^egK endsandtime step a begins. Theblock computesbAhid
throughoutbothtimesteps.However, if fault QRK actsto changethe
multiplexer selectline to ‘1’, additionalenergy will be consumed
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in time step a ; the block computesbLhjd in time step aDekK , but
computesc=h4d in time stepa .

For realcircuits,it is not alwaysthecasethat b , c and d donot
changebetweentime stepsa[e_K and a ; whetherthey do depends
on the register bindings. In addition, the controller may not be
designedsothat themultiplexer selectline staysat ‘0’ throughout
thetwo timesteps;while thisdesignchoiceis bestin termsof fault-
free power consumptionin the datapath,the controllermay have
beendesignedwithout takingpower into account.For this reason,
we cannot guaranteethatcontrol line effectson multiplexer select
linesalwayscauseanincrease in power. As weshallseein Section
6, power dueto theseeffectscangoeitherupor down.` Faults affecting register load lines. Again usingFigure6,
an SFRfault QSM causesa register F?l to do an extra load in time
step a . This loadmayserve to re-loadthesamedataa secondtime
or may loadnew datain someway thatdoesnot affect theoverall
operationof the datapath.In eithercase,the register requiresno
energy in time-stepa in the fault-freecase,but requiresadditional
energy in thefaulty case.Thus,in thecaseof SFRfaultsaffecting
registerloadlines,we areguaranteedthatpower consumptionwill
increase,not only in theaffectedregister, but alsoin thecombina-
tional circuitry drivenby thatregister.

To betterillustratetheeffect of SFRfaultson power consump-
tion, weuseanexampledesignthatimplementsadifferentialequa-
tion solver. The designhaseleven register load lines, for F?mAnAK
throughF=monAKBK , andsevenmultiplexerselectlines, prqDK throughprq5s . The control flow has10 states: tuq[K through tuq^v , plus a
RESETstateandaHOLD OUTPUTstate.Theexamplehasatotal
of 37 SFRfaults. We show somerepresentative onesin Table1.
Wewerecarefulto chooseafaultsthatshow thefull rangeof effect
on power for this example,from fault 1, which causesthe largest
decreasein power, to fault 37, which causesthe largestincrease.
(A graphof all faultscanbe found in Section6.) For eachfault,
we summarizethecontrol line effectscausedby the fault, andthe
changein power consumptionfor thedatapath.

We alsoexperimentedby simulatingthe differential equation
solver while addingasmany control line effectsaspossiblewhile
still not disruptingthedatapathcomputation.Thepower increased
by over 200%over the fault-freecase.While it is highly unlikely
that a singlestuck-atfault within the controllercould causesuch
an extremeincreasein power, this doesrepresenta “worst case”
scenariopossiblewith multiple faults.

We have thefollowing observations.

` Although SFRfaultsare“digital” stuck-atfaultswithin the
controller, their only effect on the circuit is of an “analog”
nature:a changein power consumption.

` The sizeof the power changevaries. Faultsaffecting only
multiplexer selectlines generallyhave small power effects,

Control line effects Power mW % increase

fault-free – 1.679 –
fault 1 1. MS3 changesin CS5 1.628 -3.02%

2. MS3 changesin CS7
fault 6 1. MS2 changesin CS3 1.680 0.06%
fault 21 1. REG11: extra loadin CS2 1.722 2.56%

2. REG11: extra loadin HOLD
3. MS3 changesin HOLD

fault 27 1. REG3: extra loadin CS1 1.833 9.17%
2. REG3: extra loadin CS5
3. REG3: extra loadin CS7
4. REG3: extra loadin CS8

fault 37 REG5,6, 8, and9 loadin 2.031 20.98%
all controlsteps

Table 1: The effect of system-functionallyredundantfaults on
powerconsumptionfor 4-bit implementationof adifferentialequa-
tion solver.

up or down. Faultsaffectingregisterload linescausean in-
crease.Theincreasein power canbecomequitelargeif sev-
eral registerssharea load line, or if a fault causesmultiple
extra loadsin differenttime steps.

` SFR faults can be gradedin termsof their importanceby
experimentallyestablishing(throughsimulation)whichones
havealargedetrimentaleffectonpower. These“powerfaults”
canbedetectedbyatestprocedureinvolvingpowermeasure-
ment.
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The methodfor determiningwhethera particularfault is SFR is
basedon theanalysisof theprevioussection.However, asapracti-
cal matter, we canconsiderablyreducethe numberof faults that
must be analyzedby using a fault simulation to prove many of
thefaultssystem-functionallyirredundant(SFI) in apre-processing
step.Thefollowing stepsaretaken:

1. Do a fault simulationof theentiresystem(datapathandcon-
troller) usingpseudorandomdatageneratedby a TPGRfor
the datapathdatainputs. Remove any controller faultsde-
tectedduring this simulationfrom considerationasSFI. For
sometestpatterngeneratedby theTPGR,thefaultcausesthe
datapathto produceanincorrectoutput.

2. Of theremainingcontrollerfaults,remove any faultsthatare
clearlySFI,but werenot detectedduringthesimulationdue
to the limitations of the simulator. For example,the GEN-
TESTsimulatorwe used[10] will marka stuck-at-0on the
register load line of a primary outputregisteraspotentially
detected,rather than as detected. When the register load
line is stuck-at-0,theregisternever loads.In thesimulation,
the register’s contentsremainunknown throughoutthe test;
therefore,thesimulatorcannot tell whetherthecontentsdif-
fer from thefault-freevalue. However, asa practicalmatter
weknow thatsucha faultwill alwaysbedetected.In thereal
circuit, theregisterwill keepwhatevervalueit hadatboot-up
throughoutthe testsession.Sincewe expectthe registerto
take on a wide rangeof values,we know that at sometime
steptherewill bea mismatch.

3. For eachcontrollerfault thatremains,inject thefault into the
controllerandsimulatethecontrollerto determinethefault’s
effect on thecontrolleroutputs.If the fault doesnot change
at leastonecontroller output in at leastone time step,the
fault is controller-functionally redundant(CFR),andshould
beremovedfrom consideration.



4. Analyzethe remainingcontrollerfaults to determinewhich
areSFR,usingthemethodoutlinedin theprevioussection.

Oncewe have determinedwhich controller faultsaresystem-
functionally redundant,we can gradetheir importancebasedon
their effect on power. Of course,power consumptionin thedata-
pathdependson thespecificdatausedin thecomputation.To get
an idea of the averagepower consumptionover a wide rangeof
testsets,aMonteCarlosimulationcanbeused;thefaultycircuit is
simulatedfor randomdatauntil thepower converges. This is rea-
sonablein the absenceof knowledgeof the kind of datathat will
beusedfor a specificapplication.If a fault hasonly a smalleffect
on power, or evendecreasespower, it is of minor importance;the
fault is not detrimentalto the system’s operation.If, on the other
hand,theeffectonpower is large,thefault is animportantone.For
practicalpurposes,wemustchooseathresholdpercentage,andsay
that the fault is importantif it causesa percentagechangebigger
thanthethreshold.

Before this approachfor detectingSFR faults can be practi-
cally applied,severaldifficultiesmustbeovercome.First of all, it
mustbepossibleto measurethepower attributedto thecontroller-
datapathpair. Testerscanmonitor power of a chip undertest. If
the datapath-controllerpair is an embeddedcore,we mustsome-
how separateout its power from thepower of therestof thechip.
Power managementschemesemployedin largemicrochipscanbe
potentiallyusefulin thiscase.

Theseconddifficulty is thatthethresholdmustbechosenlarge
enoughto accomodatenormal variationsin a core’s power con-
sumption,dueto processvariationswhenthechip wasfabricated,
environmentalvariations,et cetera.Thesmallerthe thresholdcan
bemadein practice,thegreateris thepercentageof SFRfaultsthat
canbedetectedwith this technique.

The third difficulty is thatwe mustbesurethatanSFRfault’s
effect on power is reasonablyconsistentfor differenttestsets.We
mustbeconfidentthatif aSFRfault isdeemed“important”because
it significantlyincreasespower in theMonteCarlosimulation,we
will be able to easilyfind a short testset,practicalto apply, that
alsoshows a largepower increase.
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In this section,we demonstrateour approachusingthreeexample
circuits. The circuits have beensynthesizedfrom high level de-
scriptionsusingtheSYNTESTsynthesissystem[13]. Theoutput
of SYNTESTis a registertransferlevel datapathandstatediagram
controller. Logic level synthesisis doneusingthe ASIC Synthe-
sizer from the COMPASS DesignAutomationsuite of tools [7],
usinga finite statemachineimplementationfor thecontrollerand
basedon a 0.8-micronCMOSlibrary [18]. We couldhave filled in
the controllerdon’t carespecificationssoasto optimizepower in
thedatapath,but we purposelydid not; to do sowould have made
our schemelook optimistically good, by making all SFR faults
causepower increases.All threeexamplecircuits have four bit
wide datapaths.Thefirst implementsa differentialequationsolver
andis a standardhigh level synthesisbenchmark[11]. Thesecond
exampleis anotherhigh level benchmarkknown astheFACET ex-
ample[11]. The third exampleevaluatesthe third degreepolyno-
mial �(b l h���b2�5h���bAh�� .

For eachexample,we employedthemethodologydescribedin
Section5 to determinewhich of the faults within the controller
weresystem-functionallyredundant(SFR).As shown in Table2,
between13%and21%of thefaultswithin thecontrollerwereSFR,
meaningthatthey cannotbedetectedby conventionalmeanswith-
out somehow altering the controller-datapathpair. For theseex-
amplecircuits,remainingfaultsweresystem-functionallyirredun-
dant(SFI)andthereforecanbecaughtwith atestthatexercisesthe
controller-datapathpairasanindivisibleunit. Ourexamplecircuits
did notcontainany controller-functionallyredundant(CFR)faults;

TotalFaults SFRFaults %FaultsSFR
Diffeq 284 37 13.0%
Facet 177 36 20.3%
Poly 207 28 13.5%

Table2: Breakdown of controllerfaultsfor thethreeexamples.

the synthesismethodusedfor the finite statemachinecontrollers
did notallow redundancy.

Wenext look at thepowerconsumedby adatapathwhendriven
by a controllerthathasanSFRfault. Figure7(a)graphsresultsfor
the differential equationsolver. The solid horizontal line shows
the power consumedby the datapathwhenthe controller is fault-
free,1679.35uW. All power valuesshown arederived via Monte
Carlosimulation,sothatthey representpoweroverawiderangeof
randominput patterns.Thetwo dashedlinesshow thethresholdat
which we detecta changein power; we have chosenthe threshold
to be 5%, so theselines lie at 1679.35uW - 5% and1679.35uW
+ 5%. All possibleSFRfaultswithin the controller lie alongthe
x-axis of the graph. The triangulardatapoints show the power
consumedby thedatapathin thepresenceof thefaults. Thefaults
have no inherentorder, andhave beenlisted herewith faults that
affect multiplexer selectlines only to the left of faults that affect
registerloadlines.Within eachgroup,thefaultsaresortedin order
of increasingpower. For this example,faults1 through19 affect
only multiplexerselectlinesandfaults20through37affect register
loadlines.Theresultsfor thedifferentialequationsolvershow that
all of thefaultsthataffectonly multiplexerselectlinesaretoosmall
to bedetected,givena 5% power toleranceband.Of thenineteen
faultsthataffect registerloadlines,fifteencanbedetected.
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(a)Thedifferentialequationsolver.
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(b) Thefacetexample.
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(c) Thepolynomialevaluator.

Figure7: Theeffect of SFRfaultswithin thecontrolleron power
consumptionin a four-bit widedatapathfor threeexamples.



MonteCarlo Testset1 Testset2 Testset3
power in uW power in uW power in uW power in uW

fault-free 1679.35 1658.42 1603.92 1573.05
fault 1 1628.57 1613.09 1555.23 1533.07

(-3.02%) (-2.73%) (-3.04%) (-2.54%)
fault 6 1680.35 1659.29 1604.44 1573.58

(+0.06%) (+0.05%) (+0.03%) (+0.03%)
fault 21 1722.37 1714.02 1659.17 1629.84

(+2.56%) (+3.35%) (+3.44%) (+3.61%)
fault 27 1833.40 1801.77 1749.36 1706.21

(+9.17%) (+8.64%) (+9.07%) (+8.47%)
fault 37 2031.66 2001.37 1948.72 1953.14

(+20.98%) (+20.68%) (+21.50%) (+24.16%)
(a)selectedfaultsfor thedifferentialequationsolver

MonteCarlo Testset1 Testset2 Testset3
power in uW power in uW power in uW power in uW

fault-free 1778.33 1681.44 1655.54 935.48
fault 12 1807.29 1727.53 1699.09 961.29

(+1.63%) (+2.74%) (+2.63%) (+2.76%)
fault 15 1819.77 1732.47 1707.37 960.07

(+2.33%) (+3.03%) (+3.13%) (+2.63%)
fault 28 1974.30 1884.99 1862.05 1105.15

(+11.02%) (+12.11%) (+12.47%) (+18.10%)

(b) selectedfaultsfor thepolynomialevaluator

Table3: Power in thepresenceof SFRfaultsfor differenttestsets
(percentagechangefrom fault-freeshown in parentheses).

Resultsfor the facetexampleareshown in Figure7(b). The
facetexamplehasa total of thirty-six SFRfaults; six affect only
multiplexer selectlines,andthirty affect registerload lines. From
thegraph,againwe seethatall six of faultsthataffect multiplexer
selectsarewithin the5% power toleranceband,andsowould not
bedetected.Twenty-sixof thethirty registerloadline faultswould
be detected.The facetexamplehasseveral setsof registersthat
load in parallel,andaredriven by thesameload line; this creates
the potentialfor a single SFR fault to affect many registers,and
thereforecausea largeincreasein power.

Thepolynomialexampleresultsareshown in Figure7(c). Here,
sixteenfaults affect only multiplexer select lines. Again, none
causea big enoughincreaseto move out of the 5% power toler-
anceband.Of thetwelve faultsthatcauseextra registerloads,four
arecaughtby the proposedmethod. The schedulefor this exam-
ple is suchthatmany variableshave relatively long lifespans.This
translatesinto relatively smallpower effectsfor theSFRfaults,be-
causeit is morelikely that a given extra load will occurduring a
lifespanandbedisruptive to thecomputation.

Oneimportantconsiderationmentionedin Section5, iswhether
theeffectsof SFRfaultsonpower areconsistentfor differentshort
testsets.In orderto testthis hypothesis,we simulatedthecircuits
for threedifferenttestsets,eachwith 1200patterns.We generated
thetestsetsby usingdifferentseedsin a TPGR,andwe purposely
choosea seedof almostall 0s for the third testset,with the idea
that this testsetwould be lesspseudorandom.Selectedresultsfor
thedifferentialequationsolverandpolynomialevaluatorareshown
in Table3. Not all the faultsareshown to save room. What we
foundis thatwhile powervariesfor thedifferenttestsets,especially
in the caseof the polynomialevaluatorandthe third testset, the
percentageincreaseoverthefault-freecaseis reasonablyconsistent
from testsetto testset. This meansthat given a testset,onecan
simulatethe circuit to find the fault-freepower, andusethat asa
basisfor thepower-analysisbasedfault detectionmethod.
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This paperexploresa methodfor detectingthe classof system-
functionallyredundantfaultsin thecontrollerof acontroller-datapath
pair. Thesefaultsdo not affect the IO behavior of the controller-
datapathpair, andasa resultit is not possibleto detectthesefaults
with traditionalmethodsunlessthecontroller-datapathpair is bro-
ken apartduring test with somekind of design-for-testability in-
sertion.Whenthepair cannot beseparatedfor test,asis thecase
for embeddedsystemsdesignedas hard cores,anotherapproach
is warranted.The proposedapproachis built on the fact that the
system-functionallyredundantfaultsdo changean importantana-
log characteristicof thesystem:its powerconsumption.Thiswork
showshow apoweranalysiscanbeusedto detectthesefaultswith-
outmodifying theembeddedcorein any way.
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