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Abstract!

Theeconomicaviability of thereusableore-basedesignparadigm
depend®nthedevelopmenibf techniquegor intellectualproperty
protection.We introducethefirst dynamicwatermarkingechnique
for protectingthe value of intellectualpropertyof CAD andcom-
pilation tools and reusablecore components.The essencef the
new approachis the addition of a setof designandtiming con-
straintswhich encodeghe authors signature.The constraintsare
selectedn sucha way thatthey resultin minimal hardware over-
headwhile embeddinghesignaturevhichis uniqueanddifficult to
detectremove andforge. We establistthefirst setof relevantmet-
rics which formsthe basisfor the quantitatve analysis evaluation,
andcomparisorof watermarkingechniquesWe developageneric
approactHfor signaturedatahiding in designswhich is applicable
in conjunctionwith anarbitrarybehaioral synthesigask,suchas
schedulingassignmentallocation,andtransformationsError cor-
rectingcodesare usedto augmenthe protectionof the signature
datafrom tamperingattempts.On a large setof designexamples,
studiesindicatethe effectivenessof the new approachin a sense
thatthesignaturedata,which arehighly resilient,difficult to detect
andremove, andyet easyto verify, canbe embeddedn designs
with very low hardwareoverhead.

1 Intr oduction

1.1 Motivation

Reusablecoresrecentlyemeged as one of the mostvisible and
importantcomponent®n which future designapproachesvill be
based. Exponentialgrowth of both applicationsandimplementa-
tion technologyhave outpacedhe designproductvity of thetra-
ditional synthesiprocess.Thereis a wide consensughatthrough
reuseof optimizedcoreshedemandsf applicationsandultralarge
scaleintegrationwill bematchedBothindustryandacademidave
expressed greatintereston wayshow to conductcore-basedle-
signs.Forexample all CAD vendorsandmajority of designhouses
andsiliconfoundriesjoinedthe Virtual Soclet Initiative [7].
Thereis anothemwide consensuthatviability of the new tech-
nology dependsn the developmentof soundmechanismsor in-
tellectualpropertyprotection(IPP) [6, 7]. Althoughtherearesev-
eral forms of protectionavailable for intellectual propertyin the
electronicdesignautomatiorindustrywhichincludepatentscopy-
rights,maskworks,trademarkandtradesecret$4], all thesemeth-
odsareinsufiicientand/orinapplicabléor intellectualpropertypro-
tection of reusablecores. In the last few yearsnumerouswater
markingor signaturehidingtechnique$ave beenproposedor im-
age,video, voice andtext data[1]. However, thesetechniquesio
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not provide an adequatesolutionfor designintellectual property
protection.Most of thesetechniqueslter a large numberof com-
ponentsin the object[1]. While in multimediathis alterationis
invisible to humaneyes,in designsaandCAD toolsit will have un-
acceptablémpacton thefunctionalityandcorrectness.

We proposea new approachwhich is specifically developed
for intellectualpropertyprotectionof designsandCAD tools. The
approachembeddistributedencodedmessages deepstructural
propertyof designsat all levels of designprocesswith minimal
hardwareoverheadvhile maintainingthecorrectnesandfunction-
ality of designs.CAD tools areprotectedn the sameway by em-
beddingsignaturesn designghatthey produce.lt is basedonthe
key propertyof designspaceexplorationin behaioral synthesis
suchthattherearenumerousompetitve solutions.Theideais to
selectoneof the competitie solutionswhich encodes signature.
Searchingor suchsolutionwith the embeddedsignatureis diffi-
cult, if notanimpossibletask. However, generatingsucha design
thatsatisfieghe original specifiedconstraintsaswell asadditional
watermarkingconstraintss botheasyandtime efficient.

1.2 Motivational Example

To illustratethe key ideasbehindthe new approachwe consider
thedesignshavn in Figurel. The designis a 4th ordercontinued
fraction infinite impulserespons€CF IIR) filter [3]. Figure1(a)
shaws the control dataflow graph (CDFG) for the filter. Figure
1(b) presentsts scheduledCDFGin 10 controlsteps.

Valuesthataregenerated onecontrolstepandusedin alater
stepmustbe storedin a register during the intermediatecontrol
steps.A variableis live betweerthetime it is generatedwritten)
andthelastuse(read)of it. Thisintenal is calledthe lifetime of
thevariable. Two variableswhoselifetimes do not overlapcanbe
storedin the sameregister Theinterval graph[12] is constructed
suchthatfor eachvariable,a nodeis madein the graphandtwo
nodesareconnectedf thelifetimesof the correspondingariables
overlap. Registerassignmentanbe performedby coloringthein-
tenval graph,whichis anNP-completdask[5].

The intenval graphfor our exampleis shawvn in Figure 1(c).
Sincethereareseveralcliquesof size5 (for examplevl, v12, v14,
v16, v18), we needat least5 colorsfor the graph. An optimal
coloring solutionwith 5 colors (White, Black, Green, Red, and
Yellow) is shavn in Figure1(c). Figure 1(d) shavs the resulting
datapathand control with 1 adderand 1 multiplier after register
assignmenareperformed.n additionto theoptimality in termsof
thenumberof registers the controlanddatapaths embeddedvith
awatermark,*A7”, which is extremelydifficult to detectwithout
knowing the encodingrules. We shaved this watermarked design
to mary designersn industryandresearchers academiandno
onewasableto detecttheembeddedvatermark.

Theessencef thenew approacths theadditionof a setof extra
constraintavhich encodeghe authors signature.For the register
assignmenproblem,the extra constraintsareimposedsuchthata
setof variablesareforcedto be storedin differentregisterswhich
resultin extraedgesn theinterval graph.Theintenal graphalong
with the extra edgeds shawn in Figure2(a).

We assumehe ASCII encodingfor thecharacterso beusedn
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(c) Coloredinterval (d) Controlanddatapatlembeddeadvith a signa-
graph ture“A7”

Figurel: Watermarkingtth orderCF IR filter

watermarking.7 bits areusedto encodea charactein the ASCII
code.All thenodedn theinterval grapharesortedandnumberedn
theincreasingorderof thelengthof their lifetimes. In theincreas-
ing orderof nodenumbersgachnodeis consideredor embedding
asinglebit. Eachconsecutie 7 addededgesepresena character
in the ASCII code. After all the nodesare consideredwe repeat
theprocesdrom thefirst nodein the order For eachbit in thewa-
termark,the terminalnodeis chosensuchthat the terminal node
numberrepresentshe bit value. To embedl, the terminalnodeof
theaddededgeshouldhave oddnumber To embed), theterminal
nodeof the addededgeshouldhave even number The first fea-
sible nodein theincreasingorderof nodenumbers startingfrom
the positionright aftertheterminalnodeof thelastedgeadded;s
selectedhsthe terminalnodeto embedthe bit value. This scheme
is to add extra edgesmoreevenly in the graph. The addededges
with theirencoded/aluesfor ourexampleareshawvn in Figure2(b).
They encodeg10000010110111t binarywhichis equalto “A7”
in the ASCII code.

The probability that ary register assignmentnethodwill re-
sultin the samesolutionwith the watermarkis extremelylow for
graphswith reasonablymary nodes. For example, the intenal
graphin Figurel1(c) has35 uniquecoloringsolutionswith 5 colors.
Therefore thereis 2.9% chancehatary goodregisterassignment
methodfinds the samesolution, if we assumeuniform probabil-
ity for all possible5-color solutions. Consideringhattheintenal
graphconsistsof only 19 nodesthe numberis low. Evenfor this
smallexample,we wereableto embeda fairly large signature.In
Section5, we shav thatthereareexponentiallymary competitve
solutionsfor thegraphswith arelatively low numberof nodesWe
emphasizénerethatthe proposechpproachametsandis progres-
sively moreeffective for largedesigns.
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(a) Coloredinterval graphwith
theextraedgesadded

(b) Extra edgeswith encoded
values

Figure2: lllustratedexplanationhow the signaturé’A7” is embed-
dedin theregisterassignmensolutionshavn in Figure1(c)

1.3 Reseach Objectives

We introducethe dynamicwatermarkingtechniquefor protecting
intellectualpropertyof CAD toolsandreusablecorecomponents,
especiallytargettingbehaioral synthesis.The essencef the new
approachss the additionof a setof designandtiming constraints
asa preprocessinglesignstepwhich encodethe signatureof the
author Thetechniquéds dynamicin the sensehatthe watermark-
ing constraintarechoserasapreprocessingtepbeforethedesign
is performedandthusinfluencethe final design. The constraints
areselectedn suchaway thatthey resultin the minimal overhead
in area,throughput testability and/orpower consumptionwhile
embeddinghesignaturewvhichis uniqueanddifficult to detectand
remove. Theideais basedon the key property of designspace
explorationin behaioral synthesisvhich consistof severalinter-
dependenNP-completesubtaskswherethereare mary competi-
tive solutionswith similar quality.

The proposedtechniquehasa spectrumof importantunique
properties. The approachprovides the quantitatve treatmentof
theintellectualpropertyprotection.Thetechniquds transparento
manualandautomaticdesignprocesseandthereforecanbe used
in conjunctionwith ary availableor future setof designtools. The
generictechniquds applicableto all designsteps.It alsoprovides
the designerghe ability to embedtheir signatureseasilyin mary
differentways. Anothernovelty is the connectiorof watermarking
to errorcorrectingcodes.

We believe that simplicity, strength,low hardware overhead,
distributive nature yesilienceagainstamperingandcompletetrans-
pareng will make theproposedechniquehemethodof choicefor
industrialstrengthprotectionof designs CAD tools, andalgorith-
mic intellectualproperty The methodalso builds conceptuabnd
algorithmic foundationfor future researchon designintellectual
propertyprotection.

1.4 Paper Organization

The restof the paperis organizedin the following way. In the
next sectionwe outlinethe relatedwork. In Section3, thefirst set
of relevant metricsfor the quantitatve analysisof watermarking
techniquess establishedln Sectiond, agenericapproacHor data
hiding in designis described We demonstrat¢he effectivenesof

the approachoy applyingit to registerassignmenin Section5. In

Section6, the approactis alsoappliedto several otherbehaioral

synthesigasks,suchas schedulingand transformations.Finally,

we concludeby summarizinghekey contritutions.



Initial Design

Transformationg For each synthesis task

If the watermark is to be embedded
Do {
Determine the signature
Determine the encoding scheme
Evaluate the scheme
} Until (satisfactory)

Template Mapping
Scheduling
Allocation/Binding|

Logic Synthesis Add the corresponding constraints

Perform the synthesis task

Physical Design

Synthesized Design

Figure3: Theglobalflow of thegenericapproach

2 RelatedWork

In this Sectionwe review themostrelevantrelatedwork on water
markingfor CAD andmultimedia.

Datawatermarking(also known as datahiding) embedsdata
into digital mediafor the purposeof identification,annotationand
copyright. Recently the proliferationof digitized mediaandthe
internetrevolution are creatinga pressingneedfor copyright en-
forcementschemego protectcopyright ownership. Several tech-
niquesfor datahiding in digital images,audios,videosand texts
have beendeveloped[1]. Craveretal. discussea possibleattack
to any watermarkingschemesgor multimediaimagesandproposed
amethodwhich is resilientto suchattack[2]. Thekey difference
of our proposedapproachwith thosetechniquess thatall of them
embedthe watermarkin the final objectwhile our approackis in-
corporatedn the designprocess.In the CAD domain,therehave
beenseveral proposaldor IPP usingwatermarkingat the level of
physicallayout[9] andlogic synthesig§10].

3 Objectivesand Metrics for Watermarking

In this Sectionwe lay outthe technicaffoundationgequiredto de-
velop a consistentguantitatie approachfor intellectual property
protectionusingwatermarkingechniquesWe first analyzethekey
watermarkingpropertiesvhich imply the quality of the associated
datahiding technique. We concludethe Sectionby summarizing
the selectechumericalmetricswhich quantify the effectivenessof
aproposedsteganographyechniquefor designproperties.

3.1 Objectives

While the watermarkingiechniquesreto a certainextentrelated
to subjectve criteria abouttheir qualities,we focus our attention
onthe mostrelevantobjectie criteria. In orderto be effective, the
watermarkshouldexhibit thefollowing propertiesNotethatthese
objectivescanbe mutually conflicting.

e Correctnessof Functionality. Thecorrectnessf function-
ality shouldnot be affectedby the watermark.

e Low Hardware Overhead. Thewatermarkshouldresultin
low designperformanceverhead.

e Transparency Theadditionof the watermarkio designsy
CAD tools shouldbe completelytransparenso that it can
be usedfor ary existing CAD toolsanddesigns.Thedesign
processs alreadysoinvolved andconceptuallyandcompu-
tationally difficult thatthe integrationof watermarkingcon-
straintswould resultin numerousalgorithmicand software
difficulties. This implies thatwatermarkingshouldbe done
eitheraspreprocessingr postprocessingtep.

e Proof of Authorship. Thewatermarkshouldbe readily de-
tectableby the owner andlaw enforcementuthoritiesand
unambiguouslydentify the ownerandbeaccompanieavith
theconvincing proofonits quality.

o Difficult to Detect. The watermarkshouldbe unobtrusie
(perceptuallyinvisible). If thievescouldfind it, they would
solve themostdifficult pieceof thewatermarkeemoval prob-
lem. Note that beingdifficult to detectimplies that special
knowledgeis requiredto detectthe watermark.

¢ Resilience.Thewatermarkmustbedifficult to remaove with-
out significantlydegradingthe quality of the original design
by ary techniquesvhichdonothave completeknowledgeof
thedesign.

e Proportional Part Protection. The watermarkshouldbe
distributedall over the designin orderto facilitatethe pro-
tectionof notonly the completedesign but alsoits parts.

3.2 Metrics

Fromtheobjectvesfor thewatermarkthefollowing metricswhich
allow thecomparisorandevaluationof differentwatermarkingech-
niguescanbeidentified.

e Strength of the Authorship Proof. The probability of co-
incidence, P¢, thatthe samedesignwith the watermarkis
producedy ary otherauthoranustbeminimized.Theprob-
ability is proportionalto the probabilitythatary specificde-
signis producedy a synthesigool or by amanualdesign.

e Resilience.We numericallydefinethe resilienceby the fol-
lowing parameters(i) the probabilitythat & bits of the wa-
termarkis removed by randomtampering,e.g.,changinga
registerassignmentf onevariablein registerbinding(ii) the
numberof bits in thewatermarkand(iii) the percentagen
the numberof bits which canbe remaved while preserving
theinitially encodedhuthorshipmessage.

e DesignMetrics Degradation. The degradationof the de-
signmetricsby the watermarkmustbe minimized. The de-
signmetricsdegradationis quantitatvely expressedby aper
centagealterationof the relevant designmetricsdueto the
embeddingf thewatermark.

4 Global Flow for IPP using Watermarking

ThegenericapproacHor watermarkinglesignss shavn in Figure
3. The essencef the new approacthis the additionof a setof de-
sign andtiming constraintavhich encodeghe authors signature.
The constraintsare selectedn sucha way thatthey resultin the
minimal hardwareoverheadmpactwhile embeddinghe signature
difficult to detectandremove. The selectionof the constraintsie-
pendson theemplgyed encodingscheme The selectionof theen-
codingschemeo achieve thegoalis akey problem.In theprocess,
the proposednetricsfor the quantitatie analysisof watermarking
techniquesreusedasguidances.

Thetechniquecanbe alsousedfor fingerprinting.Distributors
of intellectualpropertysuchashardwaredesignssoftwares,docu-
ments,andimageswish to preventregisteredusersfrom releasing
unauthorizectopies. Fingerprintingallows a distributor to detect
ary unauthorizectopy andtraceit backto the userby uniquely
watermarkingeachcopy of intellectualproperties.

5 Watermarking for Register Assignment

As shavn in the motivationalexamplein Sectionl, thewatermark
for registerassignmensolutionscanbeembeddedh designsn the
following steps.

First,thesignaturedatato beembeddeghouldbeselectedThe
signaturedatashouldbe selectedsuchthat they uniquelyidentify
theauthorasthe ownerof thedesign.

Theselectedsignhaturedataneedto beencodedothatthey can
be embeddedn the design. Differentencodingschemeswill re-
sultin differentquality watermarkingsolutions.However, by using
a cryptographidgechnigue the encodednessagédy ary encoding
schemeganbe transformedo a pseudo-randoritstreamby an



‘ #of ‘ ‘ #of ] # of EdgesAddedfor k More Colors |
Nodes| Pg | Colors [ k=0 k=T [ k=2]k=3]k=4]
0.1 5 85 195 490 690 795
100 0.3 10 100 290 385 685 790
0.5 16 165 250 305 585 785
0.1 8 195 795 1185 1590 2175

200 0.3 16 180 605 790 1560 2055
0.5 26 150 755 950 1380 1815
0.1 14 575 2570 3855 5340 7500
500 0.3 32 560 1630 3250 4955 5875
0.5 52 1305 2095 3860 4450 6340
. 14660
1000 [ 0.3 55 2995 6495 7995 9980 | 14585
0.5 89 850 1495 2975 4500 5930

0.1 38 8855 19990 | 28505 | 39865 | 50010
2000 | 0.3 95 7650 18560 | 27635 | 36780 | 45310
0.5 157 6560 11290 | 18925 [ 24915 | 30265

Table 1: Experimentakresultsof watermarkingthe randomgraph
examplesn graphcoloring: Pg - edgeprobability

encipher This stepresultsin two advantages First, it strengthens
the proof of authorshipby allowing only the designemwith the se-
cretkey to deciphetthesignaturedata.Next, it makesthesignature
datato look like a randombitstreamso that the detectionof the
signaturedataby unauthorizedisersusingary statisticalanalysis
becomesarder

The messagés encipheredn the following steps. First, the
authors plaintext signaturedatais appliedto MD5 cryptographic
hashfunction. The generatedhashis encryptedby the public key
of thedesigneusingRSA public key cryptosystemUsingthe ob-
tainedcipherasan input, RC4 streamciphergenerates pseudo-
randomkeystream.This keystreamis combinedwith the plaintext
signaturedataby a bitwise exclusive-or operationto producethe
ciphertext signaturedata. Finally, the ciphertet signaturedataare
embeddedsextra constraintsn thedesign.

We assumesameencodingschemeasdescribedn the motiva-
tional examplein Sectionl. To improve thereliability of the pro-
posedntellectualpropertyprotectiontechniqueggainstampering
of designanerrorcorrectinganddetectioncodefor theembedded
signatureare emplo/ed. The m-bit error correctingBCH codes
[11] have beenusedto encodethe signaturedata.

Among the metrics,the probabilitiesof coincidenceandtam-
pering for the watermarkare especiallyprimary indicatorsof its
protectionstrength We notethatthe useof theterminology“prob-
ability” doesnot follow its exact meaningfrom mathematicsn a
rigoroussense.The “probability” in this subsectiornis ratherused
asanapproximatiorto the actualprobability We provide the for-
mulato computethe probabilitiesfor randomgraphsin graphcol-
oring. For other synthesigasks,the probabilitiescanbe defined
andcomputedsimilarly. For arandomgraphG(n, p) with n nodes
andedgeprobability p, suppose: colorsareusedandk edgesare
addedaswatermarkingconstraintsLet Po denotethe probability
of generatinghe samecoloring solutionwith the signaturegiven
the solutionuseshe samenumberof colors. P = (1 — %)k. The
probability that ary registerassignmentnethodwill resultin the
samesolutionwith thewatermarkis extremelylow for graphswith
reasonablynary nodes.Let Pr denotetheprobabilityof remaving
oneor moresignaturebits by changingcolorsof onenode.We ap-
proximatethe Pr by Pr = 1— (1 — sa=ti=sy) © . Itis based

2

on the following reasoning.On averagetherearen/c nodeswith
thesamecolor. Theprobabilitythatno signaturebit is removedcan
beapproximatedby the probabilitythatthereareno encodedkdges
betweerthen/c nodeswith the samecolor.

Fromtheseformula, we notethat P- decreasesxponentially
asthe numberof bits in the signatureincreases.Thus, it is bet-

terto usea largersignatureto prove the authorship We alsonote,
however, that Pr increasessthe numberof bits in the signature
increaseswhich meansthatit is betterto usea smallersignature
for preventing tampering. Thesetwo requirementsare mutually
contradictory This problemcanberesohedby usingerrorcorrect-
ing codeg ECC).We canachieve low P and Pr by embedding
large signaturewith m-bit error correctingcodeswherem should
increaseasthe numberof bitsin thesignaturencreasesTheprob-
ability of tamperingafter m-bit error correctingcodesareused,is
approximatedyy )< ., Pi, wherePi is the probability that
encodecedgesareremoved by changingcolorsof onenode. Pi is

approximatedy 2%

5.1 Experimental Results

To compareand evaluatethe effectivenessand efficiengy of the
heuristic algorithms, standardtest casesfrom the randomgraph
modelaswell asreal-life designsare used. In the randomgraph
model,for agraphG(n, p) with n nodesgdgesregeneratedhde-
pendentlywith probabilityp betweereachpair of nodes Although
unlikely to have muchrelevanceto practicalapplicationsof graph
coloring,suchatestbedhastheadwantagen a sensehatbehaior
of ary heuristicon onegraphof thistypeis agoodpredictorfor its
behaior onary other[8].

#of bits ‘ #of bit errors

#of paritybits | #of extra
Graph in signature

to becorrected for ECC colorsused
((100,0.1) 255 25 164 6
((100,0.3) 511 13 117 10
G(100,0.5) 1023 7 70 12
(G(200,0.1) 255 30 184 2
((200,0.3) 511 17 153 5
((200,0.5) 1023 16 160 8
G(500,0.1) 511 38 288 1
G(500,0.3) 1023 25 245 3
G(500,0.5) 2047 19 209 4
G(1000,0.1) 1023 25 245 0
G(1000, 0.3) 2047 20 220 0
(G(1000, 0.5) 4095 25 300 7
(G(2000,0.1) 2047 20 220 0
((2000, 0.3) 8191 15 195 1
G(2000,0.5) 16383 10 140 2

Table 2: The overheadfor achiing P = 10~°° and Py =
1075 for thegraphsin Tablel

For anotherresearclproject, we developeda heuristicfor the
graphcoloring problemwhich outperformsthe bestheuristicsre-
portedin [8]. The quality of the graphcoloring algorithmis pro-
vided by several key searchguidancetechniques.A well knovn
techniqueof subdviding theprobleminto aniterative searcHor an
optimal maximally independensetis usedto partition the prob-
lem. This ideais augmentedwith a setof global probabilistic
least-constrainingnost-constrainetieuristicswhich boostthe al-
gorithm’s performance Extensve experimentatiorhasshavn that
the algorithmoutperformsthe state-of-the-artechniqueseported
in [8] in solutionquality with an orderof magnituderun-timeim-
provement.The algorithmachiezesvery high probability of color
ing arandom,G(1000, 0.5) graphwith 85 colorsin only 5 hours
on a Sun Sparc5workstation(1994 model), comparedo average
85.5colorsfor averagel36hourson anIBM 3081whichis much
fasterthanthe Sparc5workstation.

Table 1 providesthe experimentalresultsfor variousrandom
graphs.Thefirst columnpresentshe numberof nodesn thegraph
andthesecondacolumntheedgeprobability Thethird columnpro-
videsthenumberof colorsusedfor theoriginalrandomgraph.The
fourth to eighthcolumnspresentthe numberof edgeshatcanbe
addedbefore k more colors are added,wherek = 0,1,2,3,4,



respectrely. Whenaddingedges5 edgeswere addedat a time,
which explainsthe fact that all the numbersin Table 1 are mul-
tiples of 5. Sincethe purposeof this experimentationis not to
achieze theminimumpossiblesolutionbut to generatgoodquality
solutionsfastin mary timesfor thedemonstratiornf the effective-
nessof our approachwe restrictthe runningtime of the heuris-
tic within a reasonablemountof time. For example,the running
time for the graphG(1000, 0.5) is limited to 10 minuteson SUN
Sparc5workstation.In Table2 we shaw theoverheador achieving
Pc = 1075 andPr = 107°°, in termsof the numberof parity
bits usedfor errorcorrectingcodesandthe numberof extra colors.
Note that even higherlevel of protectionis attainablewith more
overhead.

[ # of EdgesAddedfor k More Registers |
Design| Ny | Nr [ k=0 k=1Tk=2]k=3]k=4]

1 48 17 25 35 60 100 150
2 108 26 85 155 400 460 710
3 97 29 60 100 190 340 690
4 67 27 50 120 205 300 415
5 30 16 20 30 55 80 105
6 354 | 108 300 480 775 1100 1690
7 227 45 180 210 300 515 880
8 200 48 200 510 600 830 1045
9 324 49 95 325 395 800 1250

10 464 | 122 815 1435 2340 2880 4520
11 827 65 2050 3895 4670 5760 7580
12 1257 | 45 2895 5845 6475 7980 9220
13 752 | 104 845 1560 2860 3985 5950
14 1704 | 128 | 4865 8160 13520 | 18910 | 24235
15 2048 | 184 3675 6520 9975 13635 | 18170

Table3: Experimentatesultsof watermarkindl5 real-life designs
in registerassignmentiVy - # of variables Ny - # of registers.

We alsoappliedour approacton 15 real-life designs.The de-
signsarenumberedn thefollowing order:two GE controllerswo
Hondacontrollers,a waveletfilter, an NEC digital-to-analogcon-
verter (DAC), two component®f modemsa linear controllerfor
automotve motion control, an LMS audioformatter a CORDIC,
a speechcompressqr2D WangDCT, 2D Arai DCT, and2D Lee
DCT. We have chosenthe small and moderatelysizeddesignsto
demonstrat¢heeffectivenesof the approactor mostdifficult ex-
amples. As the designis smaller it is harderto embedlarge sig-
natures.Table3 providesthe experimentalresultsfor the designs.
The secondcolumn presentghe numberof variablesin designs
and the third columnthe numberof registersusedfor the origi-
nal design. The fourth to eighth columnspresentghe numberof
edgesthat canbe addedbefore k more registersare used,where
k=0,1,2,3,4, respectiely. In Table4 we shav theoverheador
achieing P = 107°° and Pr = 10, in termsof the num-
berof parity bits usedfor errorcorrectingcodesandthe numberof
extra colors. We assumehatthe edgeprobabilityin all designss
0.3. It is amoderateassumptiorsincemostof the designgesultin
sparsanterval graphs.

All theexperimentakesultsshav thatlargewatermarksanbe
embeddedh designawhile incurringminimal hardwareoverhead.

6 IPP for Other Behavioral SynthesisTasks

6.1 Transformations

Variablesn theoriginaldesignoftendisappeaaftertheapplication
of transformations\We embedthe authors signatureby providing
suchconstraintsthat particularvariablesshould remain after the
applicationof transformationsFor example,we considerassocia-
tivity transformationThefollowing encodingschemeanbeused:
All the operationgn a designarerandomlynumbered A variable

# of bits ‘ #of bit errors

#of paritybits | # of extra
Design | in signature

to becorrected for ECC colorsused
1 255 20 144 6
2 255 23 156 2
3 255 27 172 3
4 255 30 184 3
5 127 21 98 5
6 511 26 234 2
7 511 28 252 3
8 511 25 225 2
9 1023 24 235 4
10 1023 16 160 1
11 2047 18 198 1
12 2047 20 220 0
13 2047 18 198 2
14 4095 20 240 0
15 8091 18 234 1

Table 4: The overheadfor achiing P = 107°° and Pr =
10759 for thedesignsn Table3.

x from operationz representd if x is even. It represent$), oth-
erwise. Following the orderin thelist, for eachbit, we searchthe
first variablethatcanrepresenthevalueof thebit.

{ \/ W%%

0

(@) Original (b) Watermarked
CDFG transformedCDFG

(c) Encodedvariables

Figure4: An exampleof watermarkingransformatiorsolutions

Considera CDFGin Figure4(a). Theavailableclock cyclesare
4 clock cycles. Its transformedCDFG after applyingassociatiity
is shawn in Figure4(b). The designis embeddedvith a signature
“6". Figure5(c) shawvs how the watermarkingis achieved. The
numberin the left sideof eachnoderepresentshe positionin the
randomlyorderedlist. The setof variablesto be untouchedby
transformationss 1,2,4,5,asshawvn in dottedlines. The seten-
codes'0110", i.e.,“6” in the BCD code.

6.2 Scheduling

The authors signatureis embeddedby addinga setof constraints
suchthat two operationswith no dependenciesre forcedto be
scheduledn onespecificorder i.e.,anadditionaledgeis addedn
thetransitive closure of the CDFG. A transitive closureof agraph
G = (V,E) isagraphG’ = (V, E'), wherefor every two nodes
wandv inV, (u,v) € E' if 3 apathfrom thenodeu to thenode
v. Wheneer anedgeis addedthetransitive closureof the CDFG
mustbe updatedaccordingly In addition,the periodsbetweenas
soonas possiblecontrol stepand as late as possiblecontrol step
thatanoperationcanbe scheduledo satisfythe timing constraints
mustbeoverlappedn atleast2 controlstepsor thetwo operations.
Otherwiseaddinganedgebetweertheoperationss notanew con-
straint. Wheneeranedgeis addedtheperiodsfor operationsnust
beupdatedaccordingly

Thefollowing encodingschemeanbeused:All theoperations
in a designaresortedandnumberedasedon the degreesof their
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Figure5: An exampleof watermarkingschedulingsolutions

schedulingfreedomin a decreasingrder The schedulingfree-
dom of an operationis definedto be the length betweenas soon
aspossiblecontrolstepandaslate aspossiblecontrolstepthatthe
operationcan be scheduledo satisfythe timing constraints. An
addededge(x, y) representd if x andy areeitherbothevennum-
bersor both odd numbers. It represent®), otherwise. Following
theorderin this sortedlist, for eachoperationz, we searctthefirst
operationy from the beginning of the list thatan edge(z, y) can
be addedandrepresenthedesiredvalue.

Considera computationabtructurerepresentetty a CDFGin
Figure 5(a). The available clock cycles are 6 clock cycles. Its
scheduledCDFG is shavn in Figure5(b). The designis embed-
dedwith asignature'7”. Figure5(c) shavs how thewatermarking
is achieved. The numberin theright side of eachnoderepresents
the positionin the sortedlist. The setof additionaledgess (1,2),
(2,4),(3,1),(5,1),asshawvnin dottedines. Thesetencode$0111”,
i.e.,“7” intheBCD code.

7 Invalidating FalseClaims of Ownership

Considetthefollowing scenario Alice hasadesignD whichis wa-
termarled by the proposedvatermarkingscheme.Bob purchases
thedesignD from Alice. Therearethreecasego consider

e Finding Unintended Signatures: Bob triesto find his sig-
naturefrom the designD. Bob claimsthat D is his design
becauseD hasboth his andAlice’s signatureslin this case,
onewith moremeaningfulJongerandstrongeisignaturewill
beawinner It is believedto be a very difficult taskto find
ary meaningfulsignaturefrom the design.It is mucheasier
to embedthe signaturein a preprocessingtep. Therefore,
Alice canprotectherauthorshippy embeddingtrongwater
mark.

¢ EmbeddingUnauthorized Signatures: Bobembedsissig-
natureto thedesignD andclaimsthatD is hisdesign.In this
case,Alice caneasily prove that the designbelongsto her
Alice’s designhasonly her signature put Bob’s designhas
both his andAlice’s signatures Therefore Alice canprove
thatit is herdesign.Notethatthis typeof attackis similarto
onedescribedn [2].

e Tampering Original Signatures: In this case,Bob triesto
tamperAlice’s signatureby applyinglocalchange Thereare
atleastthreereasonshatdiscouragehiskind of attack.First,
theselocal changescan resultin worse designwith more
hardware overhead. Secondly error correctingand detec-
tion codesallow the designto withstandsignificantamount
of attack. Thirdly, onceBob modifiesthe design,he hasto
performall synthesigaskshelov the affectedpart. For ex-
ample,if the registertransferlevel designis modified,then
thelogic synthesisandphysicaldesignshouldbe performed

which canmale the final designcompletelydifferentfrom
theoriginal.

8 Conclusion

We introducedthe first dynamicwatermarkingechniquefor pro-
tectingintellectualpropertyof CAD toolsandreusablecorecom-
ponents.The essencef the new approaclhis the additionof a set
of designandtiming constraintsvhich encodeshe authors signa-
ture. The constraintareselectedn suchaway thatthey resultin
the minimal hardware overheadimpactwhile embeddinghe sig-
naturedifficult to detectandremove.

We establishedhefirst setof relevantmetricsfor the quantita-
tive analysisof watermarkingechniqueswhich formsthebasisfor
thequantitatve analysisgvaluation,andcomparisorof watermark-
ing techniques We developeda genericapproachor steganogra-
phy anduseit asa basisfor the derivation of a spectrumof tech-
niquesfor signaturedatahiding in designs.Techniquesave been
appliedto several behaioral synthesigasks,suchasscheduling,
registerassignmentandtransformations.

On alarge setof designexamples studiesindicatedthe effec-
tivenesof the new approactin a sensehathighly resilient, diffi-
cult to detectandremove, yet easyto verify signaturesareembed-
dedin thedesignawith very low hardwareoverhead.
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