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Abstract �
Theeconomicviability of thereusablecore-baseddesignparadigm
dependson thedevelopmentof techniquesfor intellectualproperty
protection.Weintroducethefirst dynamicwatermarkingtechnique
for protectingthevalueof intellectualpropertyof CAD andcom-
pilation tools and reusablecorecomponents.The essenceof the
new approachis the additionof a set of designand timing con-
straintswhich encodestheauthor’s signature.Theconstraintsare
selectedin sucha way that they result in minimal hardwareover-
headwhileembeddingthesignaturewhichis uniqueanddifficult to
detect,removeandforge.Weestablishthefirst setof relevantmet-
ricswhich formsthebasisfor thequantitative analysis,evaluation,
andcomparisonof watermarkingtechniques.Wedevelopageneric
approachfor signaturedatahiding in designs,which is applicable
in conjunctionwith anarbitrarybehavioral synthesistask,suchas
scheduling,assignment,allocation,andtransformations.Errorcor-
rectingcodesareusedto augmentthe protectionof the signature
datafrom tamperingattempts.On a largesetof designexamples,
studiesindicatethe effectivenessof the new approachin a sense
thatthesignaturedata,whicharehighly resilient,difficult to detect
and remove, andyet easyto verify, canbe embeddedin designs
with very low hardwareoverhead.

1 Intr oduction
1.1 Moti vation
Reusablecoresrecentlyemerged as one of the most visible and
importantcomponentson which futuredesignapproacheswill be
based.Exponentialgrowth of both applicationsandimplementa-
tion technologyhave outpacedthe designproductivity of the tra-
ditional synthesisprocess.Thereis a wide consensusthat through
reuseof optimizedcoresthedemandsof applicationsandultralarge
scaleintegrationwill bematched.Bothindustryandacademiahave
expresseda greatintereston wayshow to conductcore-basedde-
signs.Forexample,all CAD vendorsandmajorityof designhouses
andsilicon foundriesjoinedtheVirtual Socket Initiative [7].

Thereis anotherwide consensusthatviability of thenew tech-
nologydependson thedevelopmentof soundmechanismsfor in-
tellectualpropertyprotection(IPP)[6, 7]. Althoughtherearesev-
eral forms of protectionavailable for intellectualpropertyin the
electronicdesignautomationindustrywhich includepatents,copy-
rights,maskworks,trademarksandtradesecrets[4], all thesemeth-
odsareinsufficientand/orinapplicablefor intellectualpropertypro-
tectionof reusablecores. In the last few yearsnumerouswater-
markingor signaturehidingtechniqueshavebeenproposedfor im-
age,video,voiceandtext data[1]. However, thesetechniquesdo�
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not provide an adequatesolution for designintellectualproperty
protection.Most of thesetechniquesaltera largenumberof com-
ponentsin the object [1]. While in multimediathis alterationis
invisible to humaneyes,in designsandCAD tools it will have un-
acceptableimpacton thefunctionalityandcorrectness.

We proposea new approachwhich is specificallydeveloped
for intellectualpropertyprotectionof designsandCAD tools. The
approachembedsdistributedencodedmessagesin deepstructural
propertyof designsat all levels of designprocesswith minimal
hardwareoverheadwhile maintainingthecorrectnessandfunction-
ality of designs.CAD toolsareprotectedin thesameway by em-
beddingsignaturesin designsthat they produce.It is basedon the
key propertyof designspaceexploration in behavioral synthesis
suchthat therearenumerouscompetitive solutions.The ideais to
selectoneof thecompetitive solutionswhich encodesa signature.
Searchingfor suchsolutionwith the embeddedsignatureis diffi-
cult, if not an impossibletask. However, generatingsucha design
thatsatisfiestheoriginal specifiedconstraintsaswell asadditional
watermarkingconstraintsis botheasyandtimeefficient.

1.2 Moti vational Example
To illustratethe key ideasbehindthe new approach,we consider
thedesignshown in Figure1. Thedesignis a 4th ordercontinued
fraction infinite impulseresponse(CF IIR) filter [3]. Figure1(a)
shows the control dataflow graph(CDFG) for the filter. Figure
1(b)presentsits scheduledCDFGin 10 controlsteps.

Valuesthataregeneratedin onecontrolstepandusedin a later
stepmust be storedin a register during the intermediatecontrol
steps.A variableis live betweenthetime it is generated(written)
andthe lastuse(read)of it. This interval is calledthe lifetime of
thevariable.Two variableswhoselifetimesdo not overlapcanbe
storedin thesameregister. The interval graph[12] is constructed
suchthat for eachvariable,a nodeis madein the graphandtwo
nodesareconnectedif thelifetimesof thecorrespondingvariables
overlap.Registerassignmentcanbeperformedby coloringthein-
terval graph,which is anNP-completetask[5].

The interval graphfor our example is shown in Figure 1(c).
Sincethereareseveralcliquesof size5 (for example��� , ���	� , ����
 ,���	� , ���	
 ), we needat least5 colors for the graph. An optimal
coloring solution with 5 colors (White, Black, Green,Red, and
Yellow) is shown in Figure1(c). Figure1(d) shows the resulting
datapathand control with 1 adderand 1 multiplier after register
assignmentareperformed.In additionto theoptimality in termsof
thenumberof registers,thecontrolanddatapathis embeddedwith
a watermark,“A7”, which is extremelydifficult to detectwithout
knowing theencodingrules. We showed this watermarked design
to many designersin industryandresearchersin academiaandno
onewasableto detecttheembeddedwatermark.

Theessenceof thenew approachis theadditionof asetof extra
constraintswhich encodesthe author’s signature.For the register
assignmentproblem,theextra constraintsareimposedsuchthata
setof variablesareforcedto bestoredin differentregisterswhich
resultin extraedgesin theinterval graph.Theinterval graphalong
with theextraedgesis shown in Figure2(a).

WeassumetheASCII encodingfor thecharactersto beusedin
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Figure1: Watermarking4thorderCF IIR filter

watermarking.7 bits areusedto encodea characterin theASCII
code.All thenodesin theinterval grapharesortedandnumberedin
theincreasingorderof thelengthof their lifetimes. In theincreas-
ing orderof nodenumbers,eachnodeis consideredfor embedding
a singlebit. Eachconsecutive 7 addededgesrepresenta character
in the ASCII code. After all the nodesareconsidered,we repeat
theprocessfrom thefirst nodein theorder. For eachbit in thewa-
termark,the terminalnodeis chosensuchthat the terminalnode
numberrepresentsthebit value.To embed1, theterminalnodeof
theaddededgeshouldhave oddnumber. To embed0, theterminal
nodeof the addededgeshouldhave even number. The first fea-
sible nodein the increasingorderof nodenumbers,startingfrom
thepositionright after theterminalnodeof thelastedgeadded,is
selectedastheterminalnodeto embedthebit value. This scheme
is to addextra edgesmoreevenly in the graph. The addededges
with theirencodedvaluesfor ourexampleareshown in Figure2(b).
They encode“10000010110111”in binarywhich is equalto “A7”
in theASCII code.

The probability that any register assignmentmethodwill re-
sult in the samesolutionwith thewatermarkis extremelylow for
graphswith reasonablymany nodes. For example, the interval
graphin Figure1(c)has35uniquecoloringsolutionswith 5 colors.
Therefore,thereis 2.9%chancethatany goodregisterassignment
methodfinds the samesolution, if we assumeuniform probabil-
ity for all possible5-colorsolutions.Consideringthat the interval
graphconsistsof only 19 nodes,thenumberis low. Even for this
smallexample,we wereableto embeda fairly largesignature.In
Section5, we show that thereareexponentiallymany competitive
solutionsfor thegraphswith a relatively low numberof nodes.We
emphasizeherethat theproposedapproachtargetsandis progres-
sively moreeffective for largedesigns.
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Figure2: Illustratedexplanationhow thesignature“A7” is embed-
dedin theregisterassignmentsolutionshown in Figure1(c)

1.3 Research Objectives
We introducethe dynamicwatermarkingtechniquefor protecting
intellectualpropertyof CAD toolsandreusablecorecomponents,
especiallytargettingbehavioral synthesis.Theessenceof thenew
approachis the additionof a setof designandtiming constraints
asa preprocessingdesignstepwhich encodethe signatureof the
author. Thetechniqueis dynamicin thesensethat thewatermark-
ing constraintsarechosenasapreprocessingstepbeforethedesign
is performedandthusinfluencethe final design. The constraints
areselectedin suchaway thatthey resultin theminimaloverhead
in area,throughput,testability, and/orpower consumption,while
embeddingthesignaturewhich is uniqueanddifficult to detectand
remove. The idea is basedon the key propertyof designspace
explorationin behavioral synthesiswhichconsistsof several inter-
dependentNP-completesubtasks,wheretherearemany competi-
tivesolutionswith similarquality.

The proposedtechniquehasa spectrumof importantunique
properties. The approachprovides the quantitative treatmentof
theintellectualpropertyprotection.Thetechniqueis transparentto
manualandautomaticdesignprocessesandthereforecanbeused
in conjunctionwith any availableor futuresetof designtools.The
generictechniqueis applicableto all designsteps.It alsoprovides
the designersthe ability to embedtheir signatureseasilyin many
differentways.Anothernovelty is theconnectionof watermarking
to errorcorrectingcodes.

We believe that simplicity, strength,low hardware overhead,
distributivenature,resilienceagainsttamperingandcompletetrans-
parency will maketheproposedtechniquethemethodof choicefor
industrialstrengthprotectionof designs,CAD tools,andalgorith-
mic intellectualproperty. The methodalsobuilds conceptualand
algorithmic foundationfor future researchon designintellectual
propertyprotection.

1.4 Paper Organization
The rest of the paperis organizedin the following way. In the
next sectionwe outlinetherelatedwork. In Section3, thefirst set
of relevant metricsfor the quantitative analysisof watermarking
techniquesis established.In Section4, agenericapproachfor data
hiding in designis described.We demonstratetheeffectivenessof
theapproachby applyingit to registerassignmentin Section5. In
Section6, theapproachis alsoappliedto severalotherbehavioral
synthesistasks,suchasschedulingandtransformations.Finally,
weconcludeby summarizingthekey contributions.
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2 RelatedWork
In thisSection,wereview themostrelevantrelatedwork onwater-
markingfor CAD andmultimedia.

Data watermarking(also known as datahiding) embedsdata
into digital mediafor thepurposeof identification,annotation,and
copyright. Recently, the proliferationof digitized mediaand the
internetrevolution arecreatinga pressingneedfor copyright en-
forcementschemesto protectcopyright ownership. Several tech-
niquesfor datahiding in digital images,audios,videosandtexts
have beendeveloped[1]. Craver et al. discusseda possibleattack
to any watermarkingschemesfor multimediaimagesandproposed
a methodwhich is resilientto suchattack[2]. Thekey difference
of our proposedapproachwith thosetechniquesis thatall of them
embedthewatermarkin thefinal objectwhile our approachis in-
corporatedin thedesignprocess.In theCAD domain,therehave
beenseveral proposalsfor IPPusingwatermarkingat the level of
physicallayout[9] andlogic synthesis[10].

3 Objectivesand Metrics for Watermarking
In thisSectionwe lay out thetechnicalfoundationsrequiredto de-
velop a consistentquantitative approachfor intellectualproperty
protectionusingwatermarkingtechniques.Wefirst analyzethekey
watermarkingpropertieswhich imply thequalityof theassociated
datahiding technique.We concludethe Sectionby summarizing
theselectednumericalmetricswhich quantifytheeffectivenessof
aproposedsteganographytechniquefor designproperties.

3.1 Objectives
While the watermarkingtechniquesareto a certainextent related
to subjective criteria abouttheir qualities,we focusour attention
on themostrelevantobjective criteria. In orderto beeffective, the
watermarkshouldexhibit thefollowing properties.Notethatthese
objectivescanbemutuallyconflicting.

� Correctnessof Functionality. Thecorrectnessof function-
ality shouldnotbeaffectedby thewatermark.� Low Hardware Overhead. Thewatermarkshouldresultin
low designperformanceoverhead.� Transparency. Theadditionof thewatermarkto designsby
CAD tools shouldbe completelytransparentso that it can
beusedfor any existing CAD toolsanddesigns.Thedesign
processis alreadysoinvolvedandconceptuallyandcompu-
tationallydifficult that the integrationof watermarkingcon-
straintswould result in numerousalgorithmicandsoftware
difficulties. This implies thatwatermarkingshouldbe done
eitheraspreprocessingor postprocessingstep.� Proof of Authorship. Thewatermarkshouldbereadilyde-
tectableby the owner and law enforcementauthoritiesand
unambiguouslyidentify theownerandbeaccompaniedwith
theconvincing proofon its quality.

� Difficult to Detect. The watermarkshouldbe unobtrusive
(perceptuallyinvisible). If thievescouldfind it, they would
solvethemostdifficult pieceof thewatermarkremoval prob-
lem. Note that beingdifficult to detectimplies that special
knowledgeis requiredto detectthewatermark.� Resilience.Thewatermarkmustbedifficult to removewith-
out significantlydegradingthequality of theoriginal design
by any techniqueswhichdonothavecompleteknowledgeof
thedesign.� Proportional Part Protection. The watermarkshouldbe
distributedall over the designin orderto facilitatethe pro-
tectionof notonly thecompletedesign,but alsoits parts.

3.2 Metrics
Fromtheobjectivesfor thewatermark,thefollowing metricswhich
allow thecomparisonandevaluationof differentwatermarkingtech-
niquescanbeidentified.

� Strength of the Authorship Proof. The probabilityof co-
incidence, ��� , that the samedesignwith the watermarkis
producedbyany otherauthorsmustbeminimized.Theprob-
ability is proportionalto theprobabilitythatany specificde-
signis producedby asynthesistool or by amanualdesign.� Resilience.We numericallydefinetheresilienceby thefol-
lowing parameters:(i) theprobability that � bits of thewa-
termarkis removed by randomtampering,e.g.,changinga
registerassignmentof onevariablein registerbinding(ii) the
numberof bits in thewatermark,and(iii) thepercentageon
the numberof bits which canbe removed while preserving
theinitially encodedauthorshipmessage.� DesignMetrics Degradation. The degradationof the de-
signmetricsby thewatermarkmustbeminimized. Thede-
signmetricsdegradationis quantitatively expressedby aper-
centagealterationof the relevant designmetricsdueto the
embeddingof thewatermark.

4 Global Flow for IPP usingWatermarking
Thegenericapproachfor watermarkingdesignsis shown in Figure
3. Theessenceof thenew approachis theadditionof a setof de-
sign andtiming constraintswhich encodesthe author’s signature.
The constraintsareselectedin sucha way that they result in the
minimalhardwareoverheadimpactwhile embeddingthesignature
difficult to detectandremove. Theselectionof theconstraintsde-
pendson theemployedencodingscheme.Theselectionof theen-
codingschemeto achieve thegoalis akey problem.In theprocess,
theproposedmetricsfor thequantitative analysisof watermarking
techniquesareusedasguidances.

Thetechniquecanbealsousedfor fingerprinting.Distributors
of intellectualpropertysuchashardwaredesigns,softwares,docu-
ments,andimageswish to prevent registeredusersfrom releasing
unauthorizedcopies. Fingerprintingallows a distributor to detect
any unauthorizedcopy and traceit back to the userby uniquely
watermarkingeachcopy of intellectualproperties.

5 Watermarking for RegisterAssignment
As shown in themotivationalexamplein Section1, thewatermark
for registerassignmentsolutionscanbeembeddedin designsin the
following steps.

First,thesignaturedatatobeembeddedshouldbeselected.The
signaturedatashouldbe selectedsuchthat they uniquelyidentify
theauthorastheownerof thedesign.

Theselectedsignaturedataneedto beencodedsothatthey can
be embeddedin the design. Differentencodingschemeswill re-
sult in differentqualitywatermarkingsolutions.However, by using
a cryptographictechnique,theencodedmessageby any encoding
schemescanbe transformedto a pseudo-randombitstreamby an



# of # of # of EdgesAddedfor � MoreColors
Nodes ��� Colors ����� ����� ����� ���� ����!

0.1 5 85 195 490 690 795
100 0.3 10 100 290 385 685 790

0.5 16 165 250 305 585 785
0.1 8 195 795 1185 1590 2175

200 0.3 16 180 605 790 1560 2055
0.5 26 150 755 950 1380 1815
0.1 14 575 2570 3855 5340 7500

500 0.3 32 560 1630 3250 4955 5875
0.5 52 1305 2095 3860 4450 6340
0.1 23 4995 6595 9790 12985 14660

1000 0.3 55 2995 6495 7995 9980 14585
0.5 89 850 1495 2975 4500 5930
0.1 38 8855 19990 28505 39865 50010

2000 0.3 95 7650 18560 27635 36780 45310
0.5 157 6560 11290 18925 24915 30265

Table1: Experimentalresultsof watermarkingthe randomgraph
examplesin graphcoloring: ��" - edgeprobability.

encipher. This stepresultsin two advantages.First, it strengthens
theproof of authorshipby allowing only thedesignerwith these-
cretkey to decipherthesignaturedata.Next, it makesthesignature
datato look like a randombitstreamso that the detectionof the
signaturedataby unauthorizedusersusingany statisticalanalysis
becomesharder.

The messageis encipheredin the following steps. First, the
author’s plaintext signaturedatais appliedto MD5 cryptographic
hashfunction. Thegeneratedhashis encryptedby thepublic key
of thedesignerusingRSA publickey cryptosystem.Usingtheob-
tainedcipherasan input, RC4 streamciphergeneratesa pseudo-
randomkeystream.This keystreamis combinedwith theplaintext
signaturedataby a bitwise exclusive-or operationto producethe
ciphertext signaturedata.Finally, theciphertext signaturedataare
embeddedasextraconstraintsin thedesign.

We assumesameencodingschemeasdescribedin themotiva-
tional examplein Section1. To improve thereliability of thepro-
posedintellectualpropertyprotectiontechniquesagainsttampering
of design,anerrorcorrectinganddetectioncodefor theembedded
signatureare employed. The # -bit error correctingBCH codes
[11] have beenusedto encodethesignaturedata.

Among the metrics,the probabilitiesof coincidenceandtam-
pering for the watermarkare especiallyprimary indicatorsof its
protectionstrength.Wenotethattheuseof theterminology“prob-
ability” doesnot follow its exact meaningfrom mathematicsin a
rigoroussense.The“probability” in this subsectionis ratherused
asanapproximationto theactualprobability. We provide thefor-
mulato computetheprobabilitiesfor randomgraphsin graphcol-
oring. For othersynthesistasks,the probabilitiescanbe defined
andcomputedsimilarly. For a randomgraph$�%'&�(')+* with & nodes
andedgeprobability ) , suppose, colorsareusedand � edgesare
addedaswatermarkingconstraints.Let ��� denotetheprobability
of generatingthesamecoloringsolutionwith thesignature,given
thesolutionusesthesamenumberof colors. ����-.%/��0.12 *43 . The
probability that any registerassignmentmethodwill result in the
samesolutionwith thewatermarkis extremelylow for graphswith
reasonablymany nodes.Let �65 denotetheprobabilityof removing
oneor moresignaturebitsby changingcolorsof onenode.Weap-
proximatethe � 5 by � 5 -7�809%/�80 3:<;=:?> �A@ ; � >?B @C * : D�E 1 . It is based

on the following reasoning.On averagethereare &GFH, nodeswith
thesamecolor. Theprobabilitythatnosignaturebit is removedcan
beapproximatedby theprobabilitythattherearenoencodededges
betweenthe &GFH, nodeswith thesamecolor.

From theseformula,we notethat ��� decreasesexponentially
as the numberof bits in the signatureincreases.Thus, it is bet-

ter to usea largersignatureto prove theauthorship.We alsonote,
however, that � 5 increasesasthe numberof bits in the signature
increases,which meansthat it is betterto usea smallersignature
for preventing tampering. Thesetwo requirementsare mutually
contradictory. Thisproblemcanberesolvedby usingerrorcorrect-
ing codes(ECC).Wecanachieve low ��� and �65 by embeddinga
largesignaturewith # -bit errorcorrectingcodes,where # should
increaseasthenumberof bits in thesignatureincreases.Theprob-
ability of tamperingafter # -bit errorcorrectingcodesareused,is

approximatedby I : DJLK+M�N 1 �PO , where �PO is the probability that O
encodededgesareremovedby changingcolorsof onenode. �PO is
approximatedby QSRT/U .

5.1 Experimental Results
To compareand evaluatethe effectivenessand efficiency of the
heuristicalgorithms,standardtest casesfrom the randomgraph
modelaswell asreal-life designsareused. In the randomgraph
model,for agraph$�%'&V(W)+* with & nodes,edgesaregeneratedinde-
pendentlywith probability) betweeneachpairof nodes.Although
unlikely to have muchrelevanceto practicalapplicationsof graph
coloring,sucha testbedhastheadvantagein asensethatbehavior
of any heuristicononegraphof this typeis agoodpredictorfor its
behavior onany other[8].

# of bits # of bit errors # of parity bits # of extra
Graph in signature to becorrected for ECC colorsusedXZY �4�[�]\^�H_ �a` 255 25 164 6XZY �4�[�]\^�H_  [` 511 13 117 10XZY �4�[�]\^�H_ b[` 1023 7 70 12XZY �a�[�]\^�H_ �a` 255 30 184 2XZY �a�[�]\^�H_  [` 511 17 153 5XZY �a�[�]\^�H_ b[` 1023 16 160 8XZY ba�[�]\^�H_ �a` 511 38 288 1XZY ba�[�]\^�H_  [` 1023 25 245 3XZY ba�[�]\^�H_ b[` 2047 19 209 4X�Y �4�[�c�]\^�]_ �d` 1023 25 245 0X�Y �4�[�c�]\^�]_  c` 2047 20 220 0X�Y �4�[�c�]\^�]_ bc` 4095 25 300 7X�Y �a�[�c�]\^�]_ �d` 2047 20 220 0X�Y �a�[�c�]\^�]_  c` 8191 15 195 1X�Y �a�[�c�]\^�]_ bc` 16383 10 140 2

Table 2: The overheadfor achieving ���e-f��g Eih/j and �65k-�	g E+h/j for thegraphsin Table1

For anotherresearchproject,we developeda heuristicfor the
graphcoloringproblemwhich outperformsthe bestheuristicsre-
portedin [8]. The quality of the graphcoloringalgorithmis pro-
vided by several key searchguidancetechniques.A well known
techniqueof subdividing theprobleminto aniterativesearchfor an
optimal maximally independentset is usedto partition the prob-
lem. This idea is augmentedwith a set of global probabilistic
least-constrainingmost-constrainedheuristicswhich boostthe al-
gorithm’s performance.Extensive experimentationhasshown that
the algorithmoutperformsthe state-of-the-arttechniquesreported
in [8] in solutionquality with anorderof magnituderun-timeim-
provement.Thealgorithmachievesvery highprobabilityof color-
ing a random,$�%/�	g]gSgl(cgnm o]* graphwith 85 colorsin only 5 hours
on a SunSparc5workstation(1994model),comparedto average
85.5colorsfor average136hourson anIBM 3081which is much
fasterthantheSparc5workstation.

Table1 provides the experimentalresultsfor variousrandom
graphs.Thefirst columnpresentsthenumberof nodesin thegraph
andthesecondcolumntheedgeprobability. Thethird columnpro-
videsthenumberof colorsusedfor theoriginalrandomgraph.The
fourth to eighthcolumnspresentsthenumberof edgesthatcanbe
addedbefore � more colors are added,where �p-qgl(	�](a�n(arn(d
 ,



respectively. Whenaddingedges,5 edgeswereaddedat a time,
whichs explains the fact that all the numbersin Table1 are mul-
tiples of 5. Sincethe purposeof this experimentationis not to
achievetheminimumpossiblesolutionbut to generategoodquality
solutionsfastin many timesfor thedemonstrationof theeffective-
nessof our approach,we restrict the runningtime of the heuris-
tic within a reasonableamountof time. For example,therunning
time for thegraph $�%/�	g]gSgl(agnm oS* is limited to 10 minuteson SUN
Sparc5workstation.In Table2 weshow theoverheadfor achieving� � -t��g Eih/j and � 5 -u��g Eih/j , in termsof thenumberof parity
bitsusedfor errorcorrectingcodesandthenumberof extracolors.
Note that even higher level of protectionis attainablewith more
overhead.

# of EdgesAddedfor � MoreRegisters
Design v�w vyx ����� ����� ����� ���� ����!

1 48 17 25 35 60 100 150
2 108 26 85 155 400 460 710
3 97 29 60 100 190 340 690
4 67 27 50 120 205 300 415
5 30 16 20 30 55 80 105
6 354 108 300 480 775 1100 1690
7 227 45 180 210 300 515 880
8 200 48 200 510 600 830 1045
9 324 49 95 325 395 800 1250
10 464 122 815 1435 2340 2880 4520
11 827 65 2050 3895 4670 5760 7580
12 1257 45 2895 5845 6475 7980 9220
13 752 104 845 1560 2860 3985 5950
14 1704 128 4865 8160 13520 18910 24235
15 2048 184 3675 6520 9975 13635 18170

Table3: Experimentalresultsof watermarking15 real-lifedesigns
in registerassignment:z|{ - # of variables,z~} - # of registers.

We alsoappliedour approachon 15 real-life designs.Thede-
signsarenumberedin thefollowing order:two GEcontrollers,two
Hondacontrollers,a wavelet filter, an NEC digital-to-analogcon-
verter(DAC), two componentsof modems,a linear controllerfor
automotive motion control, an LMS audioformatter, a CORDIC,
a speechcompressor, 2D WangDCT, 2D Arai DCT, and2D Lee
DCT. We have chosenthe small andmoderatelysizeddesignsto
demonstratetheeffectivenessof theapproachfor mostdifficult ex-
amples.As the designis smaller, it is harderto embedlarge sig-
natures.Table3 providestheexperimentalresultsfor thedesigns.
The secondcolumn presentsthe numberof variablesin designs
and the third column the numberof registersusedfor the origi-
nal design. The fourth to eighthcolumnspresentsthe numberof
edgesthat canbe addedbefore � moreregistersareused,where��-�gn(��S(c�?(drl(d
 , respectively. In Table4 weshow theoverheadfor
achieving � � -��	g Eih/j and � 5 -��	g Eih/j , in termsof the num-
berof paritybitsusedfor errorcorrectingcodesandthenumberof
extra colors. We assumethat theedgeprobability in all designsis
0.3. It is amoderateassumptionsincemostof thedesignsresultin
sparseinterval graphs.

All theexperimentalresultsshow thatlargewatermarkscanbe
embeddedin designswhile incurringminimalhardwareoverhead.

6 IPP for Other Behavioral SynthesisTasks
6.1 Transformations
Variablesin theoriginaldesignoftendisappearaftertheapplication
of transformations.We embedtheauthor’s signatureby providing
suchconstraintsthat particularvariablesshouldremainafter the
applicationof transformations.For example,we considerassocia-
tivity transformation.Thefollowing encodingschemecanbeused:
All theoperationsin a designarerandomlynumbered.A variable

# of bits # of bit errors # of paritybits # of extra
Design in signature to becorrected for ECC colorsused

1 255 20 144 6
2 255 23 156 2
3 255 27 172 3
4 255 30 184 3
5 127 21 98 5
6 511 26 234 2
7 511 28 252 3
8 511 25 225 2
9 1023 24 235 4
10 1023 16 160 1
11 2047 18 198 1
12 2047 20 220 0
13 2047 18 198 2
14 4095 20 240 0
15 8091 18 234 1

Table 4: The overheadfor achieving ���e-f��g Eih/j and �65k-�	g E+h/j for thedesignsin Table3.

� from operation� represents1 if � is even. It represents0, oth-
erwise.Following theorderin the list, for eachbit, we searchthe
first variablethatcanrepresentthevalueof thebit.
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Figure4: An exampleof watermarkingtransformationsolutions

ConsideraCDFGin Figure4(a).Theavailableclockcyclesare
4 clock cycles. Its transformedCDFGafterapplyingassociativity
is shown in Figure4(b). Thedesignis embeddedwith a signature
“6”. Figure5(c) shows how the watermarkingis achieved. The
numberin the left sideof eachnoderepresentsthepositionin the
randomlyorderedlist. The set of variablesto be untouchedby
transformationsis 1,2,4,5,asshown in dottedlines. The seten-
codes“0110”, i.e., “6” in theBCD code.

6.2 Scheduling
Theauthor’s signatureis embeddedby addinga setof constraints
suchthat two operationswith no dependenciesare forced to be
scheduledin onespecificorder, i.e.,anadditionaledgeis addedin
the transitive closure of theCDFG.A transitive closureof a graph$�-�%^��(d�~* is a graph $���-�%^�V(d���'* , wherefor every two nodes� and � in � , % � (/�l*���� � if � a pathfrom thenode � to thenode� . Whenever anedgeis added,thetransitive closureof theCDFG
mustbe updatedaccordingly. In addition,the periodsbetweenas
soonaspossiblecontrol stepandas late aspossiblecontrol step
thatanoperationcanbescheduledto satisfythetiming constraints
mustbeoverlappedin atleast2controlstepsfor thetwo operations.
Otherwise,addinganedgebetweentheoperationsisnotanew con-
straint.Wheneveranedgeis added,theperiodsfor operationsmust
beupdatedaccordingly.

Thefollowing encodingschemecanbeused:All theoperations
in a designaresortedandnumberedbasedon thedegreesof their
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Figure5: An exampleof watermarkingschedulingsolutions

schedulingfreedomin a decreasingorder. The schedulingfree-
dom of an operationis definedto be the lengthbetweenassoon
aspossiblecontrolstepandaslateaspossiblecontrolstepthatthe
operationcanbe scheduledto satisfy the timing constraints.An
addededge% � (/��* represents1 if � and � areeitherbothevennum-
bersor both odd numbers.It represents0, otherwise. Following
theorderin thissortedlist, for eachoperation� , wesearchthefirst
operation� from the beginningof the list that an edge % � (4��* can
beaddedandrepresentthedesiredvalue.

Considera computationalstructurerepresentedby a CDFGin
Figure 5(a). The available clock cycles are 6 clock cycles. Its
scheduledCDFG is shown in Figure5(b). The designis embed-
dedwith asignature“7”. Figure5(c)showshow thewatermarking
is achieved. Thenumberin the right sideof eachnoderepresents
thepositionin thesortedlist. Thesetof additionaledgesis (1,2),
(2,4),(3,1),(5,1),asshown in dottedlines.Thesetencodes“0111”,
i.e., “7” in theBCD code.

7 Invalidating FalseClaims of Ownership
Considerthefollowing scenario.Alice hasadesign� whichis wa-
termarked by the proposedwatermarkingscheme.Bob purchases
thedesign� from Alice. Therearethreecasesto consider.

� Finding Unintended Signatures: Bob tries to find his sig-
naturefrom the design � . Bob claimsthat � is his design
because� hasbothhis andAlice’s signatures.In this case,
onewith moremeaningful,longerandstrongersignaturewill
be a winner. It is believed to be a very difficult taskto find
any meaningfulsignaturefrom thedesign.It is mucheasier
to embedthe signaturein a preprocessingstep. Therefore,
Alice canprotectherauthorshipby embeddingstrongwater-
mark.� EmbeddingUnauthorizedSignatures:Bobembedshissig-
natureto thedesign� andclaimsthat � is hisdesign.In this
case,Alice caneasilyprove that the designbelongsto her.
Alice’s designhasonly her signature,but Bob’s designhas
bothhis andAlice’s signatures.Therefore,Alice canprove
thatit is herdesign.Notethatthis typeof attackis similar to
onedescribedin [2].� Tampering Original Signatures: In this case,Bob tries to
tamperAlice’ssignatureby applyinglocalchange.Thereare
atleastthreereasonsthatdiscouragethiskindof attack.First,
theselocal changescan result in worsedesignwith more
hardware overhead. Secondly, error correctingand detec-
tion codesallow thedesignto withstandsignificantamount
of attack. Thirdly, onceBob modifiesthe design,he hasto
performall synthesistasksbelow theaffectedpart. For ex-
ample,if the register-transferlevel designis modified,then
thelogic synthesisandphysicaldesignshouldbeperformed

which canmake the final designcompletelydifferent from
theoriginal.

8 Conclusion
We introducedthe first dynamicwatermarkingtechniquefor pro-
tectingintellectualpropertyof CAD toolsandreusablecorecom-
ponents.Theessenceof thenew approachis theadditionof a set
of designandtiming constraintswhichencodestheauthor’s signa-
ture. Theconstraintsareselectedin sucha way that they resultin
the minimal hardwareoverheadimpactwhile embeddingthe sig-
naturedifficult to detectandremove.

We establishedthefirst setof relevantmetricsfor thequantita-
tiveanalysisof watermarkingtechniques,whichformsthebasisfor
thequantitativeanalysis,evaluation,andcomparisonof watermark-
ing techniques.We developeda genericapproachfor steganogra-
phy anduseit asa basisfor the derivation of a spectrumof tech-
niquesfor signaturedatahiding in designs.Techniqueshave been
appliedto several behavioral synthesistasks,suchasscheduling,
registerassignment,andtransformations.

On a largesetof designexamples,studiesindicatedtheeffec-
tivenessof thenew approachin a sensethathighly resilient,diffi-
cult to detectandremove,yet easyto verify signaturesareembed-
dedin thedesignswith very low hardwareoverhead.
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