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Abstract — In previouswork, Hu and Dill identified a common  rubric of “automatic” formal verification lurks considerable human

cause of BDD-size blowup in high-level design verification and
proposed the method of implicitly conjoined invariantsto address
the problem. That work, however, had somelimitations: the user
had to supply the property being verified as an implicit conjunc-
tion of BDDs, the heuristic used to decide which conjunctionsto
evaluate was rather simple, and the termination test, though fast
and effective on a set of examples, was not proven to be always
correct. In this work, we address those problems by proposing
a new, more sophisticated heuristic to simplify and evaluate lists
of implicitly conjoined BDDs and an exact termination test. We
demonstrate on examplesthat these more complex heuristicsare
reasonably efficient as well as allowing verification of examples
that were previously intractable.

I. INTRODUCTION

Formal design verification is attracting increasing interest as atool to
deal with the ever increasing cost and complexity of hardware designs
and protocols. Binary decision diagrams (BDDs) [3] have enabled
much of the recent progressin this area, starting from the early work
applying BDDsto verification[1, 6, 5, 11, 24] and continuing through
the current work of many researchers.

Current research on automatic formal hardware verification has
focussed mainly on gate and transistor-level design. We believe that
automatic formal verification also has an important role at the very
highest levels of design, for example, in checking communicationsand
consistency-maintenance protocolsin avery large system. Verification
of high-level, abstract specifi cationscan catch conceptual errorsearly
in the design cycle, when they are easier and cheaper to correct.

The attractions of BDD-based approaches for high-level design
verification are threefold. First, they can conceivably handle large,
real-world designs. Second, most of the proposed algorithms pro-
vide counterexamples if the verification attempt fails. Third, these
approaches can be highly automatic, requiring minimal user effort.
Minimizing user effort, in particular, is crucia to the economic jus-
tification of formal verification; performing verification makes sense
only if the cost and effort required to usethe verifier is small compared
to the cost and effort saved by catching errors during verification.

With a few notable exceptions (e.g., [21, 7, 9]), however, BDD-
based approaches have largely failed to achieve these objectives for
high-level design verification. The straightforward algorithms appear
generally unable to handle designs much more complex than dining
philosophers or rings of mutual exclusion elements, and behind the
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labor invested in the minutige of preventing BDD-size blowup. In-
deed, in our own research on large, real examples (e.g., industrial
directory-based cache-coherence and link-level protocols), a brute-
force approach that stores states explicitly in a hash table [13] has
generally out-performed BDD-based approaches. Clearly, new tech-
niques are needed to realize the potential advantages of BDDs at this
high level of verification.

Implicitly conjoined invariants [17] is a recently-introduced tech-
nique, designed specifically to address some commonly-occurring
causes of BDD-size blowup in high-level verification. The basic idea
isthat in high-level verification, we frequently encounter functionsfor
whichthe BDD is huge, but which we can represent as the conjunction
of small BDDs. By using these implicitly conjoined lists of BDDs
instead of building the huge BDD, we can expand the set of problems
for which BDD-based automatic verification is feasible.

Some problems, however, remain to be solved. (For instance, the
method is not proven to terminate.) In this paper, we start from that
result and introduce two new techniques for manipulating implicitly
conjoined lists of BDDs: a heuristic for shortening an implicitly con-
joinedlist of BDDsby searching for good (i.e., reduces memory usage)
conjunctionsto evaluate explicitly, and an exact termination test based
on an efficient heuristic for comparing two implicitly conjoined lists
of BDDs. These new techniques further expand the range of prob-
lems that can be verified, which we demonstrate by verifying some
examplesthat are intractable by other means.

Il.  BACKGROUND

We consider a verification paradigm that, though simple, has proven
adequate for debugging a wide range of high-level designs[13]. In-
tuitively, we are verifying that every reachable state of the system
satisfies a specified property. (Equivalently, we are model-checking
CTL formulas of the form AGp only.) Formally, we model the sys-
tem being verified as a single non-deterministic finite-state machine.
(Such a finite-state machine is easily generated from a higher-level
description. We are using the Ever verifier, which supports higher-
level constructsusing BDDs[18].) Non-determinism isimportant for
high-level verification both to model non-determinismin the environ-
ment and also to abstract away implementation details, allowing usto
postpone making low-level decisions until we've finished high-level
verification. Let the machine have state space (7, transition relation
§:Q x Q — {0,1}, andaset of start states S C Q. Theverification
task is, giventhe set of “good” statesG C @ that satisfiesthe property
being verified, to determine if there exists a path starting from a state
in S andleadingto astatenotin GG, and, if such apath exists, to output
it as a counterexampleto the property being verified.



A. Image Operators
Before we proceed, we need a bit of notation:

Definition 1 Givenaset Z C @, definethe following operators:

Image(s, Zz) =
Prelmage(é, Z2) =
Backimage(s, Z) =

{v|Fufu € Z A 6(u,v)]}
{u|Fv[v € Z A é(u,v)]}
{u|Vo[6(u,v) = v € Z]}.

Intuitively, Image gives the set of states that can be reached in one
transition from a state in 7, Prelmage gives the set of states that in
onetransition can reach a statein 7, and Backlmage gives the set of
states that in one transition must end up in 7.

These image operators form the basic operations of BDD-based
verification algorithms. If Z and 6 are both represented by small
BDDs, these operations can be done directly using BDD opera-
tions [6, 5, 24]. If the BDD for 6 is too large to build (a common
problem), a number of techniques are available to compute these
images without building the BDD for § [4, 18]. Also, note that
Backlmage(s, Z) = —Prelmage(s, =7 ), so if Z is represented by a
small BDD, computing either of thesetwo imagesisequally fast for an
efficient BDD implementation (where negation is constant-time) [2].

What happensif the BDD for 7 is also too large to build (also a
common problem for high-level design verification)? The following
theorem enables computing the Backlmage of animplicit conjunction
of alist of BDDs without building the BDD for the conjunction [17].
(Dually, we can compute the Image and Prelmage of implicit disjunc-
tions without building the BDD for the entire disjunction.)

Theorem 1

Backimage(6, Y A Z) = Backimage(é, Y') A Backimage(s, 7).

Proof: Backlmage(8,Y A 7) is defined as Vo[§(u,v) = (Y (v) A
Z(v))], which equals Vo[(6(u, v) = Y (v)) A (6(u,v) = Z(v))],
which equals Yu[6(u, v) = Y (v)] A Vo[6(u, v) = Z(v)], whichis
defined as Backimage(s, Y') A Backlmage(s, 7). O

Using these image operators, it's easy to explain the standard ap-
proachesto our verification problem.

B. \erification Approaches

One standard algorithm we call “forward traversal.” The intuition is
that we iteratively computethe set R; of statesthat canbe reachedin ¢
or fewer transitionsfrom the start states. Mathematically, weinitialize
Ro = S, and compute R;+1 = Ro V Image(é, R;). If R; ever goes
outside the set of good states (R; ¢ G), then we have aviolation, and
it's easy to produce a counterexampletrace. Otherwise, the sequence
will eventually convergeto the set of reachabl e states, meaning that the
verification succeeds. Details of this approach are available el sewhere
(eg., [11, 5, 8, 24, 4]).

The other standard algorithm we call “backward traversal” The
intuition here is that we iteratively compute the set GG; of states such
that all pathsof length: or lessstarting in G; must remain within theset
of good statesG. Mathematically, weinitialize Go = G, and compute
Giy1 = Go A Backlmage(é, G). If we reach a point where G; does
not contain all of the start states (S € G.), thenthere existsasequence
of ¢ transitions from a start state to a violating state. Otherwise, the
seguencewill converge, meaning the verification succeeds. Detailsfor
this approach are al so available from several sources(e.g., [6, 23, 14]).

C. Implicitly Conjoined Invariants

Themethod of implicitly conjoinedinvariants[17] is built on the back-
ward traversal. As mentioned already, this method is predicated on
the observation that in high-level design verification, we frequently
encounter the situation where the G;’s in the backward traversal re-
quire huge BDDs, but could be expressed as the implicit conjunction
of small BDDs. Supposethe set GG of states that satisfy the property
we are verifying is actually specified as the implicit conjunction of
small BDDs: G = G[1] A - - - A G[n]. Canwe perform the backward
traversal algorithm keeping al the G;’s in this form, never building
the huge BDD required to represent the conjunction?

Intheoriginal paper [17], theanswer isaqualified yes. Clearly, the

?

violation check S g G; can be broken down into individual checks
?

S & Gi[y] for each j. Similarly, Theorem 1 allows us break down
the Backlmage computation: Backimage(é, Gi[1] A - - - A Gi[n]) =
Backlmage(s, Gi[1]) A - - - A Backlmage(6, G;[n]). Thus, computing
the Backlmage of an implicitly conjoined list of » BDDs results in
another implicitly conjoined list of » BDDs. This phenomenon leads
to a problem: On each iteration, we AND the n BDDs representing
G into the current implicit conjunction; if we just add these» BDDs
to the current list, the length of the implicitly conjoined list will grow
on each iteration. Thus, we need some way of deciding which of the
implied conjunctionsto actually evaluate (i.e., actually build the BDD
for the conjunction of two BDDs, reducing the length of the list by
one). Furthermore, the BDD for X A Y can be smaller than the BDD
for X plusthe BDD for Y, so evaluating some conjunctions might
even reduce the amount of memory used. The other crucial problem
is how to determine termination. Since an implicitly conjoined list of
BDDs s not a canonical form (unlike single BDDs), testing whether
G; = Giy1 isnot trivial.

Another important point isthat animplicitly conjoined list of BDDs
gives us an opportunity to perform don’t-care optimizations. The cor-
rectness of the backward traversal algorithm relies on computing the
G, correctly, not on the particular representation used. Therefore, if
we represent GG; as an implicitly conjoined list of BDDs, the specific
BDDsin thelist don't matter, aslong as the implied conjunction rep-
resents the correct set. Thus, each conjunct defines a care set for the
other conjuncts, since when any one conjunct is false, the entire con-
junction is false. Suppose we have an operator BDDSIimplify( f, ¢)
that takes BDDs f and ¢ and performs care-set simplification (return-
ing a smaller BDD that agrees with f whenever ¢ is true). We can
apply such an operator freely to any implicitly conjoinedlist of BDDs,
reducing the sizes of the BDDs in the list. Much of the efficiency of
implicitly conjoined invariants derives from these simplifications, but
determining the best way to apply simplification is an open problem.

The original paper addressed these problems with some simple
heuristics. The details of these heuristics do not concern us here,
(See[17].) except to point out the key weaknesses. First, the evalua-
tion policy is simple, making no effort to adapt to different problems
or seek out particularly good conjunctions to evaluate. Second, the
termination test given, whilefast, simple and successful on several ex-
amples, isn’t proven to be correct — it could conceivably fail to detect
convergence. Most importantly, the heuristics used reguire the user
to supply the property being verified as an implicit conjunction. Fail-
ure to do so reduces the algorithm to the ordinary backward traversal
with BDDs. Since we seek to minimize user effort and sophistication
required to useformal verification, such a requirement isundesirable.



I11.  NEW TECHNIQUES

The new techniques given here address the preceding problems. We
present anew evaluation and simplification policy that attemptsto find
good conjunctionsto evaluateand also attempts automatically to form
implicitly conjoined lists of small BDDs, relieving the user of this
burden. We also present an exact termination test that determines if
two implicitly conjoined lists of BDDsare equal. While the exact test
requires exponential time in theory, some examples will show that the
exact test is frequently not too time-consuming in practice.

A. Evaluation and Smplification Policy

On eachiteration of the backward traversal algorithm, we compute an
implicitly conjoinedlist of BDDsfor G;+1 = GoABackimage(é, Gs).
We seek to find an equivalent list of BDDs that is smaller overall.
More abstractly, given function X expressed as implicit conjunction
of BDDs X1 A - - - A X, wewant to find animplicit conjunction with
smaller overall sizeY = Y1 A--- AY,,,suchthat X =Y.

We are using the BDD simplification operator proposed by Coud-
ert, Berthet, and Madre [11], generally known as Restrict [10] or
Reduce[20]. Whilethis operator doesn’t alwaysreduce the size of the
BDD it isapplied to, it seemsgenerally effective, so we first simplify
each BDD X; by every other BDD X; that's smaller than it. (Sim-
plifying a small BDD by alarge BDD, in our experience, doeslittle
good.) Theremaining problemissimply to decidewhich conjunctions
to evaluate to minimize the total size of the implicitly conjoined list.

At first glance, this problem appears an ideal combinatorial opti-
mization problem. For every subset of the BDDs in the list, we can
replace that subset by the single BDD that's the conjunction of all the
BDDs in the subset. Thus, we arrive at a set-covering problem:

Let X beaset of n conjuncts X = {X3,..., X,}.
For every subset s C X, define the cost of that subset
¢(s) to be the size of the (single) BDD that represents
the conjunction of all conjuncts contained in s: ¢(s) =

BDDSize (/\X - X,') . Find the minimum cost set .S’ of

subsets that covers all the conjunctsin X, i.e., find the S
that minimizes )~ ___ ¢(s) subjectto Vids € S[X; € s].

Unfortunately, this approach yields an instance of Minimum Weight
Cover, and Minimum Weight Cover is clearly NP-hard by reduction
from Minimum Cover [15], even if restricted to subsets of three or
fewer conjuncts. (The constraints on the cost function imposed by
BDD properties, however, might make this problem easier than Min-
imum Weight Cover in general.) If we restrict ourselves to pairwise
subsets only, we can solve the problem in polynomial time:

Theorem 2 Finding the min cost pairwise cover is polynomial time.

Proof: Draw acomplete graph with avertex for each conjunct. Label
each edgewith the size of the BDD for the conjunction of theBDDson
the two incident vertices. Next, make a copy of each vertex. Connect
each original vertex to its copy; label that edge with the minimum of
the size of the BDD at that vertex and the labels of all other incident
edges. (This edge indicates the cheapest way to include this conjunct
ignoring all the other conjuncts.) Connect all the copy verticesto each
other with weight 0 edges. Minimum weighted matching, which is
polynomial time (e.g. [22]), on this graph gives the optimum cover. O

Even this result is of limited practical value becausein redlity, for
efficient BDD implementations, BDD sizesdo not add, sinceall BDDs

Conjunction Evaluation:
Let GrowThreshold = 1.5.
Build atable P of all pairwise conjunctions: P;; := X; A X;.
Loop
Find thes, 5 (with: # j7) that minimizestheratio:
r = BDDSize(P;;)/BDDSize(X;, X ;)
Note: BDDSze(X;, X ;) takes node-sharing into account.
If rmin > GrowThreshold, then exit.
Replace X; and X ; with F;;.
Update P to reflect the modified conjunct list.
EndLoop

Figure1: Thisalgorithmisagreedy algorithmto find agood set of conjunctions
to evaluate in an implicitly conjoined list of BDDs. We have arbitrarily set
the GrowThreshold to 1.5 with satisfactory results. Additional tuning could
improve results further: a smaller threshold holds BDD size down, but can
get caught in alocal minimum, whereas any threshold greater than 1 could
theoretically allow usto build exponentially-sized BDDs.

in the system can share nodes with each other [2]. Using a complex
“optimum” algorithm for a rough approximation to a problem makes
little sense. Thus, we turn to a greedy heuristic.

The heuristic we propose is fairly simple, yet accounts for some
degree of node sharing among different BDDs. The intuition is to
find the pair of BDDs for which evaluating the conjunction givesthe
greatest savings over not evaluating the conjunction. We replace the
pair of BDDs with the single BDD for the conjunction and repeat the
process. The processterminates when the best conjunctionto evaluate
doesn’t give sufficient savings. The algorithm is given in Figure 1.

B. Exact Termination Testing

Deciding termination in the verification algorithms requires testing
whether the iteration hasconverged — is R; = R;y1 0r G; = Gi41?
(Actually, checking implication suffices since these sequences are
monotonic. The current implementation does not exploit this opti-
mization.) The termination test proposed in the original paper relied
on the structure of the original simple evaluation policy to provide a
good chance of operating correctly [17]. Given that the evaluation
and simplification technique proposed in the preceding section can
extensively modify animplicitly conjoined list of BDDs, amethod to
compare two arbitrary implicitly conjoined lists of BDDs seems nec-
essary for reliable termination testing. Furthermore, verification, by
nature, should favor a method that is guaranteed correct, but possibly
slow, over a method that is fast, but possibly wrong. Thus, we look
for an exact test of equality for arbitrary implicitly conjoined BDDs.
Suppose we have two implicitly conjoined lists of BDDs X =
{XiAn---AX,}andY = {Y1A---AYy}. Ourtaskisto determine
whether or not X = Y, without building the BDDs for X or for Y,
since those BDDs are presumably too big to build. We proceed by
decomposing the problem. First, note that X = Y if and only if
X = YandY = X, sowe can check each implication separately.
For brevity, we'll describe the X = Y case only. Next, note that
X =Yifandonlyif (X = Y1) A--- A (X = Yy). Again, we
can check each case separately. Again, all the casesare identical, so,
for brevity, we'll describe only the X =- Y1 case. Checking whether
X = Yiistrueis equivalent to checking whether =X Vv Y71 is a
tautology, whichis actually checkingwhether = X1 v - - - v =X, VY]
is atautology. Thus, we have reduced the problem of checking the



equality of two implicitly conjoined lists of BDDs to the problem of
checking whether the disjunction of alist of BDDs is atautology.

We can’t simply build the BDD for this disjunction, as that would
still blow up, so we further decomposethe problem into smaller, more
manageable pieces. Our strategy here isto look for easy special cases
first, and if that fails, to perform a Shannon expansion on the implicit
digunction. Specifically, we perform the following stepsin sequence:

1. If any BDD inthelist isthe constant True, the whole disjunction
isatautology. If any BDD isthe constant False, discard it.

2. If any two BDDsin the list are complements, the whole disjunc-
tion is atautology. (Recall that negationisfastin efficient BDD
implementations.) If any two BDDs are identical, discard one.

3. If the disjunction of any two BDDs is the constant True, the
whole disjunction is a tautology.

4. If all elsefails, choosea BDD variable from a BDD in the list,
perform a Shannon expansion, and check tautology recursively
on both cofactors. (The positive and negative cofactorswill each
be an implicitly conjoined list of BDDs.) For simplicity, we are
currently selecting the top BDD variable of the first BDD in the
list as the variable to cofactor on.

We further optimize Step 3 using the following theorem:

Theorem 3 If the Restrict or the Constrain operator [10] is used for
BDDS mplify, then for any Boolean functions« and b, the disjunction
a V b isatautology if and only if BDDSmplify(«, —b) is a tautology.

Proof: We givethe proof for Restrict; the proof for Constrainisalmost
identical. The proof is by induction on the size of the supports of the
BDDs. Thebase case, when either a or b is either the constant True or
the constant False, is easy to verify. The inductive step relies on the
recursive definition of Restrict, which defines Restrict( f, ¢) in terms
of the Shannoncofactors f.., fz, ¢z, and cz, wherez isaBDD variable
in f orinc: (The exact definition of z isirrelevant here.)

Restrict(f, ca V ¢z) if fo = fz
Restrict( f=, ¢z ) if cz = False
Restrict(f, ¢) = Restrict( fz, cz) if c. = False
(z A Restrict( f, cz))V
(z A Restrict(fz,cz)) otherwise

Inthe first case, Restrict(a, —b) isatautology iff

Restrict(a, (—b) V (—b)z) is atautology iff

a V =((=b)s V (-b)z)) isatautology (inductive hypothesis) iff

(az Vb)) A (az V by) isatautology (in thiscasea = a, = ag) iff
(a Vv b) isatautology.

The other casesare similar. O

Sinceweare using Restrict asour BDDSimplify function, thistheorem
means we get the effect of Step 3 automatically if we simplify each
BDD inthelist by all the other BDDs, and then repeat Step 1 to handle
any resulting constant True's and False’'s in the list.

IV.  EXPERIMENTAL RESULTS

The preceding algorithms clearly require non-trivial computations.
Whether they are justified in practice can be demonstrated only by
experimentation. We must establish that the performance cost of these
algorithms is reasonable, or that these algorithms are more powerful,
verifying examplesthat were previously intractable, or, ideally, both.

Comparisons of different algorithms for verification with BDDs
can be problematic. Runtime comparisons are meaningful provided
the different methods run on the same machine type with the same
BDD implementation. Memory requirements are harder to quantify.
The total memory used during verification is probably the most real-
istic measure of how memory-efficient a particular algorithm is, but is
highly sensitive to details of the BDD implementation used. Vagaries
of garbage collection and caching policies, for example, caneasily ac-
count for afactor of two difference in reported memory usage. On the
other hand, reporting the number of BDD nodes required to represent
specific portions of the verification processisimplementation indepen-
dent, but fails to account for the various intermediate data structures
and BDDs that can consume substantial memory. In this paper, we
report the runtime on a Sun 4/75, the total memory used during the
verification process, as well as the largest number of BDD nodes re-
quired to represent any of the R; (for forward traversals) or G; (for
backward traversals). We are using David Long’'s BDD package[20].

A. PerformancePenalty vs. Previous Results

First, let’s tackle the question of performance. How much more time
and memory do the algorithms we propose require over earlier and
simpler methods? We use three examples, all previously used to
demonstrate the efficacy of the original implicitly conjoined invariants
approach and described thoroughly in that paper [17].

The first example is a typed FIFO queue. These data structures
frequently occur in high-level design verification either to represent
actual queuesin the system or to delay datagoing from one part of the
model to another. The specific exampleis8bitswide, with thebitslices
interleaved (a standard variable-ordering heuristic for datapaths[19]).
Thedata going into the queue obeysatype constraint: each item must
be between 0 and 128 inclusive. We verify for various queue depths
that all itemsin the queue always obey the type constraint.

The second example is an abstraction of a group of processors
communicating via a shared network, again, acommon occurrencein
high-level design verification. We have a set of processorsthat non-
deterministically issue requests into a non-message-order-preserving
network. Each request carries only the requester’s ID as areturn ad-
dress. A server non-deterministically pullsrequestsout of the network
and sends acknowledgmentsback to the originating processor. When
aprocessor issuesarequest, it increments alocal counter of outstand-
ing requests. When it receives an acknowledgment, it decrements
the counter. We verify, for various numbers of processors, that each
processor’s counter correctly indicates the number of message it has
outstanding in the network. (We assumethat n < 16, so IDs are 4
bits each. Thenetwork is modeled as an n-element array of messages,
each of which carriesavalid bit, areg/ack flag, and a return address.)

The third example is a moving-average filter, a common DSP al-
gorithm. We compare an implementation using a pipelined tree of
adders against a combinational specification. See Figure 2. The sam-
ples being averaged are always 8 bits. We verify filters of depth 4, 8,
and 16. In the origina paper, no method could verify the larger fil-
ters. Carefully adding user-defined “assisting invariants” (essentially
spelling out lemmas to help the verifier prove the property being ver-
ified), however, allowed successful verification. In this section, we'll
verify with the assisting invariants (specifying that the average of each
layer of the adder tree must equal the corresponding entry in the delay
FIFO of the specification); in the next section, we'll reconsider this
example without the user-defined assistance.
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Figure 2: Diagram of Size 8 Moving AverageFilter. The verificationtask isto
provethat the implementation using a pipelined tree of adders gives the same
result as the specification, which is the average computed directly and then
delayed in a FIFO to match the pipeline depth of the implementation.

Table 1 summarizes results on these examples. Clearly, the ad-
ditional time and space overhead of the more complex algorithms
proposed in this paper is minimal. Also, both methods using implicit
conjunctions of BDDs manage to avoid the exponential BDD-size
blowups afflicting the conventional forward and backward traversals.

B. New Examples

Now, let's look at the question of power. Do the more sophisticated
methods proposed in this paper enable verification of examples that
are otherwise intractable? We consider two examples: a continuation
of the preceding moving-averagefilter example, and asimple model of
the register-bypass and branch-stall aspects of a pipelined processor.

The previous results for the moving-average filter required user-
supplied assisting invariants to complete the verification. Since our
goal is automatic formal verification, what happensif we attempt the
examplewithout the user-supplied help, if we simply give the descrip-
tion of the filter and ask the verifier to prove that the implementation
and specification agree? Results for this case, summarized in Table 2,
show that only the algorithms proposed in this paper can handle the
larger filters. Interestingly, comparing the results here to theresultsin
Table1that rely on user assistance, wefind that the new evaluation and
simplification algorithm is actually deriving the assisting invariants,
fully automatically, at minimal cost in memory and runtime.

Our second exampleisto verify asimple pipelined processor against
a non-pipelined specification. To reduce the size of the model, and
sincewe're only concerned with the processor, we will abstract avay
the memory. Instead, both versions of the processor will execute the
same non-deterministically-generated stream of instructions. Instruc-
tions are encoded as a 3-bit opcode, followed by fields specifying the
source and destination registers, followed by a field for specifying
immediate data values. There are eight instructions: NOP, BR, LD,
ST, ADD, SUB, MOV, and SR. NOP performs no operation. BR
modelsa branch instruction. Since the instruction stream is generated
non-deterministically, we do not model a program counter, so the BR
instruction essentially performs no operation. (It does, however, stall
the pipeline, aswe'll discusslater.) LD loadsthe specified destination
register with the contents of theimmediate field. ST isano-op, since
we aren’'t modeling memory. ADD adds the contents of the specified
source register into the specified destination register. SUB subtracts
the source register from the destination register. MOV copies the
source register into the destination register. SR shifts the contents of
the specified destination register right by one bit.

Size [[ Meth. [ Time [ Iter | Mem | BDD Nodes
Example: 8-Bit Wide Typed FIFO Buffer
5 || Fwd 0:03 6 936K 543
Bkwd 0:01 1 936K 543
ICI 0:00 1 552K 41 (5 x 9nodes)
XICl 0:00 1 556K 41 (5 x 9nodes)
10 || Fwd 5:37 | 11 | 13048K | 32767
Bkwd 1:56 1 | 10008K | 32767
ICI 0:03 1 1016K 81 (10 x 9 nodes)
XICI 0:03 1 1020K 81 (10 x 9 nodes)
Example: Processors Sending M essages Through Network
4 || Fwd 0:04 9 1264K 1198
Bkwd 0:02 1 1136K 994
FD 0:13 9 1028K 41
ICI 0:02 1 1008K 245 (4 x 62 nodes)
XICI 0:02 1 1008K 245 (4 x 62 nodes)
7 || Fwd 11:53 | 15 | 29324K | 88647
Bkwd 2:15 1 | 14412K | 61861
FD 320 | 15 2652K 169
ICI 0:14 1 3152K 1086 (7 x 156 nodes)
XICl 0:22 1 3660K 1086 (7 x 156 nodes)
Example: 8-Bit Wide Moving Average Filter
4 || Fwd 0:54 3 | 10976K | 11267
Bkwd 0:04 1 1248K 490
ICI 0:03 1 832K 146 (102, 45)
XICI 0:03 1 832K 146 (102, 45)
8 || Fwd Exceeded 60MB.
Bkwd Exceeded 40 minutes.
ICI 0:25 1 3880K 638 (390, 169, 81)
XICl 0:28 1 3880K 638 (390, 169, 81)
16 || ICI 3:26 1 | 27416K 2558
(1501, 629, 290, 141)
XICl 341 1 | 27416K 2558
(1501, 629, 290, 141)

Table 1: Performancevs. Previous M ethods. Seethetext for descriptionsof ex-
amples. “Meth.” indicatestheverification method used: “Fwd” isconventional
forwardtraversal, “ Bkwd” isconventional backwardtraversal, “FD” isforward
traversal exploiting user-specified functional dependencies[16], “ICI” isback-
ward traversal using the original implicitly conjoined invariants method [17],
and “XIClI” is the implicitly conjoined invariants method extended with the
techniques in this paper. Time is in minutes and seconds. “Iter” gives the
number of iterations before convergence. “Mem” showstotal memory used by
the verifier. “BDD Nodes’ shows the largest number of BDD nodes used to
represent the set of states computed at an iteration (R; or GG;). The humbers
in parentheses are the sizes of theindividual BDDsin the implicit conjunction,
with “(¢ x 7 nodes)” indicating : BDDs of ; nodes each. (Numbers don’t
aways add up because of node sharing.) Exampleswere run on a SUN 4/75,
using aBDD package developed at CMU by David Long [20].

The pipeline is three stages deep. The first stage fetches the next
instruction from the non-deterministic instruction stream. The second
stage decodesthe instruction, fetches the appropriate values from the
register file (or theimmediate field for a LD) and computesthe result.
The last stage writes the result back into the register file. There are,
of course, some complications. First, if one instruction relies on the
result of the preceding instruction, the result won’t be written back by
the Writeback stage in time for the Execute stage to fetch the correct
value, eg.:

; assume r0=0 and r1=0
LD rl1, #1 ; make ri1=1
ADD r0, r1 ;add rl1 torO



Size || Meth. | Time | Iter Mem BDD Nodes Size Meth. | Time | Iter Mem BDD Nodes
4 || Fwd 0:52 3 6880K | 11267 2R, 1B Fwd 511 4 | 49644K | 284745
Bkwd | 0:04 1 1248K 490 Bkwd 0:27 4 4080K 10745
ICl 0:.04 1 1248K 490 ICl 0:27 4 4080K 10745
XICl 0:03 2 932K 146  (45,102) XICl 0:31 4 4084K 10745
8 [| Fwd Exceeded 60MB. 2R,2B Fwd Exceeded 60MB.
Bkwd Exceeded 40 minutes. Bkwd Exceeded 60MB.
ICI Exceeded 40 minutes. ICl Exceeded 60MB.
XICl 0:31 3 5676K 638 (61, 169, 390) XICl 1:48 4 7316K 8485 (45, 441,
16 || XICI 5:45 4 | 28544K 2558 1345, 6657)
(241, 290, 629, 1501) 2R,3B || XICI 13:35 4 | 59480K 57510 (189, 2503,
9591, 45230)
. . . . . . 4R,1B Fwd Exceeded 60MB.
Table 2: Moving Average Filter without Assisting Invariants. Previously, Bkwd Exceeded 60MB.
we verified the moving-average filter example with the aid of user-supplied Il Exceeded 60MB.
assisting invariants— additional propertiesthat guidetheverifier in partitioning XICl 7:06 4 | 24156K 12947 (45,849,
intermediate results into implicit conjunctions. In this experiment, we simply 1290, 10767)

givethe verifier the description of the filter and ask it to verify that the output of
the implementation agrees with the output of the specification. Column labels
and test conditionsare the same asin the preceding table.

Implementation Specification

Non-Deterministic Instruction Stream

Instruction Fetch

{
Execute

' Register Bypass *

Branch Stall

Instruction Delay|
Instruction Delay|

Non-Pipelined
Fetch-Execute-Writeback

Register Fil Register Writeback

Register File]

Figure 3: Diagram of Pipelined Processor Example. A pipelined and a non-
pipelined version of a processor execute the same non-deterministically gen-
erated stream of instructions. The verification task is to provethat the register
files of the two versions always agree.

After executing this code fragment, r O should be equal to 1. As
described, however, the pipelined processor would not have updated
r1 to be 1 in time for the ADD instruction. The standard solution
to this problem is to add a “register bypass path” to the pipeline: If
the Execute unit detects that the current instruction needs the result
of the previous instruction, it bypasses the register file and gets the
value needed directly from the Writeback unit. Our example includes
such aregister bypass path. Another complication occurs because of
branches. In areal machine, the Instruction Fetch unit does not know
where the next instruction will be until the Writeback unit updatesthe
program counter. For our example, we adopt a standard solution —
the branch stall. If any stagein the pipeline containsa BR instruction,
the pipelineisforced to stall. (Weimplement the stall by forcing NOP
instructionsinto the Fetch unit until the BR clearsthe Writeback unit.)

Theverification task isto show that the register files of the pipelined
and non-pipelined processors always agree when executing the same
sequence of instructions. In order to keep the two descriptions syn-
chronized, the non-pipelined processor buffers incoming instructions
for two cyclesto match the pipelined processor. Also, abranchstall in
the pipeline will also stall the non-pipelined processor. This example
issummarized in Figure 3.

Table 3 summarizes the results for this verification example for

Table 3: Results for Pipelined Processor Example. We are verifying that the
register files of a pipelined and a non-pipelined version of a simple processor
awaysagree. The pipelined version includes aregister bypass path as well as
astall for branch instructions. “R” indicates the number of registers in each
processor. “B” indicates the width of the datapath. Column labels and test
conditions are the same as in the preceding table.

various numbers of registers and datapath sizes (the bit-width of the
registers and the immediate field). Clearly, the techniques of this pa-
per expand the range of problems that can be verified automatically.
It's worth noting that, as in the moving-average filter example, care-
fully hand-constructed assisting invariants give better results than the
automatic techniques presented here. (For example, we can verify
the 2-register, 3-bit datapath examplein only 2 iterations, 6:19, using
25592K of memory and with the largest G'; using only 6602 BDD
nodes.) That clever human intervention can improve the efficiency
of a verification problem is not, however, surprising, and does not
diminish the importance of minimizing the amount of human effort
and sophistication required to use formal verification.

V. FUTURE RESEARCH AND CONCLUSIONS

Whilethetechniques presented are certainly not thelast word in formal
verification — it's quite easy to find examples that still cannot be
verified automatically — they are definitely a step forward, increasing
the applicability of automatic verification with BDDs. However, as
always, progress seemsto raise at least as many questionsasit answers,
and there are many avenuesfor further research.

Obviously, considerable performance and heuristic tuning can still
be done. We have not, for example, investigated finding the best
GrowThreshold in the evaluation algorithm, or experimented with
choosing the best variable to use for cofactoring in the termination
test. Another obvious direction for improvement isin algorithms for
BDD simplification. Methods using implicitly conjoined BDDs rely
on simplification for their efficiency, so any improvement in simplifi-
cation will pay-off immediately.

Another BDD-simplification effect is more subtle. In our experi-
ments, we frequently encounter a situation where we wish to simplify
aBDD f by two other BDDs ¢1 and c2. Simplifying f by either ¢1 or
c2, however, resultsin aseveral-fold increasein the size of f, and then
simplifying the large resulting BDD by the other ¢ shrinks the final



result to something much smaller than theoriginal f. Why not discard
the result of thefirst simplify, sinceit’s bigger than f? Unfortunately,
thisapproachresultsin nosimplification at all: thefirst simplify blows
up the BDD and is discarded, and the second simplify also blows up
the BDD and is discarded. We really wish to simplify by c1 A ¢,
which gives a smaller care-set, but we can't afford to build the BDD
for c1 A co. What's needed, therefore, isaroutine that simplifiesusing
multiple BDDs simultaneously.

Another issue also involves BDD-size blowups in intermediate
computations. In our algorithm for choosing conjunctions to eval-
uate, we are building all pairwise conjunctions even though we'll be
using only afew of them. Furthermore, before we build the BDD for
any conjunction, we already have a limit on how large it can be and
still be useful: if the conjunction becomessignificantly larger thanthe
size of the two conjuncts, we know we won't use that conjunction.
Hence, it would be useful to have the capability to compute the size of
aresult without actually building the BDD for that result, and to abort
any of these operationsif the size exceeds a specified bound.

Finally, a comparison of the moving-average filter and pipelined
processor examples suggests that there is gill considerable room
for improving the simplify-and-evaluate algorithm. For the moving-
average filter, the new algorithm was abl e to derive the same assisting
invariants as were human-generated. For the pipelined processor ex-
ample, however, the derived BDDswere clearly inferior to the human-
generated assisting invariants (e.g., 57510 vs. 6602 BDD nodes for 2
registers, 3-bit datapath). How can we close this gap?

Additional research along these lines should further expand the en-
velope of problemsthat can be verified automatically. As the human
time and expertise required to successfully use formal verification de-
creases, verification will becomeincreasingly practical and valuable.
For thelong term, we need to make automatic formal verification truly
automatic, thereby maximizing its beneficial impact.
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