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Abstract - A Cyclic-CPRS (Column Parity Row Selection)
technique is presented to diagnose built-in self tested (BISTed)
circuits, even in the presence of many unknowns and transient
errors. The novel cyclic scan chains retain the transient errors
and unknowns in the CUT until they are fully diagnosed.
Instead of masking the unknowns, Cyclic-CPRS directly
diagnoses the unknowns as if they were errors. Direct diagnosis
of unknowns not only eliminates the masking circuitry but also
enhances the diagnosis resolution. Experimental results show
that Cyclic-CPRS is very successful even in the presence of 10%
errors and unknowns. The proposed technique is especially
suitable for nano-meter technologies, in which transient errors
and systematic defects are becoming serious problems.

1. Introduction

In the System-on-Chip (SOC) era, one popular solution to
test embedded cores is Built-In Self Test (BIST). If an
embedded core fails a test, diagnosis requires two pieces of
information: the failing patterns and the failing locations.
The failing patterns are the patterns for which errors occur.
An error is a mismatch between the expected circuit outputs
and the actual circuit outputs. The failing locations are two
dimensional indexes of failing scan chains and failing scan
cells where errors are observed. Once the failing patterns
and failing locations are available, scan-based diagnosis
techniques (such as [1]) can be applied to identify the faults.
Diagnosing embedded or BISTed cores faces two major
obstacles: limited I/O pins and unknown circuit output values.
Due to the fast test speed and the large number of patterns
applied, it is very difficult to dump all the circuit outputs to
identify the failing patterns in BIST mode.

Traditionally, limited accessibility to CUT outputs is the
major obstacle to diagnose BISTed circuits. In nano-meter
technologies, we face even greater challenges because
systematic defects become a more serious problem than
random defects [2]. Unlike random defects, systematic
defects oftentimes induce a relatively large number of errors.
The errors can be scattered in different locations of the CUT.
In addition to large error multiplicity, two issues make
diagnosis even more difficult: transient errors and the
unknowns. Transient errors are incorrect CUT signals that
vary from time to time even when the same test pattern is
applied [3][4]. This is because certain defects in nano-meter
technologies, such as IR drop and crosstalk, are not
deterministic and can only be provoked in certain operation
conditions [5][6][7]. Transient errors can lead to confusing
and sometimes wrong diagnosis results. Unknowns (X's),

such as floating tri-state nets or bus contention, are caused by
random patterns applied in BIST mode [8]. Unknowns
corrupt the MISR signature and spoil the diagnosis
information. A simple solution to the X problem is to add
X-masking circuitry, which prevents X’s from getting into
MISR. Unfortunately, the masking circuitry also degrades the
diagnosis resolution.

Past BIST diagnosis solutions have limitation in meeting
the challenges of embedded core diagnosis. In the software
category, existing BIST diagnosis solutions include reciprocal
polynomials [9], diagonal matrix for MISR [10], and MISR
quotients [11][12]. Pure software techniques have difficulty
in diagnosing multiple errors due to aliasing and masking of
signature analyzers [13]. In the hardware category, a simple
BIST diagnosis solution is to bypass the compressor and dump
scan chain contents [14][15][16]. However, the hardware
overhead increases rapidly with the number of scan chains,
which is oftentimes very large for BISTed CUT. Also, it is
difficult to identify the failing patterns due to the large number
of patterns applied. Other hardware diagnosis solutions
include error control codes [17][18], cycling registers [19][20]
serial LFSR of different polynomials [21], programmable
MISR [22][23], random selection LFSR [24][25][26][27], and
counter-based selection [28]. X-tolerant test and diagnosis
solutions include the X-compact [29], row/column parity [30],
and convolutional compactors [31][32]. However, the
diagnosis resolution degrades rapidly as the number of
unknowns increase. Specifically, if one hundred scan chains
are compressed into one single output, fewer than 15% errors
are correctly diagnosed in the presence of 1% unknowns [31].

Cyclic-CPRS is presented to meet the diagnosis
requirements for embedded cores in SOC. Cyclic-CPRS is a
revised version of the original CPRS [33] with two major
features added: cyclic scan chains and direct diagnosis of
unknowns. Cyclic scan chains retain the contents of scan
chains by feeding back the output of every scan chain to its
own input. Cyclic scan chains hence “lock™ unknowns in
feedback loops until all errors are fully diagnosed. The
cyclic scan chains enable multiple-session diagnosis without
the interference of unknowns. The second innovation is
direct diagnosis of unknowns. Instead of masking the
unknowns, Cyclic-CPRS “faces” the unknowns and diagnoses
them in the same way as errors. Compared to the traditional
masking solution, the direct diagnosis approach not only
eliminates the masking circuitry but also improves the
diagnosis resolution.  The direct diagnosis approach is
especially effective for errors located in the scan chains that
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generate unknowns. Experimental results show that
Cyclic-CPRS diagnosis is 100% correct even when up to 10%
scan cells are erroneous or unknown. The penalty of
Cyclic-CPRS includes area overhead and the observation of
the column parity after every scan clock.

The organization of this paper is as follows. The second
section presents the Cyclic-CPRS diagnosis hardware and
software. The third section shows our experimental results.
Finally, section four concludes this paper.

II. Cyclic-CPRS

A. Hardware Architecture

The Cyclic-CPRS hardware architecture is shown in Fig. 1.
Cyclic scan chains have two modes of operation. In BIST
mode, cyclic scan chains function as regular scan chains. In
diagnosis mode, the scan outputs are fed back to their own
scan inputs. At the same time, the scan outputs from m scan
chains are randomly selected by the row selection LFSR
(RS-LFSR) every scan cycle. The row selection hardware is
made up of m AND gates. After the row selection hardware,
the scan outputs are XORed together to produce one bit of
column parity (CP), which is observed every scan cycle in the
diagnosis mode. The selected scan outputs are also XORed
with their previous row parities (RP), which are accumulated
in the row parity registers (RP-registers). The row parity
registers are connected into a scan chain and are shifted out
after all | scan cells are unloaded. (This chain is not drawn in
the figure for clarity.) All the scan flip-flops (FF), RS-LFSR,
and RP-registers are triggered by the same clock. Please
note that the cyclic scan chains are of the same length to
ensure correct diagnosis. If the scan chains in the original
design are not of the same length, dummy scan cells have to
be padded to equalize the scan chain length.

B. Diagnosis Data Collection Flow

A complete Cyclic-CPRS diagnosis consists of multiple
diagnosis snapshots, which in turn consists of several
diagnosis sessions. A diagnosis snapshot has only one
system clock, which captures the circuit responses in cyclic
scan chains. The contents of cyclic scan chains within a
diagnosis snapshot remain unchanged so the unknowns are
correctly diagnosed before the next diagnosis snapshot. A
diagnosis session unloads the cyclic scan chains with an
RS-LFSR seed. The RS-LFSR seeds of every diagnosis
session in the same diagnosis snapshot must be unique so that
the row and column parities do not repeat.

Figure 2 shows the Cyclic-CPRS diagnosis data collection
flow with two nested loops. The outer loop (step 2 to step 7)
is the diagnosis snapshot and the inner loop (step 3 to step 6)
is the diagnosis session. Every step is explained as follows.

1. Run a regular BIST and observe the row and column

parities to identify failing patterns.

2. Start BIST all over again and pause after loading a

particular failing pattern.

3. Load an RS-LFSR seed and reset the row parity

register.

4. Unload the scan chains. The RS-LFSR and row parity

registers are also clocked while unloading the scan
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Fig. 2. Cyclic-CPRS Diagnosis Data Collection Flow

chains. One bit of CP is observed every scan clock.
The scan outputs are fed back to their scan inputs.

5. After unloading all scan cells, the row parities are
shifted out and observed.

6. If there are more diagnosis sessions to do, the
procedure returns step 3 to load a new RS-LFSR seed.
If there is no more diagnosis session, this diagnosis
snapshot is finished. The errors and unknowns in this
diagnosis snapshot can now be solved.

7. If more diagnosis snapshots are required, the procedure
goes back to step 2. If not, the whole diagnosis is
finished.

C. Solving Errors and Unknowns

Within a diagnosis snapshot, the cyclic scan chain contents
are represented by an error matrix (E). Every row in the
error matrix corresponds to a scan chain and every element
corresponds to a scan cell. Figure 3 shows an error matrix in
which m equals to four and / equals to five. Each element E;
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in the error matrix is called an error variable. A failing scan
cell in the jy, scan cell of the iy, scan chain is represented by a
one in the corresponding error variable (E;; = 1). A passing
scan cell is represented by an zero in the corresponding error
variable (E; ~0).

Cyclic-CPRS directly diagnoses the unknowns rather than
masking or skipping them. On the silicon, every captured X
can be either one or zero. No matter which value is captured,
the cyclic scan chains keep every X unchanged within a
diagnosis snapshot. Initially, all X’s are assumed to be zeros.
If the captured X is zero, then this scan cell is regarded as
error-free (£;~0). If the captured X is one, the scan cell is
regarded as an error (£;=1).

The selection matrix is of the same size as the error matrix
(m x I). A one in the selection matrix means the
corresponding scan cell is selected by the row selection
hardware; a zero in the selection matrix means the
corresponding scan cell is masked. Figure 3 shows an
example of the selection matrix of size 4 x 5. The selected
error matrix, SEM, is obtained by multiplying the error matrix
with the selection matrix. Note that the multiplication is
performed in a bit-by-bit way so the SEM is also of the size m
x L

The error row parity (ERP) is a column vector of size m.
The ERP represents the difference of the gold row parity and
the observed row parity. The gold row parity is the expected
row parity obtained from simulation, assuming all unknowns
are zeros. A one in the iy, row of ERP means that the row
parity of the iy, scan chain is different from its expected value.
Similarly, the error column parity (ECP) is a row vector of
size [/, which represents the difference between the gold
column parity and the observed column parity. The number
is the weight of the ERP and c is the weight of the ECP. The
number 7 represents the total number of mismatches observed
in the row parity while ¢ represents the total number of
mismatches observed in the column parity. Suppose that E; 5
in Fig. 3 is an error and E; 4 is an unknown. The ECP and the
ERP are therefore [0 0 1 1 0] and [1 0 1 0 %, respectively.
The weight of ECP (¢) and the weight of ERP (r) are both 2.

(1)
2)

r = weight(ERP)
¢ = weight(ECP)

The reduced SEM (RSEM) is obtained from SEM by
deleting the error-free rows and columns. The reason is to

reduce the number of error variables involved in the equations.

The RSEM is therefore of size » x ¢.  The i, row equation is
obtained by summing all elements in the i, row of the RSEM,
as in (3). The j, column equation is obtained by summing
every element in the j,; column of the RSEM, as in (4). A
total of » row equations and ¢ column equations are derived
from a RSEM. The row equations and column equations
form a system of linear equations Ae=B, where A is the
coefficient matrix.

row_equations(i) = ZRSEM,j = ERP, (3)

J=1

(4)

column _ equations (j) = z RSEM;, ;= ECP,

i=1

Figure 4 shows an example to find row and column
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Error Matrix Selection Matrix Selected Error Matrix

Eq1 |E12|E13|E1a|Exs| [0 [0 [1 [0 |0 0 [0 |Esl0 |0
Ez1 |Ez22 |E23 | Ez4 |Ezs 0 1 1 1 1 0 Ez>2|Ez3|E24 |Ezs
Esq |Es2 |Ess |Esa |Ess| (1 |0 |1 |1 |1 E31|0 |Es3|E34|Ess
Es1|Eaz |Es3|Esa|Eas| [0 |1 |1 |1 |0 0 |Es2|E43|E4a|0
Fig. 3. Error Matrix, Selection Matrix, and Selected Error Matrix
RSEM Row Equations
Ei3 |0 Ei5=1
’ E3 3 ® E;4=1
Ez3 |E3zs ’ ’
Column Equations 1|0l 0 n
Eq3® E;33=1 E
E..—1 o011 13|
3,47 *|Es3| =
1/1|0
Es4
NNE 1]
Coefficient Matrix
Fig. 4. Derivation of Row and Column Equations
equations. The first, second, and fifth columns are deleted

from the SEM because the ECPis [0 0 1 1 0]. The second
and fourth rows are also deleted because the ERPis[10101]"
The 2 x 2 RSEM produces two row equations and two column
equations. The coefficient matrix is of the size 4 x 3. Solving
the system of linear equations produces a unique solution —
Ei; =1, E;5=0, and E;4=1. E;3is a correctly solved error.
E;4 is not an error but an unknown of which the initial guess
value “0” differs from the actual captured value “1”.

The preceding example demonstrates how the error
variables are solved for a single diagnosis session. If there
are multiple diagnosis sessions within a diagnosis snapshot,
the above process is repeated with a distinct SM for every
diagnosis session. The row/column equations for those
rows/columns that fail at least one session are put together in
the system of linear equations. Figure 5 summarizes the flow
to solve the error variables for multiple diagnosis sessions of
one diagnosis snapshot. Please note that, for multiple
diagnosis snapshots, every snapshot is represented by an
independent error matrix. Every snapshot has to be handled
independently because the error matrices can be different in
the presence of transient errors.

It is not always the case that all error variables are uniquely
solved in the above manner. If an error variable is not
uniquely solved, its diagnosis result is ambiguous. Of course
all errors have to be uniquely solved but the unknowns do not.
To diagnose ambiguous errors, at least one deterministic
diagnosis is needed. The deterministic diagnosis finds a
deterministic RS-LFSR seed such that new linear independent
equations can be added to the exiting system of linear
equations. More details about the deterministic diagnosis
can be found in [33].

III. Experimental Results

Experimental results are shown to demonstrate the
effectiveness of the Cyclic-CPRS technique. Each of the
following experiment is performed on 10,000 randomly
generated error matrices with various error multiplicity and
unknown multiplicity (UM). Error multiplicity is the total
number of errors injected into the error matrices. Unknown

837



8C-5

Data from ATE RS-LFSR seeds
Find ECP and ERP Generate SM

—

¥
Generate RSEM

‘ Generate equations ‘

‘ Solve Linear Equation System ‘

Yes All Errors Uniquely No

l Solved ?

Deterministic
diagnosis

Fig. 5. Flow to Solve Errors (one diagnosis snapshot)

multiplicity is the total number of X’s injected into the error
matrices. The errors are assumed to be uniformly
distributed.

Two experiments are performed on 10 x 100 error matrices.
In the first experiment, all of unknowns (X’s) are randomly

distributed in a uniform way. The error multiplicity is fifteen.

Table I shows the average number of correctly diagnosed bits,
wrongly diagnosed bits, and ambiguous bits. The left three
columns are from the original CPRS, in which equations with
unknowns are skipped. More than 256 diagnosis sessions are
needed to completely diagnose all 15 errors in the presence of
100 unknowns. The right three columns are from
Cyclic-CPRS, in which the unknowns are directly diagnosed.
Within sixteen random diagnosis sessions, Cyclic-CPRS
correctly diagnoses every error even in the presence of 100
unknowns. Compared with the original CPRS, Cyclic-CPRS
is much better in terms of diagnosis time and diagnosis
resolution.  Although 10 x 100 does not represent a big
circuit, the effectiveness of Cycle-CPRS is not affected by the
size of CUT. (Please see Table III for experiments on ten
times larger CUTs.)

The amount of data required for Cyclic-CPRS is equal to
the number of sessions times the sum of rows and columns;
that is, s x (m + [). If we do a direct dumping, the amount of
data would be m x [. For a small CUT, such as this
experiment, the amount of data for Cyclic-CPRS might seem
larger than a direct dumping. However, as the length of scan
chain chains gets large, the amount of data of Cyclic-CPRS
may actually be smaller than that of a direct dumping.

The second experiment is similar to the first one except that
the unknowns are now clustered in two scan chains. The
numbers of the second experiment are shown in Table II. It
is again observed that in the presence of 100 unknowns, every
error is correctly diagnosed by Cyclic-CPRS within sixteen
diagnosis sessions.

It is noted that Cyclic-CPRS has worse diagnosis results
than the original CPRS in the first few diagnosis sessions.
Because Cyclic-CPRS treats unknowns as error variables, the
error variables of Cyclic-CPRS increase faster than that of the
original CPRS. As the number of sessions increases,
Cyclic-CPRS outperforms the original CPRS. Finally, the
results of Cyclic-CPRS are significantly better than those of
the original CPRS after twelve diagnosis sessions.
Experimental results suggest that sixteen diagnosis sessions is
enough for CPRS to diagnose 15 errors plus unknowns.

Table III compares the percentage of correctly diagnosed
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TABLE 1
D1AGNOsIS RESULTS OF 10x100 (15 ERRORS, SCATTERED X)
# of Original CPRS Cyclic-CPRS
Dslez;gslil(;)s;s ™ Correct| Wrong | Amb. |Correct| Wrong | Amb.
10x 954.8 13.7 31.5] 874.1 12.2| 1137
2 50x 939.3 11.3 494] 702.2 31.5] 266.3
100x 924.6 7.9 67.5] 551.8 53.7| 394.4
10x 941.1 16.3 42.7) 817.8 4.7 177.5
4 50x 947.0 14.6 38.4] 569.2 10.9] 419.9
100x 902.6 5.6 91.9] 375.8 19.2] 605.0
10x 977.7 21.2 1.0 987.8 11.5 0.8
8 50x 964.9 19.7 15.4] 615.8 11.8| 3724
100x 901.2 6.7 92.1] 434.6 17.8] 547.6
10x 985.9 13.4 0.8] 998.6 1.3 0.1
12 50X 973.8 22.5 371 999.8 0.2 0.0
100X 929.9 13.2 56.8] 999.4 0.6 0.0
10x 987.5 11.7 0.8] 1000.0 0.0 0.0
16 50x 974.5 23.6 1.9] 1000.0 0.0 0.0
100x 942.5 16.0 41.4] 1000.0 0.0 0.0
10x 988.8 10.2 0.9] 1000.0 0.0 0.0
32 50x 973.2 25.1 1.7} 1000.0 0.0 0.0
100x 965.2 20.5 14.2] 1000.0 0.0 0.0
10x 989.1 9.9 1.0] 1000.0 0.0 0.0
64 50x 972.0 25.6 2.4] 1000.0 0.0 0.0
100x 972.2 21.5 6.3] 1000.0 0.0 0.0
10x 989.2 9.8 1.0} 1000.0 0.0 0.0
128 50x 972.0 24.9 3.1} 1000.0 0.0 0.0
100x 974.5 21.9 3.5] 1000.0 0.0 0.0
10x 989.2 9.8 1.0} 1000.0 0.0 0.0
256 50x 972.6 23.6 3.8] 1000.0 0.0 0.0
100x 974.3 23.1 2.6] 1000.0 0.0 0.0
TABLE II
DiAGNosIS RESULTS OF 10x100 (15 ERRORS, CLUSTERED X)
# of Original CPRS Cyclic-CPRS
Diagnosis | UM
Sessions Correct| Wrong | Amb. |Correct| Wrong | Amb.

10x 945.1 10.8 44.1] 885.8 12.8| 1014
2 50x 952.1 12.2 35.8] 7254 32.5| 242.1
100x 960.1 13.8 26.1] 581.9 57.7] 3604
10x 933.1 14.4 52.5] 839.0 59 155.1
4 50x 937.7 14.8 47.5] 629.7 15.8| 3545
100x 945.4 15.8 38.7] 428.5 24.8| 546.7
10x 977.7 21.7 0.6] 991.2 8.2 0.6
8 50x 973.7 26.2 0.1] 847.8 154 1369
100x 967.2 32.3 0.5] 6759 28.1| 296.0
10x 986.9 12.9 0.2] 1000.0 0.0 0.0
12 50X 980.2 19.8 0.0] 999.9 0.1 0.0
100X 973.2 26.6 0.1] 990.4 9.0 0.6
10x 987.9 11.9 0.2] 1000.0 0.0 0.0
16 50x 983.4 16.6 0.0} 1000.0 0.0 0.0
100x 978.2 21.8 0.0] 1000.0 0.0 0.0
10x 988.9 10.7 0.4] 1000.0 0.0 0.0
32 50x 987.1 12.9 0.0} 1000.0 0.0 0.0
100x 985.7 14.3 0.0] 1000.0 0.0 0.0
10x 989.3 10.2 0.5] 1000.0 0.0 0.0
64 50x 987.6 12.4 0.0] 1000.0 0.0 0.0
100x 987.7 12.3 0.0] 1000.0 0.0 0.0
10x 989.7 9.5 0.7] 1000.0 0.0 0.0
128 50x 987.6 12.4 0.0} 1000.0 0.0 0.0
100x 987.8 12.2 0.0] 1000.0 0.0 0.0
10x 990.0 9.2 0.9] 1000.0 0.0 0.0
256 50x 987.6 12.4 0.0] 1000.0 0.0 0.0
100x 987.8 12.2 0.0] 1000.0 0.0 0.0




TABLE III
COMPARISON OF CORRECTLY DIAGNOSED BITS
Technique 0.10% X| 0.50% X| 1.00% X| 5.00% X|10.00% X
XC [29] 92.00%| 15.70% 0.06% NA NA
CC3 [31] 97.10%| 18.70% 0.08% NA NA
CC7 [31] 97.70%|  52.40%| 14.30% NA NA
Cyclic-CPRS 100.0%| 100.0%| 100.0%| 100.0%| 100.0%
TABLE IV
GATE COUNT COMPARISON
Total Area
Methods FF XOR NAND (NAND)
[24] logob+m+k | klogob+m+k | m(logob+1) | 32.3m+22.7*
CC3 [31] 32 3m 1 182.3+8m
CC7[31] 32 7m 1| 182.3+18.7m
[30] m 2m 0 11m
Cyclic-
CPRS 2m 3m 4m 23.3m

*assume k=m, b=16

bits with existing techniques under various unknown
multiplicities. The numbers of Cyclic-CPRS are obtained
from our simulations and the other numbers are obtained from
[31]. For a fair comparison, all techniques have one hundred
times compression ratio (i.e. one hundred scan outputs
compressed into one output). The Cyclic-CPRS simulations
are performed on 10,000 scan cells, which are partitioned into
100 scan chains. In the presence of 10% scattered unknowns,
Cyclic-CPRS correctly diagnoses all cases of single errors and
multiple errors. The performance of Cyclic-CPRS is better
than previous techniques.

Table IV compares the diagnosis circuitry area overhead of
several techniques. The number of flip-flops, XOR, and
AND gates are derived from the original papers. The total
area is expressed in the number of equivalent NAND gates as
a function of m (number of scan chains). The conversion of
cell area is based on the numbers in the TSMC 0.18 m
standard cell library. Cyclic-CPRS costs about 23 NAND
gates per scan chain, which is approximately in the same order
as the other techniques. (For the convenience of comparison,
some typical numbers are assumed for [24].)

IV. Summary

The Cyclic-CPRS technique proposes cyclic scan chain
structure to retain the transient errors and unknowns until they
are fully diagnosed. The direct diagnosis approach faces the
unknowns as if they were errors. Experimental results show
that Cyclic-CPRS is 100% correct even when up to 10% scan
cells are errors or unknowns. Cyclic-CPRS is especially
suitable for transient errors and systematic defects in
nano-meter technologies.
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