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Abstract

The development complexity of embedded system design is growing rapidly due to its great
computational and high performance demands. System level design becomes more and more
important in order to meet these competitive requirements.In this report, we build up a system
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Abstract

The development complexity of embedded system design is growing rapidly due to its great compu-
tational and high performance demands. System level designbecomes more and more important in
order to meet these competitive requirements. In this report, we build up a system speci�cation of a
DES cipher system in a System Level Design Language (SLDL), SpecC. The model is successfully
speci�ed and simulated at the system level.

1 Introduction

This report describes the SpecC system speci�cation of an information security chip for Data En-
cryption Standard. Data Encryption Standard (DES) [1] is a cryptographic algorithm which is used
to protect sensitive data. It uniquely de�nes the mathematical steps to transform data into a crypto-
graphic cipher and also to transform the cipher back to the original form. A chip based on the DES
cipher algorithm could be built to achieve high encryption /decryption performance. In this report,
we will describe the system speci�cation of such a cipher chip in System Level Design Language,
SpecC.

The report is organized as follows: The brief introduction to DES algorithm and the DES cipher
chip is made in Section 1. The system speci�cation is described in Section 2. Simulation result is
presented in Section 3. Conclusions are made in Section 4.
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2 DES Cipher System

The input for the encryption procedure of DES requires a key consisting of 64-bit binary digits and
the 64-bit data to be encrypted. The input for the decryptionprocedure of DES also requires a 64-bit
key as well as the cipher to be decrypted. Data can be recovered from cipher only by using exactly
the same key used to encipher it [1].

In this report, we build the system speci�cation of a DES cipher chip in SpecC. The chip has
two functions: DES encipher and DES decipher.

There are three behavior modules in the toptestbenchmodule: They aredes, the system model
of the DES chip;stimulus, the one who provides the test vectors; andmonitor, the one receives the
DES cipher results and checks the correctness of thedesfunction module. Figure 1 shows the top
level hierarchy of this system.

Figure 1: Top Level Hierarchy of the DES Cipher System

The desacts as the main function unit of the DES cipher chip. It combines the cipher key
generator, the decryption module and the encryption moduletogether. Table 1 lists the submodules
in the DES cipher chip.

Table 1: DES Cipher Chip Module Description

Module Name Functionality
1 desSetKey setting the basic cipher subkey set
2 desGet Key getting the cipher subkey set
3 desSwapKey swapping the cipher keys in a subkey set
4 desSetKeyenc generating the key for encryption
5 desSetKeydec generating the key for decryption
6 desCrypt ECB executing the cipher algorithms
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2.1 desSetKey enc

The module which generates the key for data encryption is shown in Figure 2a. The input of this
module is user de�ned 64-bit binary digits key. The output ofthis module is a subkey set consists of
32 32-bit binary digits. The encryption key is generated bydesSetKeymodule which generates the
subkey set according to DES algorithm. In Figure 2a, the instance name of thedesSetKeymodule
is set enc keyand the instance name of thedesGet Keyis get key.

2.2 desSetKey dec

The module which generates the key for data decryption is shown in Figure 2b. The input of this
module is user de�ned 64-bit binary digits key. The output ofthis module is a subkey set consists of
32 32-bit binary digits. The decryption key is �rst generated bydesSetKeymodule which generates
the subkey set according to DES algorithm. Then the subkey set is symmetrically swapped two by
two in thedesSwapKey module. In Figure 2b, the instance name of thedesSetKeymodule is
set dec keyand the instance name of thedesSwapKeyis swapkey.

2.3 desCrypt ECB

The module which executes the DES cipher algorithm is shown in Figure 2c. The input of this
module is the 64-bit data to be ciphered and the corresponding 32 32-bits subkey set. The output of
this module is the 64-bit ciphered data.

In the toptestbenchlevel, we use two double handshake channels for the communication be-
tween thedes function module and thestimulus, monitor modules. Shared variables are used
among the sub-function modules indesfor the sharing of the cipher keys and data as well. Figure 3
shows the full hierarchy of the system. The names of the submodules in Figure 3 are represented by
their corresponding instance names. Section A.1 lists the instantiation hierarchy of behaviors and
channels contained in the whole system.

3 System Simulation

We provide three test modes in this cipher chip system model:user de�ned encryption, user
de�ned decryption andself-test. Both the user de�ned encryption and decryption mode allow the
user to provide a certain 64-bit key and the corresponding 64-bit plaintext for encryption or 64-
bit cryptographic cipher for decryption. The self-test mode provides 3 sets of keys and 7 sets of
plaintext to �rst encrypt the plaintext, then decrypt the encrypted result, and �nally compares the
decrypted data with the original plaintext. All of the 21 test cases passed successfully.

4 Conclusion

This is a small project for system modeling in SpecC. We select a simple cipher algorithm, �nd its
reference C code and then convert it into SpecC to build a system model. The difference between
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(a) dessetkeydec module (b) dessetkeyenc module

(c) descrypt ecb module

Figure 2: Main submodules ofdesmodule.
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the C reference code and the SpecC model is that we should havethe concept of hardware which
connected different parallel running modules together when building the system model rather than
passing variables between different sequentially executed procedures in C programming. Moreover,
the communication between different modules is also very important in SpecC system speci�cation.
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Figure 3: Hierarchy of the DES Cipher System
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A Appendix

A.1 System Instantiation Hierarchy of Behaviors and Channels

Main
j������ d e s d u t
j j������ d e s c r y p t e c b d e c
j j������ d e s c r y p t e c b e n c
j j������ s e t d e c k e y
j j j ������ s e t d e c k e y
j j n������ swap key
j n������ s e t e n c k e y
j j������ g e t k e y
j n������ s e t e n c k e y
j������ d e s m o n i t o r
j������ d e s s t i m u l u s
j������ d e s r e s u l t o u t
n������ d e s t e s t i n

Note : The g r a p h i c a l l i s t o f t h e i n s t a n t i a t i o n h i e r a r c h y above i s g e n e r a t e d
by s i r t r e e , a t o o l o f t h e SpecC SIR t o o ls e t .

A.2 Source Code

A.2.1 testbench.sc

/ � ��������������������������������������������������� ��������������������������
� t e s t b e n c h . sc� t e s t b e n c h modulefo r Data E ncryp t ion S tandard (DES) A lgor i thm
� ��������������������������������������������������� ��������������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

im por t ” des ” ;
im por t ” s t i m u l u s ” ;
im por t ” m on i to r ” ;
im por t ” c doub le handshake ” ;

b e h a v i o r Main ( vo id )
f

c doub le handshake d e st e s t i n ;
c doub le handshake d e sr e s u l t o u t ;

des d e sd u t ( d e s t e s t i n , d e s r e s u l t o u t ) ;
s t i m u l u s d e s s t i m u l u s ( d e s t e s t i n ) ;
m on i to r d e s m o n i t o r ( d e s r e s u l t o u t ) ;

i n t main ( vo id )
f

pa r
f

d e s d u t . main ( ) ;
d e s s t i m u l u s . main ( ) ;
d e s m o n i t o r . main ( ) ;

g
re tu rn ( 0 ) ;

g
g;

8



/ / EOF

A.2.2 des.sh

/ � ��������������������������������������������������� ���������������������
� des . h � Header F i l e o f Data E ncryp t ion S tandard (DES) A lgor i thm
� ��������������������������������������������������� ���������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

# i f n d e f DESH
# d e f i n e DESH

t y p e d e f s t r u c t d e si n p u t
f

uns igned char key [ 8 ] ;
uns igned char b u f f e r [ 8 ] ;
b i t [ 1 : 0 ] f l a g ;

g DES input ;

t y p e d e f s t r u c t d e so u t p u t
f

uns igned char o b u f f e r [ 8 ] ; / / t h e o r i g i n a l b u f f e r
uns igned char b u f f e r [ 8 ] ;
b i t [ 1 : 0 ] f l a g ;

g DES output ;

# e n d i f

/ / EOF

A.2.3 des.sc

/ � ��������������������������������������������������� ���������������������
� des . sc � Data E ncryp t ion S tandard (DES) A lgor i thm
� ��������������������������������������������������� ���������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

# i n c l u d e ”des . sh”

im por t ” des SetKey Enc ” ;
im por t ” des SetKey Dec ” ;
im por t ” des Crypt ECB ” ;
im por t ” i r e c e i v e r ” ;
im por t ” i s e n d e r ” ;

b e h a v i o r des ( i r e c e i v e r d e si n p u t ,
i s e n d e r d e so u t p u t )

f
DES input d e s i n ;
DES output d e s o u t ;

uns igned char key [ 8 ] ;
uns igned char t e x t [ 8 ] ;
b i t [ 1 : 0 ] f l a g ; / / 00 enc ryp t , 01 dec ryp t , 10 enc� dec
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uns igned long subkeyenc [ 3 2 ] ;
uns igned long subkeydec [ 3 2 ] ;
uns igned char t e x te n c [ 8 ] ;
uns igned char t e x td e c [ 8 ] ;
uns igned char o u t p u t [ 8 ] ;

des SetKey Enc s e t e n c k e y ( key , subkeyenc ) ;
des SetKey Dec s e t d e c k e y ( key , subkeydec ) ;
des Crypt ECB d e s c r y p t e c b e n c ( subkeyenc , tex t , t e x t e n c ) ;
des Crypt ECB d e s c r y p t e c b d e c ( subkeydec , tex t , t e x t d e c ) ;

vo id main ( vo id )
f

wh i le ( 1 )
f

d e s i n p u t . r e c e i v e (& desin , s i z e o f ( d e s i n ) ) ;
key = d e s i n . key ;
t e x t = d e s i n . b u f f e r ;
f l a g = d e s i n . f l a g ;

d e s o u t . o b u f f e r = t e x t ;

i f ( f l a g == 00b ) / / DES e n c r y p t i o n
f

s e t e n c k e y . main ( ) ;
d e s c r y p t e c b e n c . main ( ) ;

d e s o u t . f l a g = f l a g ;
d e s o u t . b u f f e r = t e x t e n c ;
d e s o u t p u t . send (& desou t , s i z e o f ( d e so u t ) ) ;

g
e l s e i f ( f l a g == 01b ) / / DES d e c r y p t i o n
f

s e t d e c k e y . main ( ) ;
d e s c r y p t e c b d e c . main ( ) ;

d e s o u t . f l a g = f l a g ;
d e s o u t . b u f f e r = t e x t d e c ;
d e s o u t p u t . send (& desou t , s i z e o f ( d e so u t ) ) ;

g
e l s e i f ( f l a g == 10b ) / / DES enc� dec
f

pa r
f

s e t e n c k e y . main ( ) ;
s e t d e c k e y . main ( ) ;

g
d e s c r y p t e c b e n c . main ( ) ;

t e x t = t e x t e n c ;

d e s c r y p t e c b d e c . main ( ) ;

d e s o u t . f l a g = f l a g ;
d e s o u t . b u f f e r = t e x t d e c ;
d e s o u t p u t . send (& desou t , s i z e o f ( d e so u t ) ) ;

g
g

g
g;
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/ / EOF

A.2.4 desSetKey.sc

/ � ��������������������������������������������������� ���������������������
� des SetKey . sc � SubKey s e t c a l c u l a t i o n module fo r DES
� ��������������������������������������������������� ���������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

# i n c l u d e < s t d i o . h>

/ �
� PC1 : l e f t and r i g h t h a l v e s b i t� swap
� /

s t a t i c c o n s t uns igned long LHs [ 1 6 ] =
f

0x00000000 , 0x00000001 , 0x00000100 , 0x00000101 ,
0x00010000 , 0x00010001 , 0x00010100 , 0x00010101 ,
0x01000000 , 0x01000001 , 0x01000100 , 0x01000101 ,
0x01010000 , 0x01010001 , 0x01010100 , 0 x01010101

g;

s t a t i c c o n s t uns igned long RHs [ 1 6 ] =
f

0x00000000 , 0x01000000 , 0x00010000 , 0x01010000 ,
0x00000100 , 0x01000100 , 0x00010100 , 0x01010100 ,
0x00000001 , 0x01000001 , 0x00010001 , 0x01010001 ,
0x00000101 , 0x01000101 , 0x00010101 , 0x01010101 ,

g;

# i f n d e f GETULONG BE
# d e f i n e GETULONG BE( n , b , i ) n
f n

( n ) = ( ( uns igned long ) ( b ) [ ( i ) ]<< 24 ) n
j ( ( uns igned long ) ( b ) [ ( i ) + 1 ]<< 16 ) n
j ( ( uns igned long ) ( b ) [ ( i ) + 2 ]<< 8 ) n
j ( ( uns igned long ) ( b ) [ ( i ) + 3 ] ) ; n

g
# e n d i f

# i f n d e f PUTULONG BE
# d e f i n e PUTULONG BE( n , b , i ) n
f n

( b ) [ ( i ) ] = ( uns igned char ) ( ( n )>> 24 ) ; n
( b ) [ ( i ) + 1 ] = ( uns igned char ) ( ( n )>> 16 ) ; n
( b ) [ ( i ) + 2 ] = ( uns igned char ) ( ( n )>> 8 ) ; n
( b ) [ ( i ) + 3 ] = ( uns igned char ) ( ( n ) ) ; n

g
# e n d i f

b e h a v i o r desSetKey ( in uns igned char key [ 8 ] ,
ou t uns igned long subKey [ 3 2 ] )

f
vo id main ( vo id )
f

i n t i , j ;
uns igned long X, Y, T ;
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uns igned long SK [ 3 2 ] ;

/ / wh i le ( t r u e )
/ / f
/ / wa i t key ;

GET ULONG BE( X, key , 0 ) ; / / l e f t group
GET ULONG BE( Y, key , 4 ) ; / / r i g h t group

/ �
� Permuted Choice 1
� /

T = ( (Y >> 4) ˆ X) & 0x0F0F0F0F ; X ˆ= T ; Y ˆ= (T<< 4) ;
T = ( (Y ) ˆ X) & 0x10101010 ; X ˆ= T ; Y ˆ= (T ) ;

X = ( LHs [ (X ) & 0xF ] << 3) j ( LHs [ (X >> 8) & 0xF ] << 2)
j ( LHs [ (X >> 16) & 0xF ] << 1) j ( LHs [ (X >> 24) & 0xF ] )
j ( LHs [ (X >> 5) & 0xF ] << 7) j ( LHs [ (X >> 13) & 0xF ] << 6)
j ( LHs [ (X >> 21) & 0xF ] << 5) j ( LHs [ (X >> 29) & 0xF ] << 4) ;

Y = (RHs [ (Y >> 1) & 0xF ] << 3) j ( RHs [ (Y >> 9) & 0xF ] << 2)
j (RHs [ (Y >> 17) & 0xF ] << 1) j ( RHs [ (Y >> 25) & 0xF ] )
j (RHs [ (Y >> 4) & 0xF ] << 7) j ( RHs [ (Y >> 12) & 0xF ] << 6)
j (RHs [ (Y >> 20) & 0xF ] << 5) j ( RHs [ (Y >> 28) & 0xF ] << 4) ;

X &= 0x0FFFFFFF ;
Y &= 0x0FFFFFFF ;

/ �
� c a l c u l a t e subkeys
� /

f o r ( i = 0 , j = 0 ; i < 16 ; i ++ )
f

i f ( i < 2 j j i == 8 j j i == 15 )
f

X = ( (X << 1) j (X >> 27) ) & 0x0FFFFFFF ;
Y = ( (Y << 1) j (Y >> 27) ) & 0x0FFFFFFF ;

g
e l s e
f

X = ( (X << 2) j (X >> 26) ) & 0x0FFFFFFF ;
Y = ( (Y << 2) j (Y >> 26) ) & 0x0FFFFFFF ;

g

SK[ j ++] = ( (X << 4) & 0x24000000 ) j ( (X << 28) & 0x10000000 )
j ( (X << 14) & 0 x08000000 ) j ( (X << 18) & 0 x02080000 )
j ( (X << 6) & 0 x01000000 ) j ( (X << 9) & 0 x00200000 )
j ( (X >> 1) & 0 x00100000 ) j ( (X << 10) & 0 x00040000 )
j ( (X << 2) & 0 x00020000 ) j ( (X >> 10) & 0 x00010000 )
j ( (Y >> 13) & 0 x00002000 ) j ( (Y >> 4) & 0 x00001000 )
j ( (Y << 6) & 0 x00000800 ) j ( (Y >> 1) & 0 x00000400 )
j ( (Y >> 14) & 0 x00000200 ) j ( (Y ) & 0 x00000100 )
j ( (Y >> 5) & 0 x00000020 ) j ( (Y >> 10) & 0 x00000010 )
j ( (Y >> 3) & 0 x00000008 ) j ( (Y >> 18) & 0 x00000004 )
j ( (Y >> 26) & 0 x00000002 ) j ( (Y >> 24) & 0 x00000001 ) ;

SK[ j ++] = ( (X << 15) & 0x20000000 ) j ( (X << 17) & 0x10000000 )
j ( (X << 10) & 0 x08000000 ) j ( (X << 22) & 0 x04000000 )
j ( (X >> 2) & 0 x02000000 ) j ( (X << 1) & 0 x01000000 )
j ( (X << 16) & 0 x00200000 ) j ( (X << 11) & 0 x00100000 )
j ( (X << 3) & 0 x00080000 ) j ( (X >> 6) & 0 x00040000 )
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j ( (X << 15) & 0 x00020000 ) j ( (X >> 4) & 0 x00010000 )
j ( (Y >> 2) & 0 x00002000 ) j ( (Y << 8) & 0 x00001000 )
j ( (Y >> 14) & 0 x00000808 ) j ( (Y >> 9) & 0 x00000400 )
j ( (Y ) & 0 x00000200 ) j ( (Y << 7) & 0 x00000100 )
j ( (Y >> 7) & 0 x00000020 ) j ( (Y >> 3) & 0 x00000011 )
j ( (Y << 2) & 0 x00000004 ) j ( (Y >> 21) & 0 x00000002 ) ;

g
subKey = SK;

/ / g
g

g;

/ / EOF

A.2.5 desSetKey Enc.sc

/ � ��������������������������������������������������� ���������������������
� des SetKey Enc . sc � SubKey s e t c a l c u l a t i o n module fo r DES e n c r y p t i o n
� ��������������������������������������������������� ���������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

im por t ” des SetKey ” ;

b e h a v i o r desGet Key ( in uns igned long key in [ 3 2 ] ,
ou t uns igned long keyout [ 3 2 ] )

f
uns igned long keytmp [ 3 2 ] ;

vo id main ( vo id )
f

/ / wh i le ( t r u e )
/ / f
/ / wa i t key in ;

key tmp = key in ;
keyout = key tmp ;

/ / g
g

g;

b e h a v i o r desSetKey Enc ( in uns igned char key [ 8 ] ,
ou t uns igned long subKey [ 3 2 ] )

f
uns igned long keytmp [ 3 2 ] ;

des SetKey s e t e n c k e y ( key , keytmp ) ;
des Get Key g e t k e y ( keytmp , subKey ) ;

vo id main ( vo id )
f

/ / pa r
/ / f

s e t e n c k e y ;
g e t k e y ;

/ / g
g

g;
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/ / EOF

A.2.6 desSetKey Dec.sc

/ � ��������������������������������������������������� ���������������������
� des SetKey Dec . sc � SubKey s e t c a l c u l a t i o n module fo r DES d e c r y p t i o n
� ��������������������������������������������������� ���������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

im por t ” des SetKey ” ;

# d e f i n e SWAP( a , b , t )f t = a ; a = b ; b = t ; g

b e h a v i o r desSwap Key ( in uns igned long key in [ 3 2 ] ,
ou t uns igned long keyout [ 3 2 ] )

f
uns igned long keytmp [ 3 2 ] ;

vo id main ( vo id )
f

i n t i ;
uns igned long tmp ;

/ / wh i le ( t r u e )
/ / f
/ / wa i t key in ;

key tmp = key in ;

f o r ( i = 0 ; i < 16 ; i += 2 )
f

SWAP( key tmp [ i ] , key tmp [30 � i ] , tmp ) ;
SWAP( key tmp [ i + 1 ] , key tmp [31 � i ] , tmp ) ;

g
keyout = key tmp ;

/ / g
g

g;

b e h a v i o r desSetKey Dec ( in uns igned char key [ 8 ] ,
ou t uns igned long subKey [ 3 2 ] )

f
uns igned long deckey [ 3 2 ] ;

des SetKey s e t d e c k e y ( key , dec key ) ;
des Swap Key swap key ( dec key , subKey ) ;

vo id main ( vo id )
f
/ / pa r
/ / f

s e t d e c k e y ;
swap key ;

/ / g
g

g;

/ / EOF
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A.2.7 desCrypt ECB.sc

/ � ��������������������������������������������������� ���������������������
� des Crypt ECB . sc � DES ECB Cryp t ion
� ��������������������������������������������������� ���������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

# i n c l u d e < s t d i o . h>

s t a t i c c o n s t uns igned long SB1 [ 6 4 ] =
f

0x01010400 , 0x00000000 , 0x00010000 , 0x01010404 ,
0x01010004 , 0x00010404 , 0x00000004 , 0x00010000 ,
0x00000400 , 0x01010400 , 0x01010404 , 0x00000400 ,
0x01000404 , 0x01010004 , 0x01000000 , 0x00000004 ,
0x00000404 , 0x01000400 , 0x01000400 , 0x00010400 ,
0x00010400 , 0x01010000 , 0x01010000 , 0x01000404 ,
0x00010004 , 0x01000004 , 0x01000004 , 0x00010004 ,
0x00000000 , 0x00000404 , 0x00010404 , 0x01000000 ,
0x00010000 , 0x01010404 , 0x00000004 , 0x01010000 ,
0x01010400 , 0x01000000 , 0x01000000 , 0x00000400 ,
0x01010004 , 0x00010000 , 0x00010400 , 0x01000004 ,
0x00000400 , 0x00000004 , 0x01000404 , 0x00010404 ,
0x01010404 , 0x00010004 , 0x01010000 , 0x01000404 ,
0x01000004 , 0x00000404 , 0x00010404 , 0x01010400 ,
0x00000404 , 0x01000400 , 0x01000400 , 0x00000000 ,
0x00010004 , 0x00010400 , 0x00000000 , 0 x01010004

g;

s t a t i c c o n s t uns igned long SB2 [ 6 4 ] =
f

0x80108020 , 0x80008000 , 0x00008000 , 0x00108020 ,
0x00100000 , 0x00000020 , 0x80100020 , 0x80008020 ,
0x80000020 , 0x80108020 , 0x80108000 , 0x80000000 ,
0x80008000 , 0x00100000 , 0x00000020 , 0x80100020 ,
0x00108000 , 0x00100020 , 0x80008020 , 0x00000000 ,
0x80000000 , 0x00008000 , 0x00108020 , 0x80100000 ,
0x00100020 , 0x80000020 , 0x00000000 , 0x00108000 ,
0x00008020 , 0x80108000 , 0x80100000 , 0x00008020 ,
0x00000000 , 0x00108020 , 0x80100020 , 0x00100000 ,
0x80008020 , 0x80100000 , 0x80108000 , 0x00008000 ,
0x80100000 , 0x80008000 , 0x00000020 , 0x80108020 ,
0x00108020 , 0x00000020 , 0x00008000 , 0x80000000 ,
0x00008020 , 0x80108000 , 0x00100000 , 0x80000020 ,
0x00100020 , 0x80008020 , 0x80000020 , 0x00100020 ,
0x00108000 , 0x00000000 , 0x80008000 , 0x00008020 ,
0x80000000 , 0x80100020 , 0x80108020 , 0 x00108000

g;

s t a t i c c o n s t uns igned long SB3 [ 6 4 ] =
f

0x00000208 , 0x08020200 , 0x00000000 , 0x08020008 ,
0x08000200 , 0x00000000 , 0x00020208 , 0x08000200 ,
0x00020008 , 0x08000008 , 0x08000008 , 0x00020000 ,
0x08020208 , 0x00020008 , 0x08020000 , 0x00000208 ,
0x08000000 , 0x00000008 , 0x08020200 , 0x00000200 ,
0x00020200 , 0x08020000 , 0x08020008 , 0x00020208 ,
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0x08000208 , 0x00020200 , 0x00020000 , 0x08000208 ,
0x00000008 , 0x08020208 , 0x00000200 , 0x08000000 ,
0x08020200 , 0x08000000 , 0x00020008 , 0x00000208 ,
0x00020000 , 0x08020200 , 0x08000200 , 0x00000000 ,
0x00000200 , 0x00020008 , 0x08020208 , 0x08000200 ,
0x08000008 , 0x00000200 , 0x00000000 , 0x08020008 ,
0x08000208 , 0x00020000 , 0x08000000 , 0x08020208 ,
0x00000008 , 0x00020208 , 0x00020200 , 0x08000008 ,
0x08020000 , 0x08000208 , 0x00000208 , 0x08020000 ,
0x00020208 , 0x00000008 , 0x08020008 , 0 x00020200

g;

s t a t i c c o n s t uns igned long SB4 [ 6 4 ] =
f

0x00802001 , 0x00002081 , 0x00002081 , 0x00000080 ,
0x00802080 , 0x00800081 , 0x00800001 , 0x00002001 ,
0x00000000 , 0x00802000 , 0x00802000 , 0x00802081 ,
0x00000081 , 0x00000000 , 0x00800080 , 0x00800001 ,
0x00000001 , 0x00002000 , 0x00800000 , 0x00802001 ,
0x00000080 , 0x00800000 , 0x00002001 , 0x00002080 ,
0x00800081 , 0x00000001 , 0x00002080 , 0x00800080 ,
0x00002000 , 0x00802080 , 0x00802081 , 0x00000081 ,
0x00800080 , 0x00800001 , 0x00802000 , 0x00802081 ,
0x00000081 , 0x00000000 , 0x00000000 , 0x00802000 ,
0x00002080 , 0x00800080 , 0x00800081 , 0x00000001 ,
0x00802001 , 0x00002081 , 0x00002081 , 0x00000080 ,
0x00802081 , 0x00000081 , 0x00000001 , 0x00002000 ,
0x00800001 , 0x00002001 , 0x00802080 , 0x00800081 ,
0x00002001 , 0x00002080 , 0x00800000 , 0x00802001 ,
0x00000080 , 0x00800000 , 0x00002000 , 0 x00802080

g;

s t a t i c c o n s t uns igned long SB5 [ 6 4 ] =
f

0x00000100 , 0x02080100 , 0x02080000 , 0x42000100 ,
0x00080000 , 0x00000100 , 0x40000000 , 0x02080000 ,
0x40080100 , 0x00080000 , 0x02000100 , 0x40080100 ,
0x42000100 , 0x42080000 , 0x00080100 , 0x40000000 ,
0x02000000 , 0x40080000 , 0x40080000 , 0x00000000 ,
0x40000100 , 0x42080100 , 0x42080100 , 0x02000100 ,
0x42080000 , 0x40000100 , 0x00000000 , 0x42000000 ,
0x02080100 , 0x02000000 , 0x42000000 , 0x00080100 ,
0x00080000 , 0x42000100 , 0x00000100 , 0x02000000 ,
0x40000000 , 0x02080000 , 0x42000100 , 0x40080100 ,
0x02000100 , 0x40000000 , 0x42080000 , 0x02080100 ,
0x40080100 , 0x00000100 , 0x02000000 , 0x42080000 ,
0x42080100 , 0x00080100 , 0x42000000 , 0x42080100 ,
0x02080000 , 0x00000000 , 0x40080000 , 0x42000000 ,
0x00080100 , 0x02000100 , 0x40000100 , 0x00080000 ,
0x00000000 , 0x40080000 , 0x02080100 , 0 x40000100

g;

s t a t i c c o n s t uns igned long SB6 [ 6 4 ] =
f

0x20000010 , 0x20400000 , 0x00004000 , 0x20404010 ,
0x20400000 , 0x00000010 , 0x20404010 , 0x00400000 ,
0x20004000 , 0x00404010 , 0x00400000 , 0x20000010 ,
0x00400010 , 0x20004000 , 0x20000000 , 0x00004010 ,
0x00000000 , 0x00400010 , 0x20004010 , 0x00004000 ,
0x00404000 , 0x20004010 , 0x00000010 , 0x20400010 ,
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0x20400010 , 0x00000000 , 0x00404010 , 0x20404000 ,
0x00004010 , 0x00404000 , 0x20404000 , 0x20000000 ,
0x20004000 , 0x00000010 , 0x20400010 , 0x00404000 ,
0x20404010 , 0x00400000 , 0x00004010 , 0x20000010 ,
0x00400000 , 0x20004000 , 0x20000000 , 0x00004010 ,
0x20000010 , 0x20404010 , 0x00404000 , 0x20400000 ,
0x00404010 , 0x20404000 , 0x00000000 , 0x20400010 ,
0x00000010 , 0x00004000 , 0x20400000 , 0x00404010 ,
0x00004000 , 0x00400010 , 0x20004010 , 0x00000000 ,
0x20404000 , 0x20000000 , 0x00400010 , 0 x20004010

g;

s t a t i c c o n s t uns igned long SB7 [ 6 4 ] =
f

0x00200000 , 0x04200002 , 0x04000802 , 0x00000000 ,
0x00000800 , 0x04000802 , 0x00200802 , 0x04200800 ,
0x04200802 , 0x00200000 , 0x00000000 , 0x04000002 ,
0x00000002 , 0x04000000 , 0x04200002 , 0x00000802 ,
0x04000800 , 0x00200802 , 0x00200002 , 0x04000800 ,
0x04000002 , 0x04200000 , 0x04200800 , 0x00200002 ,
0x04200000 , 0x00000800 , 0x00000802 , 0x04200802 ,
0x00200800 , 0x00000002 , 0x04000000 , 0x00200800 ,
0x04000000 , 0x00200800 , 0x00200000 , 0x04000802 ,
0x04000802 , 0x04200002 , 0x04200002 , 0x00000002 ,
0x00200002 , 0x04000000 , 0x04000800 , 0x00200000 ,
0x04200800 , 0x00000802 , 0x00200802 , 0x04200800 ,
0x00000802 , 0x04000002 , 0x04200802 , 0x04200000 ,
0x00200800 , 0x00000000 , 0x00000002 , 0x04200802 ,
0x00000000 , 0x00200802 , 0x04200000 , 0x00000800 ,
0x04000002 , 0x04000800 , 0x00000800 , 0 x00200002

g;

s t a t i c c o n s t uns igned long SB8 [ 6 4 ] =
f

0x10001040 , 0x00001000 , 0x00040000 , 0x10041040 ,
0x10000000 , 0x10001040 , 0x00000040 , 0x10000000 ,
0x00040040 , 0x10040000 , 0x10041040 , 0x00041000 ,
0x10041000 , 0x00041040 , 0x00001000 , 0x00000040 ,
0x10040000 , 0x10000040 , 0x10001000 , 0x00001040 ,
0x00041000 , 0x00040040 , 0x10040040 , 0x10041000 ,
0x00001040 , 0x00000000 , 0x00000000 , 0x10040040 ,
0x10000040 , 0x10001000 , 0x00041040 , 0x00040000 ,
0x00041040 , 0x00040000 , 0x10041000 , 0x00001000 ,
0x00000040 , 0x10040040 , 0x00001000 , 0x00041040 ,
0x10001000 , 0x00000040 , 0x10000040 , 0x10040000 ,
0x10040040 , 0x10000000 , 0x00040000 , 0x10001040 ,
0x00000000 , 0x10041040 , 0x00040040 , 0x10000040 ,
0x10040000 , 0x10001000 , 0x10001040 , 0x00000000 ,
0x10041040 , 0x00041000 , 0x00041000 , 0x00001040 ,
0x00001040 , 0x00040040 , 0x10000000 , 0 x10041000

g;

# i f n d e f GETULONG BE
# d e f i n e GETULONG BE( n , b , i ) n
f n

( n ) = ( ( uns igned long ) ( b ) [ ( i ) ]<< 24 ) n
j ( ( uns igned long ) ( b ) [ ( i ) + 1 ]<< 16 ) n
j ( ( uns igned long ) ( b ) [ ( i ) + 2 ]<< 8 ) n
j ( ( uns igned long ) ( b ) [ ( i ) + 3 ] ) ; n

g
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# e n d i f

# i f n d e f PUTULONG BE
# d e f i n e PUTULONG BE( n , b , i ) n
f n

( b ) [ ( i ) ] = ( uns igned char ) ( ( n )>> 24 ) ; n
( b ) [ ( i ) + 1 ] = ( uns igned char ) ( ( n )>> 16 ) ; n
( b ) [ ( i ) + 2 ] = ( uns igned char ) ( ( n )>> 8 ) ; n
( b ) [ ( i ) + 3 ] = ( uns igned char ) ( ( n ) ) ; n

g
# e n d i f

/ �
� I n i t i a l Perm u ta t io n macro
� /

# d e f i n e DESIP (X , Y ) n
f n

T = ( (X >> 4) ˆ Y) & 0x0F0F0F0F ; Y ˆ= T ; X ˆ= (T<< 4) ; n
T = ( (X >> 16) ˆ Y) & 0x0000FFFF ; Y ˆ= T ; X ˆ= (T<< 16) ; n
T = ( (Y >> 2) ˆ X) & 0 x33333333 ; X ˆ= T ; Y ˆ= (T<< 2) ; n
T = ( (Y >> 8) ˆ X) & 0x00FF00FF ; X ˆ= T ; Y ˆ= (T<< 8) ; n
Y = ( (Y << 1) j (Y >> 31) ) & 0xFFFFFFFF ; n
T = (X ˆ Y) & 0xAAAAAAAA; Y ˆ= T ; X ˆ= T ; n
X = ( (X << 1) j (X >> 31) ) & 0xFFFFFFFF ; n

g

/ �
� F i n a l Perm u ta t i on macro
� /

# d e f i n e DESFP (X , Y ) n
f n

X = ( (X << 31) j (X >> 1) ) & 0xFFFFFFFF ; n
T = (X ˆ Y) & 0xAAAAAAAA; X ˆ= T ; Y ˆ= T ; n
Y = ( (Y << 31) j (Y >> 1) ) & 0xFFFFFFFF ; n
T = ( (Y >> 8) ˆ X) & 0x00FF00FF ; X ˆ= T ; Y ˆ= (T<< 8) ; n
T = ( (Y >> 2) ˆ X) & 0 x33333333 ; X ˆ= T ; Y ˆ= (T<< 2) ; n
T = ( (X >> 16) ˆ Y) & 0x0000FFFF ; Y ˆ= T ; X ˆ= (T<< 16) ; n
T = ( (X >> 4) ˆ Y) & 0x0F0F0F0F ; Y ˆ= T ; X ˆ= (T<< 4) ; n

g

/ �
� DES round macro
� /

# d e f i n e DESROUND(X , Y , i ) n
f n

T = SK[ i ] ˆ X; n
Y ˆ= SB8 [ (T ) & 0x3F ] ˆ n

SB6 [ (T >> 8) & 0x3F ] ˆ n
SB4 [ (T >> 16) & 0x3F ] ˆ n
SB2 [ (T >> 24) & 0x3F ] ; n

n
T = SK[ i + 1] ˆ ( (X << 28) j (X >> 4) ) ; n
Y ˆ= SB7 [ (T ) & 0x3F ] ˆ n

SB5 [ (T >> 8) & 0x3F ] ˆ n
SB3 [ (T >> 16) & 0x3F ] ˆ n
SB1 [ (T >> 24) & 0x3F ] ; n

g

b e h a v i o r desCrypt ECB ( in uns igned long subKey [ 3 2 ] ,
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i n uns igned char inpu t [ 8 ] ,
ou t uns igned char o u t p u t [ 8 ] )

f
vo id main ( vo id )
f

i n t i ;
uns igned long X, Y, T , SK [ 3 2 ] ;

uns igned char o u t d i s p [ 8 ] ;
X=0; Y=0; T=0;
/ / wh i le ( 1 )
/ / f
/ /
/ / wa i t inpu t ;

SK = subKey ;

GET ULONG BE( X, input , 0 ) ;
GET ULONG BE( Y, input , 4 ) ;

DES IP ( X, Y ) ;

f o r ( i = 0 ; i < 32 ; i += 4 )
f

DESROUND( Y, X, i ) ;
DESROUND( X, Y, ( i + 2) ) ;

g

DES FP ( Y, X ) ;

PUT ULONG BE( Y, ou td i sp , 0 ) ;
PUT ULONG BE( X, ou td i sp , 4 ) ;

o u t p u t = o u t d i s p ;

/ / g
g

g;

/ / EOF

A.2.8 stimulus.sc

/ � ��������������������������������������������������� �������������������������
� s t i m u l u s . sc � s t i m u l u s module fo r Data E ncryp t ion S tandard (DES) A lgor i thm
� ��������������������������������������������������� �������������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

# i n c l u d e < s t d l i b . h>
# i n c l u d e < s t d i o . h>
# i n c l u d e < s t r i n g . h>
# i n c l u d e ”des . sh”

/ / im por t ” des Enc Dec ” ;
im por t ” des ” ;
im por t ” i s e n d e r ” ;

# d e f i n e MAXLINE 1024
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/ �
� DES/3DES t e s t v e c t o r s ( sou rce : NIST , t r i p l e d e s� v e c t o r s . z i p )
� /

s t a t i c c o n s t uns igned char DESkeys [ 3 ] [ 8 ] =
f

f 0x01 , 0x23 , 0x45 , 0x67 , 0x89 , 0xAB , 0xCD , 0xEFg ,
f 0x23 , 0x45 , 0x67 , 0x89 , 0xAB , 0xCD , 0xEF , 0x01g ,

f 0x11 , 0x22 , 0x33 , 0x44 , 0x55 , 0x66 , 0x77 , 0x88g
/ / f 0x45 , 0x67 , 0x89 , 0xAB, 0xCD, 0xEF , 0x01 , 0x23g

g;

s t a t i c c o n s t uns igned char DE Stes t [ 7 ] [ 8 ] =
f

f 0x4E , 0x6F , 0x77 , 0x20 , 0x69 , 0x73 , 0x20 , 0x74g ,
f 0x6A , 0x2A , 0x19 , 0xF4 , 0x1E , 0xCA , 0x85 , 0x4Bg ,
f 0x03 , 0xE6 , 0x9F , 0x5B , 0xFA , 0x58 , 0xEB , 0x42g ,
f 0xDD, 0x17 , 0xE8 , 0xB8 , 0xB4 , 0x37 , 0xD2 , 0x32g ,

f 0xCD, 0xD6 , 0x4F , 0x2F , 0x94 , 0x27 , 0xC1 , 0x5Dg ,
f 0x69 , 0x96 , 0xC8 , 0xFA , 0x47 , 0xA2 , 0xAB , 0xEBg ,

f 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34g
/ / f 0x83 , 0x25 , 0x39 , 0x76 , 0x44 , 0x09 , 0x1A , 0x0Ag

g;

s t a t i c c o n s t uns igned char D E Si n i t z e r o [ 8 ] =
f

0x0 , 0x0 , 0x0 , 0x0 , 0x0 , 0x0 , 0x0 , 0x0
g;

b e h a v i o r s t i m u l u s ( i s e n d e r d e st e s t )
f

uns igned char l i n e [MAX LINE ] ;
uns igned char tmp ;

uns igned char ge tVa lue ( uns igned char ch )
f

i f ( ch > = 0x30 && ch < = 0x39 )
re tu rn ( ch � 0x30 ) ;

e l s e
retu rn ( ch � 0x61 + 0 xa ) ;

g

i n t g e t B u f f e r ( uns igned char� b u f f e r )
f

i n t i = 0 ;
s c a n f ( ”%s %s %s %s %s %s %s %s ” ,l i ne , l i n e + 4 , l i n e + 8 ,
l i n e + 12 , l i n e + 16 , l i n e + 20 , l i n e + 24 , l i n e + 28) ;
f f l u s h ( s t d i n ) ;
i f ( s t r l e n ( ( char � ) l i n e ) != 32)
f

p r i n t f ( ” E r r o r i n p u t ! nn ” ) ;
re tu rn 1 ;

g
e l s e
f

f o r ( i = 0 ; i < 32 ; i +=4)
f

i f ( ( l i n e [ i ] != ' 0 ' ) j j ( l i n e [ i + 1 ] != ' x ' )
j j ( l i n e [ i + 2 ] < 0x30 j j ( l i n e [ i + 2 ] > 0x39 && l i n e [ i + 2] < 0x61 ) j j ( l i n e [ i +

2]> 0x66 ) )
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j j ( l i n e [ i + 3 ] < 0x30 j j ( l i n e [ i + 3 ] > 0x39 && l i n e [ i + 3] < 0x61 ) j j ( l i n e [ i +
3]> 0x66 ) ) )

f
p r i n t f ( ” E r r o r i n p u t ! nn” ) ;
f f l u s h ( s t d i n ) ;
re tu rn 1 ;

g
g

fo r ( i = 0 ; i < 8 ; i ++)
f

tmp = ge tVa lue (l i n e [ i � 4 + 2 ] ) ;
tmp << = 4 ;
tmp j = ge tVa lue (l i n e [ i � 4 + 3 ] ) ;
b u f f e r [ i ] = tmp ;

g

p r i n t f ( ” i n p u t b u f f e r : 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x
nn” ,

b u f f e r [ 0 ] , b u f f e r [ 1 ] , b u f f e r [ 2 ] , b u f f e r [ 3 ] ,
b u f f e r [ 4 ] , b u f f e r [ 5 ] , b u f f e r [ 6 ] , b u f f e r [ 7 ] ) ;

re tu rn 0 ;
g
retu rn 0 ;

g

vo id main ( vo id )
f

i n t i , j , cho ice ;

DES input d e s o u t ;
uns igned char key [ 8 ] ;

key = D E S i n i t z e r o ;
p r i n t f ( ” ��������������������������������������������������� �������������n n ” ) ;
p r i n t f ( ”Welcome to DES ( Data E ncryp t ion S tandard ) Cipher Chip S i mu l a t i o nnn ” ) ;

wh i le ( 1 )
f

p r i n t f ( ” P l e a s e make a s i m u l a t i o n cho ice :nn ” ) ;
p r i n t f ( ” 1 . e n c r y p t d a t a nn” ) ;
p r i n t f ( ” 2 . d e c r y p t d a t a nn” ) ;
p r i n t f ( ” 3 . s e l f � t e s t nn ” ) ;
p r i n t f ( ” 0 . e x i t nn ” ) ;
p r i n t f ( ” Your cho ice : ” ) ;

s c a n f ( ”%d” , &cho ice ) ;
f f l u s h ( s t d i n ) ;

sw i tch ( cho ice )
f
case 0 : / / e x i t s i m u l a t i o n

p r i n t f ( ” Cheers , Goodbye ! nn ” ) ;
p r i n t f ( ” ��������������������������������������������������� �������������n n ” ) ;
e x i t ( 0 ) ;
break ;

case 1 : / / DES e n c r y p t i o n
p r i n t f ( ” P l e a s e i n p u t t h e e n c r y p t i o n key :nn ” ) ;
p r i n t f ( ” Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)nn ” ) ;
p r i n t f ( ” e n c r y p t i o n key : ” ) ;

21



i f ( g e t B u f f e r ( d e s o u t . key ) )
f

c o n t i n u e ;
g
p r i n t f ( ” P l e a s e i n p u t t h e e n c r y p t i o n d a t a :nn” ) ;
p r i n t f ( ” Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)nn ” ) ;
p r i n t f ( ” e n c r y p t i o n d a t a : ” ) ;
i f ( g e t B u f f e r ( d e s o u t . b u f f e r ) )
f

c o n t i n u e ;
g
d e s o u t . f l a g = 00b ;
d e s t e s t . send (& desou t , s i z e o f ( d e so u t ) ) ;
w a i t f o r 1000;
break ;

case 2 : / / DES d e c r y p t i o n
p r i n t f ( ” P l e a s e i n p u t t h e d e c r y p t i o n key :nn ” ) ;
p r i n t f ( ” Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)nn ” ) ;
p r i n t f ( ” d e c r y p t i o n key : ” ) ;
i f ( g e t B u f f e r ( d e s o u t . key ) )
f

c o n t i n u e ;
g
p r i n t f ( ” P l e a s e i n p u t t h e d e c r y p t i o n d a t a :nn” ) ;
p r i n t f ( ” Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)nn ” ) ;
p r i n t f ( ” d e c r y p t i o n d a t a : ” ) ;
i f ( g e t B u f f e r ( d e s o u t . b u f f e r ) )
f

c o n t i n u e ;
g
d e s o u t . f l a g = 01b ;
d e s t e s t . send (& desou t , s i z e o f ( d e so u t ) ) ;
w a i t f o r 1000;
break ;

case 3 : / / DES Se l f� t e s t
f o r ( i = 0 ; i < 3 ; i ++)
f

w a i t f o r 1000;
key = DES keys [ i ] ;

f o r ( j = 0 ; j < 7 ; j ++)
f

d e s o u t . b u f f e r = DE S tes t [ j ] ;
d e s o u t . key = key ;
d e s o u t . f l a g = 10b ;
d e s t e s t . send (& desou t , s i z e o f ( d e so u t ) ) ;
w a i t f o r 100;

g
g
break ;

d e f a u l t :
break ;

g
g

g
g;

/ / EOF

A.2.9 monitor.sc
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/ � ��������������������������������������������������� ���������������������
� m on i to r . sc � m on i to r module fo r Data E ncryp t ion S tandard (DES) A lgor i thm
� ��������������������������������������������������� ���������������������
�
� 07 /10 /28 W. Chen
� weiweic@uci . edu
� /

# i n c l u d e < s t d i o . h>
# i n c l u d e < s t d l i b . h>
# i n c l u d e < s t r i n g . h>
# i n c l u d e ”des . sh”

im por t ” i r e c e i v e r ” ;

b e h a v i o r m on i to r ( i r e c e i v e r d e so u t p u t )
f

vo id main ( vo id )
f

i n t coun t = 0 ;
DES output d e s o u t ;

wh i le ( 1 )
f

d e s o u t p u t . r e c e i v e (& desou t , s i z e o f ( d e so u t ) ) ;

i f ( d e s o u t . f l a g == 00b ) / / DES e n c r y p t i o n
f

p r i n t f ( ” e n c r y t t e s t . . . . . . nn ” ) ;
p r i n t f ( ” i n p u t p l a i n t e x t : 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x, 0x%02x , 0x

%02x , 0x%02x nn” ,
d e s o u t . o b u f f e r [ 0 ] , d e so u t . o b u f f e r [ 1 ] , d e so u t . o b u f f e r [ 2 ] ,
d e s o u t . o b u f f e r [ 3 ] , d e so u t . o b u f f e r [ 4 ] , d e so u t . o b u f f e r [ 5 ] ,
d e s o u t . o b u f f e r [ 6 ] , d e so u t . o b u f f e r [ 7 ] ) ;

p r i n t f ( ” o u t p u t e n c r y p t e d t e x t : 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x
%02x , 0x%02x nn” ,

d e s o u t . b u f f e r [ 0 ] , d e s o u t . b u f f e r [ 1 ] , d e s o u t . b u f f e r [ 2 ] ,
d e s o u t . b u f f e r [ 3 ] , d e s o u t . b u f f e r [ 4 ] , d e s o u t . b u f f e r [ 5 ] ,
d e s o u t . b u f f e r [ 6 ] , d e s o u t . b u f f e r [ 7 ] ) ;

p r i n t f ( ” case %d passed !nnnn ” , coun t ) ;
g
e l s e i f ( d e s o u t . f l a g == 01b )
f

p r i n t f ( ” d e c r y t t e s t . . . . . . nn ” ) ;
p r i n t f ( ” i n p u t e n c r y p t e d t e x t : 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x

%02x , 0x%02x nn” ,
d e s o u t . o b u f f e r [ 0 ] , d e so u t . o b u f f e r [ 1 ] , d e so u t . o b u f f e r [ 2 ] ,
d e s o u t . o b u f f e r [ 3 ] , d e so u t . o b u f f e r [ 4 ] , d e so u t . o b u f f e r [ 5 ] ,
d e s o u t . o b u f f e r [ 6 ] , d e so u t . o b u f f e r [ 7 ] ) ;

p r i n t f ( ” o u t p u t d e c r y p t e d t e x t : 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x
%02x , 0x%02x nn” ,

d e s o u t . b u f f e r [ 0 ] , d e s o u t . b u f f e r [ 1 ] , d e s o u t . b u f f e r [ 2 ] , d e s o u t . b u f f e r [ 3 ] ,
d e s o u t . b u f f e r [ 4 ] , d e s o u t . b u f f e r [ 5 ] , d e s o u t . b u f f e r [ 6 ] , d e s o u t . b u f f e r [ 7 ] ) ;

p r i n t f ( ” case %d passed !nnnn ” , coun t ) ;
g
e l s e i f ( d e s o u t . f l a g == 10b )
f

p r i n t f ( ” enc ry t � d e c r y p t t e s t . . . . . . nn ” ) ;

23



p r i n t f ( ” i n p u t p l a i n t e x t : 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x, 0x%02x , 0x%02
x , 0x%02x nn” ,

d e s o u t . o b u f f e r [ 0 ] , d e so u t . o b u f f e r [ 1 ] , d e so u t . o b u f f e r [ 2 ] ,
d e s o u t . o b u f f e r [ 3 ] , d e so u t . o b u f f e r [ 4 ] , d e so u t . o b u f f e r [ 5 ] ,
d e s o u t . o b u f f e r [ 6 ] , d e so u t . o b u f f e r [ 7 ] ) ;

p r i n t f ( ” o u t p u t enc� dec t e x t : 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02x , 0x%02
x , 0x%02x nn” ,

d e s o u t . b u f f e r [ 0 ] , d e s o u t . b u f f e r [ 1 ] , d e s o u t . b u f f e r [ 2 ] ,
d e s o u t . b u f f e r [ 3 ] , d e s o u t . b u f f e r [ 4 ] , d e s o u t . b u f f e r [ 5 ] ,
d e s o u t . b u f f e r [ 6 ] , d e s o u t . b u f f e r [ 7 ] ) ;

i f ( ! memcmp( d e so u t . obu f fe r , d e so u t . b u f f e r , 8 ) )
f

p r i n t f ( ” case %d passed !nnnn ” , coun t ) ;
g
e l s e
f

p r i n t f ( ” case %d f a i l e d ! nnnn ” , coun t ) ;
g

g
coun t ++;

g
g

g;

/ / EOF

A.2.10 Make�le

# ��������������������������������������������������� ���������������������
# M a k e f i l e f o r Data E ncryp t ion Standard (DES) A lgo r i t hm
# ��������������������������������������������������� ���������������������
#
# M o d i f i c a t i o n s :
#
# W. Chen 07 /10 /28 f i r s t v e r s i o n
# weiweic@uci . edu

SCC = scc
DESIGN = d e s t e s t
SCCOPT =� vvv � ww � s l
SCC2SIR =� s c 2 s i r $ (SCCOPT )

a l l : d e s t e s t

d e s t e s t : t e s t b e n c h . sc des . s i r s t i m u l u s . s i r m on i to r . s i r
$ (SCC) t e s t b e n c h $ (SCCOPT )� g � o $ (DESIGN)

des SetKey . s i r : desSetKey . sc
$ (SCC) desSetKey $ ( SCC2SIR )

des SetKey Enc . s i r : desSetKey Enc . sc desSetKey . s i r
$ (SCC) desSetKey Enc $ ( SCC2SIR )

des SetKey Dec . s i r : desSetKey Dec . sc desSetKey . s i r
$ (SCC) desSetKey Dec $ ( SCC2SIR )
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des Crypt ECB . s i r : desCrypt ECB . sc
$ (SCC) desCrypt ECB $ ( SCC2SIR )

# des Enc Dec . s i r : des Enc Dec . sc desSe tKey E nc . s i r des Se tKey Dec . s i r desCrypt ECB . s i r
# $ (SCC ) desEnc Dec $ ( SCC2SIR )

des . s i r : des . sc desSetKey Enc . s i r desSetKey Dec . s i r desCrypt ECB . s i r des . sh
$ (SCC) des $ ( SCC2SIR )

s t i m u l u s . s i r : s t i m u l u s . sc des . sh
$ (SCC) s t i m u l u s $ ( SCC2SIR )

m on i to r . s i r : m on i to r . sc des . sh
$ (SCC) m on i to r $ ( SCC2SIR )

# t e s t :
# @echo ”For t e s t i n g , p l e a s e run”
# @echo ” . / d e s t e s t ”
# @echo ”and wa i t f o r ' xterm ' windows to open . ”

c l e a n :
� rm � f � ˜ � . o � . cc � . h ecs
� rm � f � . s i
� rm � f � . s i r
� rm � f � . ou t
� rm � f $ (DESIGN)

# EOF

A.3 Simulation Results

��������������������������������������������������� �������������
Welcome to DES ( Data E ncryp t ion S tandard ) Cipher Chip S i m u la t i o n
P l e a s e make a s i m u l a t i o n cho ice :
1 . e n c r y p t d a t a
2 . d e c r y p t d a t a
3 . s e l f� t e s t
0 . e x i t
Your cho ice :1
P l e a s e input t h e e n c r y p t i o n key :
Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)
e n c r y p t i o n key :0 x11 0x22 0x33 0x44 0x55 0x66 0x77 0x88
input b u f f e r :0 x11 , 0x22 , 0x33 , 0x44 , 0x55 , 0x66 , 0x77 , 0x88
P l e a s e input t h e e n c r y p t i o n d a t a :
Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)
e n c r y p t i o n d a t a :0 xaa 0xbb 0 xcc 0xdd 0 xee 0 x f f 0x12 0x34
input b u f f e r : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
e n c r y t t e s t . . . . . .
inpu t p l a i n t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
o u t p u t e n c r y p t e d t e x t : 0x3d , 0x4e , 0x07 , 0 xf3 , 0x06 , 0x41 , 0x87 , 0x60
case 0 passed !

P l e a s e make a s i m u l a t i o n cho ice :
1 . e n c r y p t d a t a
2 . d e c r y p t d a t a
3 . s e l f� t e s t
0 . e x i t
Your cho ice :2
P l e a s e input t h e d e c r y p t i o n key :
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Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)
d e c r y p t i o n key : 0x11 0x22 0x33 0x44 0x55 0x66 0x77 0x88
input b u f f e r : 0x11 , 0x22 , 0x33 , 0x44 , 0x55 , 0x66 , 0x77 , 0x88
P l e a s e input t h e d e c r y p t i o n d a t a :
Format : 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 (LSB�� >MSB)
d e c r y p t i o n d a t a : 0x3d 0x4e 0x07 0 xf3 0x06 0x41 0x87 0x60
input b u f f e r : 0x3d , 0x4e , 0x07 , 0xf3 , 0x06 , 0x41 , 0x87 , 0x60
d e c r y t t e s t . . . . . .
inpu t e n c r y p t e d t e x t : 0x3d , 0x4e , 0x07 , 0 xf3 , 0x06 , 0x41 , 0x87 , 0x60
o u t p u t d e c r y p t e d t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
case 1 passed !

P l e a s e make a s i m u l a t i o n cho ice :
1 . e n c r y p t d a t a
2 . d e c r y p t d a t a
3 . s e l f� t e s t
0 . e x i t
Your cho ice :3
enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x4e , 0 x6f , 0x77 , 0x20 , 0x69 , 0x73 , 0x20 , 0x74
o u t p u t enc� dec t e x t : 0x4e , 0 x6f , 0x77 , 0x20 , 0x69 , 0x73 , 0x20 , 0x74
case 2 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x6a , 0x2a , 0x19 , 0xf4 , 0x1e , 0xca , 0x85 , 0x4b
o u t p u t enc� dec t e x t : 0x6a , 0x2a , 0x19 , 0xf4 , 0x1e , 0xca , 0x85 , 0x4b
case 3 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x03 , 0xe6 , 0 x9f , 0x5b , 0 xfa , 0x58 , 0xeb , 0x42
o u t p u t enc� dec t e x t : 0x03 , 0xe6 , 0 x9f , 0x5b , 0 xfa , 0x58 , 0xeb , 0x42
case 4 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xdd , 0x17 , 0xe8 , 0xb8 , 0xb4 , 0x37 , 0xd2 , 0x32
o u t p u t enc� dec t e x t : 0xdd , 0x17 , 0xe8 , 0xb8 , 0xb4 , 0x37 , 0xd2 , 0x32
case 5 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xcd , 0xd6 , 0 x4f , 0x2f , 0x94 , 0x27 , 0xc1 , 0x5d
o u t p u t enc� dec t e x t : 0xcd , 0xd6 , 0 x4f , 0x2f , 0x94 , 0x27 , 0xc1 , 0x5d
case 6 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x69 , 0x96 , 0xc8 , 0 xfa , 0x47 , 0xa2 , 0xab , 0xeb
o u t p u t enc� dec t e x t : 0x69 , 0x96 , 0xc8 , 0 xfa , 0x47 , 0xa2 , 0xab , 0xeb
case 7 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
o u t p u t enc� dec t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
case 8 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x4e , 0 x6f , 0x77 , 0x20 , 0x69 , 0x73 , 0x20 , 0x74
o u t p u t enc� dec t e x t : 0x4e , 0 x6f , 0x77 , 0x20 , 0x69 , 0x73 , 0x20 , 0x74
case 9 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x6a , 0x2a , 0x19 , 0xf4 , 0x1e , 0xca , 0x85 , 0x4b
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o u t p u t enc� dec t e x t : 0x6a , 0x2a , 0x19 , 0xf4 , 0x1e , 0xca , 0x85 , 0x4b
case 10 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x03 , 0xe6 , 0 x9f , 0x5b , 0 xfa , 0x58 , 0xeb , 0x42
o u t p u t enc� dec t e x t : 0x03 , 0xe6 , 0 x9f , 0x5b , 0 xfa , 0x58 , 0xeb , 0x42
case 11 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xdd , 0x17 , 0xe8 , 0xb8 , 0xb4 , 0x37 , 0xd2 , 0x32
o u t p u t enc� dec t e x t : 0xdd , 0x17 , 0xe8 , 0xb8 , 0xb4 , 0x37 , 0xd2 , 0x32
case 12 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xcd , 0xd6 , 0 x4f , 0x2f , 0x94 , 0x27 , 0xc1 , 0x5d
o u t p u t enc� dec t e x t : 0xcd , 0xd6 , 0 x4f , 0x2f , 0x94 , 0x27 , 0xc1 , 0x5d
case 13 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x69 , 0x96 , 0xc8 , 0 xfa , 0x47 , 0xa2 , 0xab , 0xeb
o u t p u t enc� dec t e x t : 0x69 , 0x96 , 0xc8 , 0 xfa , 0x47 , 0xa2 , 0xab , 0xeb
case 14 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
o u t p u t enc� dec t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
case 15 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x4e , 0 x6f , 0x77 , 0x20 , 0x69 , 0x73 , 0x20 , 0x74
o u t p u t enc� dec t e x t : 0x4e , 0 x6f , 0x77 , 0x20 , 0x69 , 0x73 , 0x20 , 0x74
case 16 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x6a , 0x2a , 0x19 , 0xf4 , 0x1e , 0xca , 0x85 , 0x4b
o u t p u t enc� dec t e x t : 0x6a , 0x2a , 0x19 , 0xf4 , 0x1e , 0xca , 0x85 , 0x4b
case 17 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x03 , 0xe6 , 0 x9f , 0x5b , 0 xfa , 0x58 , 0xeb , 0x42
o u t p u t enc� dec t e x t : 0x03 , 0xe6 , 0 x9f , 0x5b , 0 xfa , 0x58 , 0xeb , 0x42
case 18 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xdd , 0x17 , 0xe8 , 0xb8 , 0xb4 , 0x37 , 0xd2 , 0x32
o u t p u t enc� dec t e x t : 0xdd , 0x17 , 0xe8 , 0xb8 , 0xb4 , 0x37 , 0xd2 , 0x32
case 19 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xcd , 0xd6 , 0 x4f , 0x2f , 0x94 , 0x27 , 0xc1 , 0x5d
o u t p u t enc� dec t e x t : 0xcd , 0xd6 , 0 x4f , 0x2f , 0x94 , 0x27 , 0xc1 , 0x5d
case 20 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0x69 , 0x96 , 0xc8 , 0 xfa , 0x47 , 0xa2 , 0xab , 0xeb
o u t p u t enc� dec t e x t : 0x69 , 0x96 , 0xc8 , 0 xfa , 0x47 , 0xa2 , 0xab , 0xeb
case 21 passed !

enc ry t� d e c r y p t t e s t . . . . . .
inpu t p l a i n t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
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o u t p u t enc� dec t e x t : 0xaa , 0xbb , 0xcc , 0xdd , 0xee , 0 x f f , 0x12 , 0x34
case 22 passed !

P l e a s e make a s i m u l a t i o n cho ice :
1 . e n c r y p t d a t a
2 . d e c r y p t d a t a
3 . s e l f� t e s t
0 . e x i t
Your cho ice :0
Cheers , Goodbye !
��������������������������������������������������� �������������
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