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ABSTRACT
Coverage metrics, which evaluate the ability of a test

sequence to detect design faults, are essential to the val-

idation process. A key source of difficulty in determining

fault detection is that the control flow path traversed in

the presence of a fault cannot be determined. Fault de-

tection can only be accurately determined by exploring

the set of all control flow paths, which may be traversed

as a result of a fault. We present a coverage metric

that determines the propagation of fault effects along all

possible faulty control flow paths. The complexity of ex-

ploring multiple control flow paths is greatly alleviated

by heuristically pruning infeasible control flow paths us-

ing the algorithm that we present. The proposed cover-

age metric provides high accuracy in designs that contain

complex control flow. The results obtained are promis-

ing.

1. INTRODUCTION
Design validation is the task of verifying design correct-

ness by simulating (or emulating) it with a test sequence
and comparing system responses to known correct responses.
Verification of design correctness is known to be a costly
task, and validation is a technique for verification, which
is well accepted due to the tractability and usability of the
simulation process. Validation involves several steps, such as
test generation and response evaluation, but coverage met-
rics are central to all steps in the validation process. A
coverage metric defines a set of criteria that are used to de-
termine which faults are detected by a test sequence. A
coverage metric provides an empirical measure of the com-
pleteness of a test sequence and the fault detection criteria
can be used to direct the test generation process.

Most existing behavioral coverage metrics focus on defin-
ing the criteria for fault activation, placing little emphasis
on fault propagation. For example the statement coverage
metric requires that each statement is executed in order to
activate each potentially faulty statement, but propagation
of the fault effect to an observable point is not considered.
Determining fault propagation exactly would require specific
knowledge of the design error in order to compare the faulty
machine response to the correct machine response. Exact
evaluation of fault propagation is feasible at the gate-level
because each signal value is binary; the value of a signal
with a fault effect is known to be the inverse of the value of
the same signal in the correct circuit. In a behavioral de-
scription more complex data types are used which may have
very large domains of possible values. As a result, exact

fault propagation is intractable at the behavioral level and
some technique must be used to estimate fault propagation
using partial fault effect information.

A significant difficulty in predicting fault propagation is
the ambiguity in the control flow path executed in the pres-
ence of a fault. For example, consider the evaluation of the
conditional statement “if (x>5) then ...” in the presence
of an unknown fault effect on variable x. If the correct value
of x is 0 then the correct value of the conditional predicate is
FALSE, but the incorrect predicate value is unknown. The
control flow choices at branch points have a major impact on
the sequence of instructions executed and the propagation
of fault effects. In the simple conditional predicate example
above, if the predicate evaluates to FALSE in the faulty de-
sign, the fault effect may not propagate, and the fault may
remain undetected as a result. The problem of determining
fault propagation in the presence of ambiguity in control
flow quickly becomes severe as control flow becomes more
complex.

Our approach explores all control flow paths which could
be executed as a result of a fault. Fault detection is esti-
mated along each control flow path and the detection prob-
abilities along each path are combined to compute total
fault detection probability. To alleviate the computational
complexity of exploring multiple control flow paths, we use
knowledge of the sign of a fault effect to prune infeasible
paths, which could never be executed as a result of a fault.
Our approach provides an accurate estimate of fault detec-
tion probabilities by considering the full range of faulty be-
haviors.

The remainder of the paper is organized as follows. Re-
lated work is summarized in Section 2. The Overview of
our approach is summarized in Section 3. The method used
to evaluate fault propagation is discussed in Section 4. The
technique used to prune infeasible control flow paths is pre-
sented in Section 5. We define Fault Detection Probability in
Section 6. Section 7 discusses tools used for our experiments.
The results are presented in Section 8 and conclusions are
described in Section 9.

2. PREVIOUS WORK
Mutation analysis is a coverage metric which was origi-

nally developed in the field of software test [6] and has also
been applied to hardware validation [5]. A mutant is a ver-
sion of a behavioral description which differs from the orig-
inal by a single potential design error. A mutation operator
is a function which is applied to the original program to gen-
erate a mutant. A typical mutation operation is Arithmetic
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Operator Replacement (AOR), which replaces each arith-
metic operator with another operator. The local nature of
the mutation operations may limit their ability to describe
a large set of design errors.

Several coverage metrics have been developed to evalu-
ate behavioral designs, many of which are based on software
test coverage metrics. Metrics have been developed to tar-
get faults in finite state machines (FSMs). The commonly
used FSM coverage metrics [2, 10, 9] are the state cover-
age model, which requires that all states be reached, and
transition coverage, which requires that all transitions be
traversed.

A number of validation coverage metrics are based on
the traversal of paths through the control dataflow graph
(CDFG) representing the system behavior. Applying these
metrics to the CDFG representing a single process is a well
understood task. The earliest control-dataflow fault models
include the statement coverage, branch coverage and path
coverage [1] metrics used in software testing.

The branch coverage metric associates potential faults
with each direction of each conditional in the CDFG. Branch
coverage requires that the set of all CDFG paths covered
during validation include both directions of all binary-valued
conditionals. The branch coverage metric has been used
for behavioral validation by several researchers for coverage
evaluation and test generation [12, 3].

The path coverage metric is a more demanding metric
than the branch coverage metric because path coverage re-
flects the number of control-flow paths taken. The assump-
tion is that an error is associated with some path through the
control flow graph and all control paths must be executed to
guarantee fault detection. The number of control paths can
be infinite when the CDFG contains a loop so the path cov-
erage metric may be used with a limit on path length [11].
Previous work in software test [7] has investigated dataflow
testing criteria for path selection. In dataflow testing, each
variable occurrence is classified as either a definition occur-
rence or a use occurrence. Paths that connect a definition
occurrence to a use occurrence of the same variable are se-
lected. The dataflow testing criteria have also been applied
to behavioral hardware descriptions [13].

Many control-dataflow coverage metrics consider the re-
quirements for fault activation without explicitly consider-
ing fault effect observability. Researchers have developed
observability-based behavioral fault models [4, 8] to allevi-
ate this weakness. The OCCOM approach [4] inserts faults,
called tags, at each variable assignment to represent a pos-
itive or negative offset from the correct signal value. The
propagation of these tags to observable variables is deter-
mined using a set of propagation rules for behavioral op-
erations. In [8], the software dataflow testing technique
is enhanced to identify chains of variable definitions and
uses which extend to observable variables. Both of these
observability-oriented metrics have difficulty considering the
multitude of possible control flow paths, which may be exe-
cuted in the presence of a fault. Either complex control flow
has not been considered or only a small subset of possible
control flow paths are considered.

3. OVERVIEW
The inputs to our methodology are a behavioral HDL de-

scription of the design and a set of test patterns and the
output is the set of faults that propagate to an observable

Figure 1: System structure

point for every input pattern. An observable point in a sim-
ulation is a variable that may get an incorrect value because
of a design fault.

Figure 1 depicts the way we compute the fault coverage
value for test patterns. We first automatically generate a list
of potential faults in the design. We then simulate the HDL
description with each test pattern one at a time until all the
generated patterns are exhausted. The fault coverage value
for each pattern is computed at the end of its simulation.

Figure 2 illustrates a sequence of steps we follow to com-
pute the fault coverage for each test pattern. We select an
arbitrary fault from the generated list and then simulate the
HDL description to determine the propagation of the fault.
We evaluate its detection probability at the end of the simu-
lation. This sequence of steps is repeated until all the faults
in the list are exhausted. The fault coverage value for the
given test pattern is computed on the basis of the detection
probabilities of the individual faults.

3.1 Fault List Generation
We use the tag model presented in [4] for injecting faults

and propagating them. A tag on a variable represents the
notion that the variable has the incorrect value in presence
of the fault.

We consider every assignment statement and every input
variable in the HDL description as potential fault injection
points. The tags are injected on to the left hand side (LHS)
variable of each assignment statement and on each of the
input variables. We parse the HDL description to obtain
a list of all the assignment statements and input variables.
There are following three types of tags defined:

1. Positive tags: These cause the LHS variable to have a
greater value than the correct one.

2. Negative tags: These cause the LHS variable to have
a lesser value than the correct one.

Figure 2: Single pattern coverage evaluation
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Figure 3: Determination of fault detection

3. Unknown tags: These cause the LHS variable to have
a greater or lesser value than the correct one.

Since there are three tags which could be injected to the LHS
variable and input variable, we have three potential design
faults for every assignment statement and input variable en-
countered. Our fault list essentially consists of a number of
faults that is three times the number of assignment state-
ments and input variables in the HDL description.

4. EVALUATION OF FAULT PROPAGATION
The simulation and evaluation of a single fault is depicted

in the Figure 3. We compute all the possible control flow
paths and maintain a list for these pre-determined paths.
We select an arbitrary path from the list, and then the simu-
lation is guided through that path. During each simulation,
a fault is injected by inducing a tag using the simulator’s
directives. During the simulation, we monitor the observ-
able points where an injected tag could manifest itself. This
evaluation is repeated at every time step of the simulation
in order to propagate a fault.

At the simulation of each statement, the fault propagation
is updated. Each injected fault propagates in one of two
ways through the behavior.

Figure 4: A simple data flow example

Data flow Propagation A fault can propagate from one
variable to another via a direct data dependency be-
tween the two variables created by a variable assign-
ment. For example, in the code shown in Figure 4 a
tag on variable a would propagate to variable x as a
result of the assignment on line number 6.

a/b b b− b+ b?

a 0 − + ?
a− − − ? ?
a+ + ? + ?
a? ? ? ? ?

Table 1: Tag calculus for addition

Figure 5: A simple control flow example

Previous researches have defined a calculus for tag
propagation through each type of behavioral opera-
tion[4]. The propagation table used for an addition
operation is shown in Table 1. The top most row in
the table represents the tags on b, while the left most
column represents the tags on a. +, − and ? signify a
positive, a negative and an unknown tag respectively
and a 0 signifies absence of a tag. Variables a or b
followed by 0, +, − or ? signify the presence of tags
on these variables.

We use the tag propagation calculus presented in [4]
to perform dataflow propagation.

Control flow Propagation It is possible for a fault to
change the executed control flow path by changing the
result of a conditional. Changing the control flow path
can have drastic effects on fault propagation by intro-
ducing indirect variable dependencies and by changing
the sequence of dataflow operations.

An indirect data dependency can be seen in Figure 5
between variables cond and x. Although their is no
dataflow dependency between the two variables, it is
clear that the value of cond determines the value of
x. If the correct value of the cond variable is 1 and it
has a positive tag, then either branch 2 or 3 could be
taken. The sign of tag on x depends on the magnitude
of the error on cond. cond = 2 creates a negative tag
on x and cond = 3 creates a positive tag on x.

When a tag changes the result of a conditional pred-
icate, it alters the sequence of dataflow operations exe-
cuted. This consequently changes all subsequent
dataflow propagation. The example shown in Figure 5
is simple, but each branch may contain a subprogram
of arbitrary complexity. Fault propagation depends on
the sequence of dataflow operations, so any change to
that sequence will also alter the dataflow fault propa-
gation.

In order to determine the impact of tags which affect
control flow, it is necessary to simulate each feasible
path. The number of control flow paths is exponential
in the number of conditionals.
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At the end of simulation of each feasible control flow path
the tag propagation data is recorded and the tags on the
variables are stored. The propagation data is the set of
variables that contain tags at the end of simulation. The
stored tag values at the end of each simulated feasible control
flow path are used to determine the tags on the variables
at the start of simulation of next feasible control flow path.
This process is repeated until there are no feasible paths left
to simulate in the control flow path list. Once all the paths
in the list are simulated, the fault detection probability for
the injected fault is computed using the fault propagation
data recorded for individual paths.

5. PRUNING INFEASIBLE PATHS
If a tag is present on a variable involved in a conditional

predicate, then we determine whether or not the outcome
of the predicate depends on the magnitude of the tag. The
alternate control flow paths can then be pruned from con-
sideration, based on our determination. This pruning can
greatly reduce the time complexity of this approach. In this
section, we demonstrate how a decision tree is built from
an HDL description and how pruning is performed on the
resulting tree.

5.1 Generating Decision Tree
We generate a decision tree from the HDL description at

the parsing step. A path through the decision tree from root
to leaf corresponds to a control flow path in the HDL de-
scription. The tree consists of following two types of nodes.

Condition node Each condition node corresponds to a con-
trol flow decision that is made during simulation. A
single conditional predicate in the HDL may map to
many decision nodes since each predicate may be eval-
uated on many control flow paths. Each condition
node has a number of children corresponding to the
number of outcomes of the conditional predicate. A
condition node corresponding to an IF Else statement
will have two children, TRUE and FALSE. A condition
node corresponding to a case statement will have as
many children as the case has branches. These nodes
are represented as white nodes.

Leaf node Leaf nodes terminate the paths in the decision
tree. The path from the root to each of these nodes
represents one control flow path through the HDL de-
scription. These nodes are represented as filled black
nodes.

The decision tree for the HDL description in Figure 6 is
shown in Figure 7.

A sequence of nodes starting with the top most condi-
tion node and ending at a leaf node of the tree constitutes
a control flow path. This signifies that there is a one-to-one
mapping between the leaf nodes and the control flow paths.
In this case, we have six control flow paths each correspond-
ing to a leaf node. These control flow paths are used to
guide the simulation.

5.2 Pruning Algorithm
It is possible to reduce the number of control flow possi-

bilities to be considered by using dynamic tag information
computed during simulation. A child c of a conditional node
n node can be pruned if the predicate P (n) associated with

Figure 6: HDL example for illustrating pruning

Figure 7: Decision tree for HDL example

node n can never evaluate to the value required to lead to
child c in the presence of the fault. For example, the root
node in Figure 7 has two children, one associated with a
TRUE predicate value and one associated with a FALSE
predicate value. If during simulation the variable b has the
value 11 and b has a positive tag, then it is not possible for
the predicate to evaluate to FALSE in the presence of the
fault. In this case, the child in the FALSE direction can be
pruned from consideration without reducing the accuracy of
the approach.

When simulation encounters a conditional predicate, the
following steps are executed to determine if pruning can be
performed.

1. Determine the set of possible faulty predicate
values, Vf - This step is performed by limiting the
range of the variables in accordance with the signs of
their tags and determining if the predicate is satisfiable
or not. This problem in the worst case is a version of
the SATISFIABILITY problem, but in practice it is
trivial given the monotonic nature of the vast majority
of predicates in real examples.

2. Prune children corresponding to impossible pred-
icate values - Once the possible predicate values are
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Figure 8: Pruning case with negative tag on a

known, all children of the decision node that can be
reached only by impossible predicate values can be
safely pruned.

We will use the example used in Figure 6 in order to il-
lustrate the pruning of the decision tree in Figure 7. Let us
consider the following cases of tag injection on variable a.

Negative tag at line number 2 This results in a nega-
tive tag for b at the assignment statement b = a+5 at
line number 3. The condition node b > 10 evaluates
to FALSE as there is a negative tag on b and its value
is 10. This allows us to prune TRUE branch, which
would never be taken in presence of the fault. In the
FALSE branch, assignment statement out = 1 − a at
line number 12 is evaluated. out gets a value −4 and
a positive tag since a which has negative tag, is being
subtracted . The value of the next condition out < a
can not be uniquely determined because it depends on
the relative magnitudes of tags out and a.

For example, out < a would evaluate to TRUE when
magnitudes of tags on out and a are 1 and 1 respec-
tively in which case the resultant expression becomes
((−4 + 1) < (5− 1)), which evaluates to TRUE. How-
ever, when the magnitudes of the tags are 5 and 6
respectively for out and a, the resultant expression
((−4 + 5) < (5− 6)) evaluates to FALSE. Pruning can
not occur at the decision node out < a on account of
ambiguity resulting from the magnitudes of the tags.

The pruned tree is depicted in Figure 8. The dashed
lines represent the pruned part of the tree.

Positive tag at line number 2 This results in a positive
tag for b at the next assignment statement b = a+5 at
line number 3. The condition node b > 10 evaluates to
TRUE as there is a positive tag on b and its value is 10.
This allows to prune FALSE branch which would never
be taken. The next condition node a < 5 evaluates to
FALSE as a has positive tag and its value is 5. The
TRUE branch is pruned at the decision node a < 5.
The assignment statement out = 1 at line number 9 is
evaluated. The next decision node out < a evaluates
to TRUE as there is positive tag on a and its value

Figure 9: Pruning case with positive tag on a

is greater than that of out. So, the FALSE branch is
pruned. The final value of out is 0. The pruned tree is
depicted in Figure 9. The dashed lines represent the
pruned part of the tree.

6. EVALUATING FAULT DETECTION
PROBABILITY
A fault is considered detected if any of observable points
obtains a tag at the end of the simulation. Fault De-
tection Probability of a variable v is the probability
that v gets a tag at the end of simulation. The Num-
ber of simulations required to be run for a fault f is
represented by S(f). D(V, f) represents number of
simulations where the fault propagated to an observ-
able point and V is the set of observable points where
the fault is detected. FDP (V, f) is the probability of
a single fault f being detected at any of the observable
points in V . FC(T ) is the fault coverage value for a
single test pattern T.

FDP (V, f) =
D(V, f)

S(f)

FC(T ) = 1−
fY

i=1

(1− FDP (V, i))

7. VERILOG PROCEDURAL INTER-
FACE (VPI)
We use Cadence Verilog-XL simulator to run our ex-
periments. It supports the VPI library of Verilog Pro-
gramming Language Interface (PLI 2.0). We devel-
oped a C application that interacts with the simulator
while running a simulation. First, we parse the ver-
ilog input and construct the decision tree. Then we
assign simulation callbacks for each of the assignment
statements so that we can interact with the internal
data structures of the Verilog-XL simulator. A call-
back associated with a statement forces the simula-
tor to acquiesce control to VPI when the statement
is reached while simulating. At that point, we apply
our tag calculus for each of the assignments and store
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subsequent changes in the tag values for each of the
variables affected.

8. RESULTS
In order to evaluate our methodology, we used a set of
the ITC’99 benchmarks. We took the RT-level VHDL
descriptions and converted them into Verilog descrip-
tions since our methodology makes use of Verilog Pro-
cedural Interface (VPI). We generated test sequences
in a random fashion.

Bench Faults % Avg. no. per tag %
mark (Tags) Cvg. Sims Prune Prune

b01 195 100 11 6.2 36.6
b02 66 100 9 8 47.1
b03 156 100 3.4 13.6 79.7
b06 168 100 7.66 6.33 37.3
b07 90 100 1.66 11.3 86.9
b08 60 100 5 4 44.8
b09 111 67.3 3.1 5.9 65.4
b10 279 50.1 10 15 60.0

Table 2: Results

Table 2 shows results for our methodology when ap-
plied to eight of the ITC’99 benchmarks. Each row in
the table shows the results for the benchmark whose
name is listed in the first column. The second col-
umn lists the total number of faults injected for every
design. The third column shows the percentage fault
coverage values computed as described in Section 6.
The next two columns list the average number of sim-
ulations run and pruned respectively per tag. The last
column shows the percentage of simulations pruned.
We do not present direct performance results, however
the performance overhead of applying our methodol-
ogy can be approximated as the average number of
simulations per tag as shown in Table 2. There is an
additional overhead associated with pruning but it is
small compared to the cost of performing multiple sim-
ulations required by our methodology.

9. CONCLUSIONS
We have presented a coverage metric, which manages
the ambiguity in control flow that arises in the presence
of a fault. Our approach identifies a subset of possible
control flow sequences, which may be executed due to
a fault and determines fault propagation in each case.
Accuracy is gained in fault propagation by consider-
ing all possible control flow paths rather than just a
single path. Time complexity is controlled by using
fault propagation information to prune infeasible con-
trol flow possibilities. Our results are promising, and
we will extend this technique to deal with the sub-
tleties present in real designs.
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