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Abstract ric. Instead we propose a technique based on static-analy-

_ L sis of the model that allows us to focus on the control-state

_ The functional validation of a state-of-the-art jnieractions that affect the datapath, and remove from the
digital design is usually performed by simulation of a reg- state-graph any variables which can be tested indepen-

ister-transfer-level model. The degree to which the test- yop4y  This reduces the number of transition edges that
vector suite covers the important tests is known as the CoVi,aad to be covered while maintaining the quality of the
erage of the suite. Previous coverage metrics have relied

i metric. With fewer transition edges and fewer state-vari-
on measures such as the number of simulated cycles oLy eq 1o consider, we can highlight the important interac-

number of toggles on a circuit node, which are indirect iong without the cluttering effects of the independent
metrics at best. This paper proposes a new method of anagate yariables. In our experience, this yields much better
lyzing coverage based on projecting a minimized control ¢,oqpack for the designers

finite-state graph onto control signals for the datapath These independent state-variables arise in many large
part of the design to yield a meaningful metric and provide yegjgns hecause only a subset of all the variables directly
detailed feedback about missing tests. The largest hurdle o) the datapath actions. It is the cross-product of these
Is state-space explosion. We describe two methods of dealy japies that need to be exercised to test interactions in
ing with this in a practical manner and give results of o gatanath. So long as we have found all sequences of
applying this coverage analysis to parts of the node con-g,-, ¢ross-products, we do not need to further consider the
troller of the Stanford FLASH multiprocessor. independent state-variables, which can then be tested by
. themselves. We generalize this observation, in Section 2,
1 Introduction by defining the concept ofantrol eventwhich identifies
Functional verification of a circuit is usually done by the cross-products which are of interest. We then show

simulation of a register-transfer-level (RTL) model. The how a graph of control events can be generated from a full
test vectors used can be generated by a variety of meangtate-graph and used for coverage analysis, with examples
including pseudo-random generators [1], constraint-solv- Of practical application from the Stanford FLASH project
ers [2] or hand-written by designers. No matter how the [4], described in Section 3.

test vectors were generated, it is important that they cause ~ The drawback with this technique, as with all tech-
the RTL-model to be exercised in “interesting ways” that Niques that use state-space exploration, istée-explo-

will hopefully expose bugs that may be present in the Sion problemHowever, after analyzing the examples from
design. In general, this means generating vectors that tesfLASH, we have developed some techniques that allow us
corner-cases, simultaneous events and rare control pathd0 obtain useful feedback despite large state-spaces. One
which is a difficult task. technique performs an analysis of the RTL to find portions

A coverage metric is often used to check that the test-Of the state-graph that can be pruned. This is possible in
vector suite does an adequate job of exercising the modelsituations where the RTL is structured so that some of the
There are many ways to calculate coverage; one of thestate-variables can laont care values. A second tech-
more complete measures is to use state-transition coverag@idue is to analyze an over-approximation of the state-
of the control logic [3]. This gives a good picture of how SPace. These are both described in Section 4.
many of the possible interactions in the control logic have .
actually been tested. However, we have found that many2 Control Events as a Coverage Metric
of the tests that are required by this metric turn out to be

. : R Ideally, we would like to make the identification of
equivalent and result in an over-pessimistic coverage met-

interesting behaviors in a design automatic. This is possi-
ble since the RTL-model of the design encapsulates the
detailed description of its functionality. We can extract this
* This work was supported by ARPA contract DABT63-94-C-0054 and information by translating the RTL to cooperating finite-
Rockwell Semiconductor. state-machines (FSM) and finding the global state-graph.
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This global state-graph contaiali the possible behaviors tested. If both these metrics are 1, then we can be quite
of the design. sure that every important test has been tried in the test-
In practice, except for the simplest of designs, con- vector suite. However, our experience in using coverage
verting an entire circuit to FSM representation is infeasi- metrics is that it is often difficult to reach an SCM or TCM
ble. Instead, we focus on the control logic since many of of 1 except for the simplest of circuits. One reason is that
the hard bugs are the result of multiple control-logic in many designs, not all control transitions that appear in
events, as shown in [5]. We can extract the FSMs associthe full control state-graph need to be exercised to fully
ated with just the control sections and model the remain-test functionality. A typical example is shown in
ing parts of the design and the external environment Figure 2.1.
deterministically In the context of finding the global state- In this example, there are three variables, two of
graph, non-determinism (ND) means trying all possible which control the datapatiV4rl andVar2), with the third
input sequences in all cycles. The ND-environment pro- read only by the FSM representivigr2. If we take the full
vides the most generality, it captures all possible behaviorscontrol state-graph, we have 8 states and 16 edges that
of the FSM model. If a test-vector suite manages to exer-need to be exercised in tests. However, some of these
cise all interactions of the FSM model under the full ND- edges represent redundant tests. For example, the edge
environment, we can assume good coverage of the inter- 2BX - 3CXis equivalent to2BX - 3CY from a testing
esting behaviors. Unfortunately, sometimes the ND-envi- viewpoint since the datapath observes the same sets of
ronment is too general and leads to control behaviors thaicommands from both edgedar3 can be ignored since its
are not possible in the design. When this situation arises.contribution to the behavior of the design has been made
extra constraints need to be placed on the environment. explicit by the state-space exploration that composed the
. individual FSMs. It does not directly control the datapath,
2.1 Defining Control Events so it is sufficient to exercise the ed@B - 3C . This sim-
Since thefull control state graph of a design is a com- ply says that one or the other of those edges need to be
prehensive representation of its control behaviors, thetested, but not necessarily both. By applying this principle
straight-forward definition of coverage based on control to the entire state-graph, we obtain the reduced graph
transition coveragas defined in [3] provides a good start-  shown in the lower right of Figure 2.1. This graph contains
ing point. This coverage metric presupposes that everyjust 4 states and 5 edges that need to be exercised. We can
transition of the control state graph must be tested togeneralize this observation by redefining the coverage
achieve full test coverage. There are two parts; a state covmetric in terms of possibleontrol events
erage metric (SCM) and a transition coverage metric
(TCM): Definition:
Number of States Visited A control eventis a unique set of control variable val-

SCM = Total Reachable States ues when projected onto the set of variables observed by
the datapath.

Number of Transitions Taken

Total Reachable Transitions In other words, a control event represents a particular
The SCM and TCM measures give numbers that rep-Set of commands to the datapath. Intuitively, this gives a

resent how much of the total control state space has beebetter measure of an interesting event than a simple cross-

TCM =

Full Graph

d?nved
< rom
T~ full graph (18)
Varl var2 (Latc}ﬁaersglnput) s =
Graph with
Vars tf?at control ()
Var 1 & Var2 control Datapath datapath

Figure 2.1. Example of State Graph Redundancy



product of all control-state variables since it takes into scheduler and a DRAM controller. A block diagram of the
account which variables actually control the datapath functional units of MAGIC is shown in Figure 3.1.

actions and focuses our attention on the control-datapatt Processor Network/O
interface.
P1] /o %févdgrﬁead
2.2 Control Event Graph WA . .
A graph of control events can be created by projecting
the full control state-graph onto the set of datapath-visible | [2&Mo = Inbox | | rvacic
variables. A datapath-visible variable is one which L cDaactﬁe k|
directly, or through some combinational logic, controls the *—| Protocol Process
datapath. This graph represents all possible sequences ¢ ! %ﬁ&éﬂ%r ol
control events as given by the RTL description. | Outbox I Cache
More formally, we can define a projection function ! N\
proj (proj: Sxp - S,), whereSis the finite set of states [!’I I\‘I I/b
with each state composed of individual state variables

Vo.. v, from a seW of state variables is the finite set of
sets of those state variablesy[{p, mOV ) &hds the
set of finite states, each composed only of state variables  Self-checking diagnostics were used as the main vali-
in T, (O p ). The functionproj takes its two arguments, dation technique. This was supplemented with some auto-
sO'S, mOp, and returns a stag which is composed of matic test generation [5] for the Protocol Processor, for
only the state variables im such that if v, O , then the  which an instruction set simulator provided the correct-
value ofy; in s, is equal to the value of in s. Informally, ness check.
proj extracts the state variables in thetsBbm sto create 3.1 Coverage Analysis Toolset
Sp- With the projection function, we can formally describe ™ o
the control-event graph as a projection from the full con- ~ To check the coverage of the validation tests, a cover-
trol state-graph. age analysis toolset was implemented. This toolset con-
We can now cast the SCM and TCM metrics in terms Sists of three steps: first, a translator that reads structural
of the control-event graph Go obtain a measure of cov- Verilog and produces an FSM description; second, a state-

erage based on how the control logic interacts with the €xploration program that creates a global state-graph; and
datapath: finally, a coverage analysis program that implements con-

trol-event graph extraction and coverage marking. The
three stages are illustrated in Figure 3.2.

Figure 3.1. MAGIC Block Diagram

SCM = Num. Control Events Visited
€ Total Reachable Control Events

State
Translator Enumerator Coverage Tool

_ Number of Transitions in Ge Taken
e Total Reachable Transitions in Ge

The assumption made by control events is that the
datapath does not hold any control state, so that only the
sequencing of datapath commands matter, not their timing
and duration.

TCM

3 Application to the Stanford FLASH Node

Controller Visible
Variables

This work used as a driving example, and was per-
formed as part of, the Stanford FLASH (FLexible Archi-
tecture for SHared Memory) multiprocessor project. Figure 3.2. Coverage Analysis Toolset
FLASH is a scalable shared-memory multiprocessor with
up to 4k processing nodes. Each node contains a processt
(MIPS R10000), a portion of the global memory and a
flexible memory controller, called MAGIC (Memory And
General Interconnect Controller). MAGIC contains an

The translator extracts the pertinent control-logic
FSMs with the help of some user-supplied annotations in
the Verilog. The annotations are comment-embedded
directives that highlight some of the important state-vari-

embedded RISC-processor core, some interfaces that marableS in the control-logic. The translator then applies a

age and queue requests from several sources, an intern'tranSitiVe set-of-supporaigorithm to capture the logic
g q q ' ‘which those state-variables depend on. The process stops



at the module boundary of the control-logic, based on th

assumption that the design has already been partitione gisten  StateB | if (StateA == 2'h0) begin
into control and datapath sections for synthesis. The trany <«—» <«—— | if (StateB == 4’h1) begin
lator also performs the structural analysis of the Verilog| 1 093 9 StateA = <valuel>
description to find which variables directly, or through end

combinational logic, control the datapath and which are| |2-bits| 4-bits [ | eise begin
independentThis information is saved to file and used by StateA = <value2>

the coverage program in the third step. > o |end

The FSM description language is a descendant o] Global State Variable
Mur¢ [6] called MPP (Mup ++). The accompanying
MPP verifier takes the FSM description of the system andFigure 4.1. Don't Care Variable Analysis
finds all its reachable states from reset. It produces a glo-global state variable that is composed of two component
bal state-graph and hash-table of states. variables and we show a portion of the RTL code that sets

The third step in the toolset takes the global state-the next-state. AssunfétateBis set every cycle from an
graph and the set of independent variables to produce thdnput. In this situation, the value &tateBis irrelevant
control-event graph. It then reads state-dumps from testswhenStateAis not equal to zero and can always safely be
run in simulation on the RTL. These state transitions areset to zero without losing any information. This is true
marked on the control-event graph and the individual sinceStateBis not even looked at whé&tateAis not zero
state-variables, giving the coverage metric. Detailed feed-and sinceStateBis set every cycle from the input, the next
back is given to the designer in the form of transition global state is the same no matter what v&iateBis. So

edges not exercised. the sixteen possible values$ifateBcan be coalesced into
_ ) _ a single representative state, reducing the overall state-
4 Coping with State Explosion space.

This is analogous to the kill-set in compilers, where a
register is consideredkeadafter it is last read and before it
has a new value written to it. For state-space exploration,
different values in thadeadregister show up redundantly
as multiple states in the state-graph, whereas it is sufficient
to just zero it without losing any information.

It would be possible to analyze the RTL structure very
carefully to figure out dependencies and generate a com-

Any method that utilizes a state-space exploration
needs to deal with the state-space explosion problem. Ou
experience has been that this can strike rapidly with even
small changes in a design. We found that the design
increased in complexity as it underwent timing tweaks:
logic was moved around a fair amount to improve critical
paths, some functions became pre-computed with a select

and some moved into other units. In general, interfaces : .
; plete kill-set for each variable. However, to be of real help
became less clean and more state was introduced. ; . . :
. : . in managing state-explosion, pruning the state-graph must
Although there is no universal solution to state-explo- . . o
.occur dynamically and with minimum overhead. Hence,

sion, we have developed some techniques that help aIIew-We introduce slightly stronger constraints on the kill-set to

ate or postpone its onset so that some useful information o . oo
. . ; . make recognition of pruning situations easy. Instead of
can still be obtained even if the full state-space is too large | . . : , . .
doing multi-cycle analysis to figure out when a variable is

to manipulate. written, we will impose the constraint that the variable to
4.1 Graph Pruning using Don’t Cares be pruned must be written every cycle. With this restric-
In many large designs, it is often true that portions of tion, it is only necessary to determine if the variable to be

the state-space are equivalent, meaning that pairs OIpruned is read on any particular cycle. If not, it can be
groups of states can be represented by a single state witr2€roed for that cycle.
out loss of information. Numerous techniques have been4.1.1 Static Analysis of Kill-Sets

proposed to find such equivalences and hence reduce th Analysis of the RTL for kill-sets occurs once the
state-space. Many of these have used the original graph agiate-variables in the design have been determined. For
a starting point for finding equivalences, making them g5ch of the state-variables, we look for structures where
ineffective at dealmg_ Wlth_the state—explosmn.problem. the variable would not get read. A partial list of these
However, when dealing with state-graphs derived auto- gy ctures is given in Figure 4.2. For every variable that is
matically from RTL descriptions, we have found that .o read on occasion, we check the RTL to see if that vari-
many equivalences can be traced back dlrectly to thegple gets a new value on every cycle. If so, we can con-
structure of the RTL. As a consequence of the logic struc-gi et a binary-decision-diagram (BDD) to represent the

ture, some sections of the resulting state-graph will inevi- got of conditions where it can be ignored. The BDD simply
tably be equivalent. For example, in Figure 4.1 we have a



4.2 Approximating the State Space

Unfortunately, many interesting circuits have state-
o A I e d spaces that are too large to explore with available comput-
® Var. is in a binary expression whose value is solely dgter- jng resources, even with pruning. In this situation, it would

mined by the other variable, e.g. (0 AND x) or (1 OR X). begbeneficial to provide sgme ugeful information, even if it
- - - is not completely accurate.
Figure 4.2. List of RTL Structures for Kill-Sets One method is to approximate the model by treating
encodes the values of the other state-variables that allowggme state variables as non-deterministic inputs. Instead
us to treat the variable being considereidat carevalue. of storing the value of these variables and using them to
4.1.2 Dynamic Pruning with Don’t Cares compute the next state, the transition function uses a non-
deterministic value in their place. This reduces the size of
the global state vector which, in general, reduces the size
of the state-graph. Coverage can then be computed based
on the reduced global state vector.

The problem is that constraints on the transition func-
tion from the exact state values are now lost. This intro-
duces the possibility that some states found using the
approximate state vector are actually unreachable in the

Even with the more stringent conditions for kill-set . . A
creation that we imposed for efficiency reasons, we foundreal state-graph. Intuitively, this possibility is strongest
' when the state variable being replaced is part of the com-

that this dynamic pruning can provide some state savings L ) . .
y P g b 9 munication between other state variables retained in the

with the examples from the FLASH project. Figure 4.3 . .
shows the results for four units from MAGIC: the Inbox global state vector. This implies that the best state vari-
Outbox, 10 and PP, The PP was also split into two Su’b_ables to approximate are those that are close to the ND-

parts: the instruction fetch unit and the loadstore unit. inputs of the FSM model. Approximating these variables

Each of these were exercised to greater or lesser extents tShOlj'Ild haye the smallgs_t 'Tpa.z[ on thfe S:ﬁj[e graph. :
controlling the number of different input patterns applied. 0 gain some empirical evidence for this, we approxi-
The results given show that for some models, such as themated the state graph Qf the instruction fetch unit of
Inbox and the Outbox, dynamic pruning results in a sub- MA.GL?' T\?e lapprrf?x;:nanon was. per:‘orn;e(t'j with t\f["ci
stantial state-space reduction, accompanied by a reductio)’2MabIes, varl, “which passes signals between state

in the running time. For the other units, there was a Sma"machlnes_; retained in the state vector, a2, which
state-space reduction, but this was not enough to Compenpasses signals from the inputs. To measure the accuracy of

sate for the runtime overhead of dynamic pruning. On tne appr_oxmgtlon,hthe g:xacé g:aghl was also foufnd ancri1
closer examination of the kill-set BDDs from these units, then projected to the reduced global state vector for eac

it was obvious that the pruning potential of these models variable. The results are shown in Table 1.

® Var. occurs in only one branch of an if-then-else statemeft.
® Var. occurs in a subset of all case branches.

Once the kill-sets have been determined for every
state-variable, we simply modify the state-enumeration
tool to check each discovered state to see if it is one of the
situations in which a state-variable isl@nt care If so, it
zeroes out that variable before the hash table lookup, mak:
ing all states that differ only in that state-variable equiva-
lent.

was small, that is, most state-variables did not fall into sit- Table 1. Approximation Accuracy
uations where they could be “killed”. Hence, it was possi- Approx. | Actual | Approx. | Actual %
ble to determine after the static-analysis that these model States | States | Edges | Edges| Wrong
\évers poor candidhates for dyn_amic pr_uningf, and it W(I)uld Varl 424 424 6.250 5275  185%
e better to run the non-pruning version of state-explora-
tion P 9 P Var2 322 322 4,943 4,887 1.2%
] Relative Graph Size BF Ul Graph ; -Relative Running Time BFul Time
g.g OPnred Graph g1 OPhred Time
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Figure 4.3. (a) Relative Graph Size and (b) Running Time of Pruned Graphs



Encouragingly, the results show that the approxima- 6 Conclusion
tion retained the correct number of states in both cases ] ) )
However, the approximation witharl resulted in a large _Inthis paper, we have proposed a new functional vali-
number of false edges in the graph, while approximation dation coverage analysis metric based on control events

with Var2 was more accurate. This supports the heuristic that focuses on the control-datapath interface. Our experi-
of approximating state variables close to the inputs. ence shows that this leads to better feedback of whether

the important tests in a design have been exercised than
existing metrics that we are aware of. The largest draw-
back is the use of the control state-graph, which poten-
Coverage analysis of the FLASH design examples tially grows exponentially with the number of control state
with the control-event metric, and pruning and approxima- bits. Although this problem has no general solution, we
tion as needed, is given in Table 2. These results are ¢ave proposed two techniques that help to postpone the
snapshot taken in the design process to show the differ-state-space blow-up so that useful information can still be
ence between using a full state-graph metric and the con-obtained from the design.
trol-event metric. The important point isot that the This toolset was used in the process of designing a
metric gives better numbers, but thathighlights the real chip as part of the Stanford FLASH project, making
important tests which have been missed so that this infor-usability and graceful degradation important issues rather
mation is not lost in a swamp of other redundant warnings.than afterthoughts.
The feedback from our design team was that incre-
mental information is the most useful. When confronted References
with a coverage metric that indicates huge numbers of
untested scenarios, it is difficult to identify the important [1] M. Kantrowitz, L. M. Noack, “Functional Verification of a
cases missed. Instead, giving information about 1 FSM Multiple-issue, Pipelined, Superscalar Alpha Processor - the

coverage, followed by pairs and so on, up to the full state thﬁ%ﬁg&w Chip”, IDigital Technical Journa|Vol. 7

vector gave the best results. When given only a few miss-[3) o, k. Chandra, V. S. lyengar, R. V. Jawalekar, et. al., “Archi-
ing scenarios at a time, it was easier to identify new test  tectural Verification of Processors Using Symbolic Instruc-
vectors that had to be written to improve coverage. tion Graphs”, IrProc. of the Intl. Conf. on Computer Design
In addition, it can be difficult to createparticular - eci?bsgisgt‘é- 5. Moundanos. 1. A. Abraham. “Autormatic
state transm.o.n ol State.vanables .m SlmUIatlor_]' Issues Extraction of t’he Control Flow’Machine and A,pplication to
of controllability become important if the test writer must Evaluating Coverage of Verification Vectors”, Bnoc. of the
set up a state containing the full vector. By using control  Intl. Conf. on Computer Desig®ctober 1995.
events and approximation, and doing so incrementally, the[4] J. Kuskin, D. Ofelt, M. Heinrich, et. al., “The Stanford
metric focuses attention on the variables which are impor- g'—gsE'Sm%t'g:loégsrﬁol:’;é'rri;gﬁﬁ:gm?esngf;ggintemaﬂona'
ta”.t for the t(?St cases only. The va_lues Of the Other StatE[S] RYC.pHo, C.H. Yangr,) M. A. Horowitz, D. L. Dill, “Architec-
variables, which do not play a part in the interaction, are " " yra| validation for Processors”, Proceedings of the Inter-
ignored. This not only simplifies the analysis of the cover- national Symposium on Computer Architecfurene 1995.
age data, but makes it easier for the test writer to formulate[6] D. L. Dill, A. J. Drexler, A. J. Hu, et. al., “Protocol Verifica-

the new test that sets the variables to the needed values. ~ tion as a Hardware Design Aid", Froceedings of the Inter-
national Conference on Computer Desi@rttober 1992.

5 Coverage Results for FLASH

Table 2. FLASH Coverage Results

Control | Control Control Control Full Full
Unit of Graph Graph Event Event | Simulated | Event State| Event Edge State Edge
Design States Edges States Edges Cycles Coverage Coverage | Coverage| Coverage
Proto. Proc.|| 22,080 | 2,189,553 78 184 794,342 30.3% 26.6% <0.1% <0.1%
Instr. Fetch 1,585 14,455 1? 47 391,967 94.1% 59.6% 7.8% 2.0%
Load Store 12,192 | 1,106,688 132 532 685,683 28.8% 12.4% <0.1% <0.1%
Inbox 426 3,968 28 236 249,336 82.1% 28.0% 19.3% 3.0%
Outbox 52 506 14 62 101,756 92.9% 54.8% 53.6% 13.8%
10 3,209 70,211 142 1,778 67,828 16.3% 6.7% 1.0% <0.1po

a. Approximate state-space.

b. Designer restricted the variables of interest.
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