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Abstract

In applications where safety is of utmost importance,
defective functions must frequently be detected very
early in order to restore the system to a safe operating
condition. At the same time the availability may not
be restricted by measures implemented to detect errors.
The efficiency of error detection state encodings for a
control unit 1s investigated based on the example of the
Motorola muicro-processor core M68HC11. The terms
“dependent encoding” and "independent encoding” are
wintroduced. The designed circuits are compared regard-
g to error detection of stuck-at errors and chip area.
The degree of error detection is shown with the help of
a fault simulation.

1 Introduction

The dramatically increasing use of microelectronic
systems for the regulation and control of applications
in the area of safety has resulted in a strong demand
for low-cost safety concepts.

The present safety requirement coupled with a
high availability are taken into consideration by us-
ing dual- or multi-channel systems. At present, differ-
ent methods are being investigated in the government-
subsidized Jessi-AE11l project. The methods involve
the realization of operating safety levels equal to, or
higher than, the present level with a greatly reduced
amount of hardware.

The focus of this work is the enlargement of the cen-
tral microprocessor by means of on-chip testing hard-
ware to a fail-stop processor, that can detect an error
itself and trigger the appropriate emergency program.

During fail secure realizations for the data path are
known [1, 2], so far, there are no economically viable
concepts for the control path.

Measures taken involving hardware to improve error
detection are redundant in regard to the function of a
system and, therefore, create additional costs. These
result in enlarged IC-chip areas. This study aims to
keep the chip area as small as possible while at the
same time increasing reliability.

Four central terms are explained as they will be used
in the context of this study. Any other explanations or
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mathematical definitions can be found in the literature

Code word refers to all the binary vectors of the
length n that represent a permissable bit pattern. The
set of all the code words is reffered to as "Code”. All
the other binary vectors of the same length n are called
non-code words. The combination of the sets of all
code words and all non-code words of the same length
n represents the binary vector space.

The Hamming distance between two binary vectors
uy and u, of equal length is written as d(u;,u,) and
represents the number of different elements in the same
bit position of these vectors. For the binary vectors uy
and u, is true that d(u;, u,) = w(u; Bu,). The symbol
@ stands for the XOR operation and w(z) stands for
the weight of the vector z.

A system is fault secure if it never produces an in-
correct output due to a fault, unless it simultaneously
indicaties a present fault. A fail safe system, on the
other hand, produces always the expected output func-
tion during the normal operations.

2 State of technology

Basic error detection and/or error correction meth-
ods for state assignment can be found in literature
[3, 4, 5, 6]. While many current theoretical work fo-
cuses on error correction or on very high error detection
[7, 8], only a few papers to find an acceptable solution
for application regarding the costs [9, 2].

In [9], an algorithm is shown that can be employed
for error correction of single bit errors (Single Error
Correction, SEC), since a code with the Hamming dis-
tance d = 3 can be produced. This code is equal to
a Hamming code, only the generation is considerably
more efficient. In addition, the smallest possible Ham-
ming distance is maintained between adjacent states in
order to minimize the area. It is mentioned that the
algorithm 1s not suitable for large controllers because
it becomes too complex.

Other state assignment procedures are concerned
with minimizing the area of FSMs (Finite State Ma-
chine). These procedures (NOVA, JEDI, MUSTANG)
do not allow for any error detection or error correc-
tion. These algorithms allocates code words with the
smallest possible Hamming distance to adjacent states.
It can be seen that this optimization target for large
designs, in which the logic is large in comparison to



the sequential circuit components, is not valid in every
case.

In the relevant literature, it is typical to com-
pare designs with about 50 states from the MCNC91
benchmarks. In this paper an error-coded FSM with
615 states of a standard-uC, the M68HC11, has been
realized in a design under industrial conditions.

Error detection with the smallest possible chip area
of a comparably large control unit, is the aim of this

paper.

3 Fault security of FSMs using state

encoding

The degree of error detection depends on the Ham-
ming distance d of the code words of a code space. For
a single error detection (SED), d must have a minimum
value of d = 2.

In the following text the terms dependent and in-
dependent encoding will be introduced. The relevant
error detection circuits (EDC) are called dynamic and
static.

3.1 Dependent encoding and dynamic
error detection

Two symbolic states 57 and Ss of a FSM are adjacent
if one of these states succeeds the other.

An encoding is being sought for which a function
fa of two binary vectors u; and u, adjacent states for
a defined error set F exists. The bit errors from F
can be detected with this function. Such encoding is
called dependent since the current code word must be
determined depending on the previous code word.

The function f; is called dependent error function.
The hamming distance d between two code words of
adjacent states is a suitable dependent error function.
If d remains constant, then two successive binary vec-
tors can be checked for their adherence to the Ham-
ming distance.

The answers to the following questions are of con-
siderable importance:

1. What is the minimum length n of the code word
(block length as well) if the number of different,
and to each other adjacent, states are encoded
with a fixed Hamming distance?

2. Which connection exists between the number ¢ of
clearly detectable bit errors and the Hamming dis-
tance d in the dynamic error detection?

These questions will be answered in the sections 3.1.1

and 3.1.2.

3.1.1 Defining the number of adjacent states
that can be encoded

The number ¢ of binary vectors, which all have to have
a pre-defined Hamming distance d to each other, is
to be determined. Such codes are called equidistant.
Since ¢ depends strongly on d, the following two dom-
inant groups are presented here separatly.

Hamming distance d is odd

Two binary vectors u; and u, have an odd Hamming
distance d. A third binary vector us of the same length
with the same odd Hamming distance d to u; and u,
is to be determined.

By considering all the possibilities of a u; construc-
tion, it can be shown that a third vector with this
assumptions does not exist. The consequence is that
a dependent encoding with an odd Hamming distance
for states that have more than one adjacent state 1s
impossible.

A dependent encoding with code words that must
have an odd Hamming distance is thus irrelevant.

Hamming distance d is even

Likewise the number ¢ of different binary vectors which
in pairs have the same even Hamming distance d can
be defined by means of construction. For the Ham-
ming distance d of two binary vectors u; and u,, the
following equation is valid:

n

d(uy, uy) = Z(%(i) B usiy) = (1) B usy) + (1)

i=1

(L1 (2) B Un) + -+ (Ui D Us(ny)

The summands are grouped in such a way that first all
terms with the XOR value 707 (following called Low)
and then all terms with the XOR value 71”7 (following
called HiGH) are recorded. If one writes the index ¢ for
the Low-group and the index j for the HiGgH-group,
then the following is valid:

do= [ D (i ® o)+ (g Buagy) || (2)
i=1 ji=1
do=0 di=d i2]
i,j<n
Low-group HiGH-group

Vector us which was to be defined is for the moment
identical with u,. In order to achieve an even hamming
distance d to u; and to us,, % bits need to be inverted
both in the Low-group and in the HiGH-group of equa-
tion (2).

This is valid for all subsequent vectors which, ac-
cording to the requirements, should comply with a con-
stant d in pairs to all previously defined vectors.

Vectors with a length n allow this step exactly ¢-
times. With ¢ € IV results in

n= qg + R respectively ¢ = {%J , €N . (3)
Equation (3) can be used to answer the first question
in this section of the text. An odd Hamming distance
is only applicable for two adjacent states.

If the Hamming distance d is even, then the greatest
number ¢ off different, paired, adjacent states can be



coded with d = 2 and a fixed block length n, while
n > ¢ must be true. The number of necessary bits for
the length of the code word must be at least equal to
the number of adjacent states.

3.1.2 Dynamic error detection

Error detection will be called dynamic if bit errors of
the defined error set F can be detected with the de-
pendent error function f;. The error detection takes
place by connecting the binary vectors of two adjacent
states.

In Figure 1 a circuit for dynamic error detection is
shown.
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Figure 1: Circuit for dynamic error detection

It can be shown that bit errors ¢ can only be reliably
detected dynamically when the Hamming distance d
between the code words of the adjacent states is equal.
The basic idea behind this proof is that, based on the
equation (2), the faulty bit position ¢ in the binary
vector 1s random. The possibilities d > x and d < =
with z being a fixed value can be ruled out.

Other important insights concerning the number of
detectable bit errors by means of dynamic error detec-
tion are summarized below. Proof for this conclusion
has not been included here. The number of falsified
bits is shown as ¢ and the Hamming distance between
two binary vectors to be checked as d.

1. For a number t of faulty bits within the limits
1 <t < 2d and a code word length of n > 2d, bit
errors can only be reliably detected by means of
dynamic error detection when t is odd.

2. The number ¢ of faulty bits that can be reliable
detected dynamically is within the limits 1 < ¢ <
2d and a code word length of n > 2d. This is
independent of the Hamming distance d.

3. If t > 2d for the number ¢ of the falsified bits of a
bit error is true, then these bit errors can always
be detected by means of dynamic error detection.

It can be concluded that the Hamming distance d =
2 is the most suitable for dependent encoding using
equidistant codes. The largest number of encodable
adjacent states is possible with this value. This number
is greatly restricted anyway because of the code word
length. With d = 2, all single bit errors and all other
bit errors with ¢ > 4 can be detected.

3.2 Independent encoding and static
error detection
Independent encoding, in contrast to dependent encod-

ing, does not require that the binary vector of the pre-
vious state be known in order to detect bit errors.
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Figure 2: Circuit for static error detection

The inner properties of a code word are used for
error detection. Otherwise, all of the code words in
the error detection circuit need to be implemented as
permissable. In Figure 2, a circuit for static error de-
tection is shown.

3.2.1 Separable Codes

If the bit positions ¢ of the information bits and the
check bits of all code words of the code § are known,
then & is separable.

Separability assumes that check bits exist. Likewise
an independent error function f; between the informa-
tion bits and the check bits exists that can be checked
for error detection.

In this study three standard codes were examined
in order to compare their efficiency in regard to chip
area and error detection.

The Parity-Code, the Hamming-Code and the
Berger-Code were studied extensively in relevant lit-
erature [3, 4, 5]. Therefore, only two new results re-
garding error detection are presented here:

1. With the odd parity encoding, more global errors
are detected than with the even parity encoding.
Global errors are bit errors in which all the bits
fail as a result of common mode failures to either
logic-"0” or logic-”1”. They should therefore be
observed carefully.

2. Studies of the Hamming-Codes in regard to er-
ror detection have shown that, by negating the
check bits, a greater number of multiple errors
can be found than with the original Hamming-
Codes. This codes were called hereafter ”modified
Hamming-Codes”.

Theoretical results are validated by means of fault sim-
ulation and studied with regard to the chip area.

3.2.2 Non-separable Codes

Code words that cannot be connected by means of an
error function among themselves; or within the respec-
tive code word, can also be used for error detection.



Such codes, therefore, are called ”free” codes hereafter.
In this case all the code words must be explicitly recog-
nizable by means of the error detection circuit.

The advantage of "free” codes is that the degree of
freedom in allocating codes, that allow an optimal use
of chip area, is not limited by a restrictive error func-
tion. The resulting chip area for the FSM without the
error detection circuit can, therefore, be small com-
pared to circuits encoded with separable encodings.

In order to detect all single bit errors, the Ham-
ming distance between all code words must be d > 2.
As described in section 3.1.2; this requirement is not
applicable in dynamic error detection since no clear
implementation of an error function is possible.

One disadvantage is that the chip area of the re-
quired for the error detection circuit 1s large compared
to the error detection circuits with a clearly defined
error function. For this reason, the total chip area
was calculated and compared to other methods in sec-
tion 4.2.

4 Results

A control unit with the instruction set of Motorola’s
standard microprocessor MG68HC11 was designed in
VHDL. Over 70 different fault secure encoded FSMs
were synthesized with the tools from the company
Synopsys?. The theoretical results have also been
taken into account.

The resulting circuits with the smallest chip area
for every encoding type were selected for fault simu-
lation. The error detection circuits were designed and
included. The complete circuits were validated with a
fault simulation on gate level for stuck-at faults using

the tool HILO?.

of the

4.1 Characteristic properties
control unit

A flat FSM hierarchy was purposely chosen for 615
states in order to make use of a large otimization po-
tential created by the broad range of code words. In
this way the additional redundancy that is necessary
for error detection can be kept small.

After the optimization of the FSM with Synopsys,
161 equivalent states were compiled and the remain-
ing 454 states were extracted in to a state table. The
states were assigned [10] to different fault secure codes
in the state table and finally the new circuit was syn-
thesized.

Self loops were not allowed. This was achieved by
means of adjacent states of the same function being
assigned alternately.

The node with the most branching of the state tran-
sition graph is assigned the state for the ifetch instruc-
tion. This state has 218 adjacent states. Therefore,
based on the results in section 3.1.1, a dependent en-
coding with dynamic error detection for the circuit in-
vestigated here was not applicable.

2Synopsys is a registred trademark of Synopsys Inc., Moun-
tain View, CA, USA
3HILO is a registered trademark of GenRad Inc., Hants, UK

4.2 Synthesized chip areas

The control unit was reduced to equivalent states us-
ing Synopsys and synthesized with the option ”auto-
encoding”, which provides the best results in regard to
chip area. The result of this effort serves hereafter as a
comparative value and 1s always specified as a reference
circuit.

In Table 1 the synthesized chip areas of the complete
circuits, the fault secure encoded control unit plus the
respectively error detection circuits, are shown in com-
parison to the reference circuit.

For all of the synthesis runs the timing constraints
remained unchanged. However, they had to be kept at
least as an optimization target.

An encoding method descriebed in section 3.2.2 is
called "free” encoding. A hamming distance d > 2
between all code words are realized with a ”free” en-
coding. An error function between two code words or
between the information bits and check bits are not
demanded. Free parameters, therefore, can be used for
chip area minimization using heuristics regarding the
output function of the encoded FSM [10]. With this
encoding an circuit can be synthesized (without the er-
ror detection) with a smaller chip area in comparison
to the reference.

An area minimization by increasing the number of
flip-flops of the state vector can, therefore, be achieved
in some cases, especially in large designs. This poten-
tial can also be used for error detection.

4.3 Fault simulation

The best solutions for each encoding method regarding
the chip-area were selected for the fault simulation as
shown in Table 1.

All percentages refer to the reference circuit with no
concurrent error detection is possible. The fault cov-
erage refers to the stuck-at faults that were detected
with the employed encoding and the respective error
detection circuit. The set of the test vectors is equiv-
alent to the complete instruction set of the processor
M68HC11. Therefore, the fault simulation using the
stuck-at model is representative for the error detection
during the normal operation. This is true, because
either a fault affects no errors on the outputs or the
defect results in a bit error. This considered always
real time error detection and is not true, if an off-line
test is used.

Two different fault simulation methods are com-
pared: the on-line (concurrent check) error detection
as the aim of this paper and additionally the off-line
error detection, as shown in Table 1.

In the first case, the on-line error detection is com-
pared to all observable stuck-at faults, including the
error detection circuit, using only the two error sig-
nals, as shown in Figure 1 and 2. All stuck-at faults
of the FSM output logic are not observable. Therefore
the second column regarding the on-line fault coverage
in Table 1 shows the results compared with all possible
stuck-at faults of the total circuit, including the error
detection circuit.

The codes with a larger state vector length com-
pared to each other are better in error detection re-



Fault Coverage

State
Encoding Method Vector Gate Area on-line off-line

Bits

FSM EDC Total Observable | All stuck-at || All stuck-at

Reference 9 100 % 0% 100 % 0% 0% 99.4 %
Even Parity 10 1040% | 1.4% | 1054 % 98.5 % 60.3 % 99.2 %
Odd Parity 10 1061% | 1.4% | 1065 % 98.9 % 60.3 % 99.2 %
Hamming-Code 20 1154% | 34 % | 1188 % 99.3 % 80.5 % 99.4 %
Mod. Hamming-Code 20 1136 % | 34% | 117.0% 99.6 % 80.1 % 99.4 %
Mod. Hamming-Code 24 1118% | 42% | 116.0 % 98.8 % 841 % 99.5 %
Berger-Code 21 1027% | 64% | 109.1 % 96.2 % 7.3 % 98.5 %
Berger-Code 28 99.3% | 89% | 1082 % 96.3 % 84.6 % 99.2 %
"Free” Encoding 20 90.0 % | 18,1 % | 108.1 % 83.5 % 70.3 % 91.1 %

Table 1: Gate areas (FSM, Error Detection Circuit and Total) in comparison with the reference circuit (100 %)

and the results for the respective fault coverage

garding all possible stuck-at faults. This is because the
additional flip-flops the depth of the logic i1s reduced.
The part of the FSM output logic becomes smaller and
the observable stuck-at faults become higher.

In order to compare the proposed error detection
method with an off-line test, the results for the com-
plete circuits regarding all possible stuck-at faults are
computed. All outputs of the FSM and the two error
signals are checked. It should be noted that with this
type of test an error detection during the normal oper-
ation is not possible. Furthermore the stuck-at model
does not completely describe the physical defects, as
the test 1s not in real time mode.

An other aspect is, that through the additional error
detection circuit and the fault secure encoding, the off-
line testability is not reduced. Therefore there is a
usefull possibility to combine these two methods.

5 Summary

In order to detect bit errors in operating control
units, the error encoding with an error detection circuit
is appropriate. The availability of fail critical systems
1s not limited by on-line error detection.

The instruction set of the standard processor
M68HC11 was realized in a fault secure control unit.
The theoretical results regarding the different depen-
dencies between the chip area and the state encoding
were proven qualitatively and quantitatively in over 70
synthesis runs.

It was shown that with an increase of the relatively
gate area by about 8 %, an on-line error detection with
about 84 % can be achieved. During this, the avail-
ability is not reduced. The potential of the state en-
coding benefits 1s high. Therefore, improving fault se-
curity, reducing chip area, improving testability, com-
bined with the efficient handling of timing constraints
should be aspects of future research.
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